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The Double-Spend Problem with Digital Currency



The Double-Spend Problem with Digital Currency

Any classical solution needs some coordination between 
Alice and Bob (possibly involving third party)



Enter quantum…



Quantum no-cloning

<latexit sha1_base64="3m+QItumIKkeTK7sdN0MWdXFS0E=">AAACGHicbZC7TsMwFIZPuJZyCzCyRFRITCVBFTBWsDAWiV6kJqoc12mtOnZkO6Aq9DFYeBUWBhBi7cbb4LYZSssvWfr0n3N0fP4wYVRp1/2xVlbX1jc2C1vF7Z3dvX374LChRCoxqWPBhGyFSBFGOalrqhlpJZKgOGSkGQ5uJ/XmI5GKCv6ghwkJYtTjNKIYaWN17PNnP1HUl4j3GPEl7fU1klI8zdvz3LFLbtmdylkGL4cS5Kp17LHfFTiNCdeYIaXanpvoIENSU8zIqOiniiQID1CPtA1yFBMVZNPDRs6pcbpOJKR5XDtTd34iQ7FSwzg0nTHSfbVYm5j/1dqpjq6DjPIk1YTj2aIoZY4WziQlp0slwZoNDSAsqfmrg/tIIqxNlkUTgrd48jI0LsreZblyXylVb/I4CnAMJ3AGHlxBFe6gBnXA8AJv8AGf1qv1bn1Z37PWFSufOYI/ssa/w16iGg==</latexit>

| i ! | i| i

[Park’70, Wooters-Zurek’82, Dieks’82]



Secret key Quantum Money
[Wiesner’70]

<latexit sha1_base64="A8pOSVcXyCBjAYuRjnobsUWxiHk=">AAAB83icbVBNS8NAEJ3Ur1q/qh69BIvgqSRS1GPRi8cK9gOaUDbbabt0s1l2N0KJ/RtePCji1T/jzX/jts1BWx8MPN6bYWZeJDnTxvO+ncLa+sbmVnG7tLO7t39QPjxq6SRVFJs04YnqREQjZwKbhhmOHamQxBHHdjS+nfntR1SaJeLBTCSGMRkKNmCUGCsFT4HULFBEDDn2yhWv6s3hrhI/JxXI0eiVv4J+QtMYhaGcaN31PWnCjCjDKMdpKUg1SkLHZIhdSwWJUYfZ/Oape2aVvjtIlC1h3Ln6eyIjsdaTOLKdMTEjvezNxP+8bmoG12HGhEwNCrpYNEi5axJ3FoDbZwqp4RNLCFXM3urSEVGEGhtTyYbgL7+8SloXVf+yWruvVeo3eRxFOIFTOAcfrqAOd9CAJlCQ8Ayv8Oakzovz7nwsWgtOPnMMf+B8/gBvKZH0</latexit>

| i=

Unfortunately, mint required to verify 
money, so still need coordination



Public Key Quantum Money
[Aaronson’09]
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Public Key Quantum Money
[Aaronson’09]

PK Quantum money is a central object in 
the study of quantum protocols



[Aaronson’09]: random stabilizer states
[Lutomirski-Aaronson-Farhi-
 Gosset-Hassidim-Kelner-Shor’10]✘ [Aaronson-Christiano’12]: polynomials hiding subspaces

[Pena-Faugère-Perret’14, ChrisCano-SaDath’16]✘

[Z’19]: quadratic systems of equations
[Roberts’21]✘

[Kane’18, Kane-Sharif-Silverberg’21]: quaternion algebras

[Khesin-Lu-Shor’22]: lattices
[Liu-Montgomery-Z’23]✘

[Z’19]: indistinguishability obfuscation

[Liu-Montgomery-Z’23]: Walkable invariants

[Farhi-Gosset-Hassidim-Lutomirski-Shor’10]: knots

[Z’24]: abelian group acTons [Bostanci-Nehoran-Z’24]: non-abelian group actions

PK Quantum Money is Notoriously Difficult!
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[Z’19]: indistinguishability obfuscation

Only scheme with provable 
security under assumptions studied 

by wider crypto community. But 
use of iO is undesirable



Can Evasive ObfuscaFon Suffice?

In classical world, a number of results showing how 
to base iO applica8ons on milder tools, especially 

LWE. O>en (perhaps implicitly) go through route of 
obfusca8ng evasive func8ons

Evasive obfuscation = Secure as long as adversary 
can’t find accepting input

Thm [Goyal-Koppula-Waters’17, Wichs-Zirdelis’17]:
LWE è obfuscation for certain evasive functions



in either     or

Can Evasive Obfuscation Suffice?

[Z’19] is almost evasive 

Obfuscate random subspace     , 
<latexit sha1_base64="sHlBn3nzuTgUhUT0HUHU6PWCiko=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHYNUY9ELx4hyiOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR7cxvPaHSPJYPZpygH9GB5CFn1Fipft8rltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa89idcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdl77JcqVdK1ZssjjycwCmcgwdXUIU7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+ALETjOA=</latexit>

S
<latexit sha1_base64="wS06XVAGdpiUB7xENPM1QnFZPtQ=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GPRi8eK9gPaWDbbSbt0kyy7G6GE/ggvHhTx6u/x5r9x2+agrQ8GHu/NMDMvkIJr47rfTmFldW19o7hZ2tre2d0r7x80dZIqhg2WiES1A6pR8BgbhhuBbamQRoHAVjC6mfqtJ1SaJ/GDGUv0IzqIecgZNVZq3T92JSrZK1fcqjsDWSZeTiqQo94rf3X7CUsjjA0TVOuO50rjZ1QZzgROSt1Uo6RsRAfYsTSmEWo/m507ISdW6ZMwUbZiQ2bq74mMRlqPo8B2RtQM9aI3Ff/zOqkJr/yMxzI1GLP5ojAVxCRk+jvpc4XMiLEllClubyVsSBVlxiZUsiF4iy8vk+ZZ1buont+dV2rXeRxFOIJjOAUPLqEGt1CHBjAYwTO8wpsjnRfn3fmYtxacfOYQ/sD5/AFJ3I+N</latexit>

S? On their own, evasive 
except for un-interes5ng 

point at origin

But…
allows adversary to find one input

<latexit sha1_base64="sHlBn3nzuTgUhUT0HUHU6PWCiko=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHYNUY9ELx4hyiOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR7cxvPaHSPJYPZpygH9GB5CFn1Fipft8rltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa89idcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdl77JcqVdK1ZssjjycwCmcgwdXUIU7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+ALETjOA=</latexit>

S
<latexit sha1_base64="wS06XVAGdpiUB7xENPM1QnFZPtQ=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GPRi8eK9gPaWDbbSbt0kyy7G6GE/ggvHhTx6u/x5r9x2+agrQ8GHu/NMDMvkIJr47rfTmFldW19o7hZ2tre2d0r7x80dZIqhg2WiES1A6pR8BgbhhuBbamQRoHAVjC6mfqtJ1SaJ/GDGUv0IzqIecgZNVZq3T92JSrZK1fcqjsDWSZeTiqQo94rf3X7CUsjjA0TVOuO50rjZ1QZzgROSt1Uo6RsRAfYsTSmEWo/m507ISdW6ZMwUbZiQ2bq74mMRlqPo8B2RtQM9aI3Ff/zOqkJr/yMxzI1GLP5ojAVxCRk+jvpc4XMiLEllClubyVsSBVlxiZUsiF4iy8vk+ZZ1buont+dV2rXeRxFOIJjOAUPLqEGt1CHBjAYwTO8wpsjnRfn3fmYtxacfOYQ/sD5/AFJ3I+N</latexit>

S?

(building on [Aaronson-Christiano’12, Ben-David-Sattath’16]) 



Our Result

Thm [this work]: PK Quantum Money cannot be black-
box based on evasive obfuscation, supposing:
• Mint only makes classical obfuscation queries
• Verifier makes no obfuscation queries (but possibly 

makes quantum evaluation queries)

Cor [this work] (informal): PK Quantum Money cannot 
be black-box based on one-way functions, supposing 
the mint only makes classical queries to the OWF and 
the verifier is “natural”

Very natural restric5ons that capture 
essen5ally all known applica5ons of 
obfusca5on to quantum protocols

Rough dual to [Ananth-Hu-Yuen’23], 
who prove impossibility when the 
verifier makes classical queries



Step 1: Oracles for evasive obfuscation

<latexit sha1_base64="wuJ5mgB5ybuupaDy4SaaCaW3n/g=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKexKUI9BL95MwDwgWcLspDcZMzu7zMwKIeQLvHhQxKuf5M2/cZLsQRMLGoqqbrq7gkRwbVz328mtrW9sbuW3Czu7e/sHxcOjpo5TxbDBYhGrdkA1Ci6xYbgR2E4U0igQ2ApGtzO/9YRK81g+mHGCfkQHkoecUWOl+n2vWHLL7hxklXgZKUGGWq/41e3HLI1QGiao1h3PTYw/ocpwJnBa6KYaE8pGdIAdSyWNUPuT+aFTcmaVPgljZUsaMld/T0xopPU4CmxnRM1QL3sz8T+vk5rw2p9wmaQGJVssClNBTExmX5M+V8iMGFtCmeL2VsKGVFFmbDYFG4K3/PIqaV6UvctypV4pVW+yOPJwAqdwDh5cQRXuoAYNYIDwDK/w5jw6L86787FozTnZzDH8gfP5A6sDjNw=</latexit>

O
maps circuits to bit-strings, 
represents obfuscator

Ensures obfuscation is totally broken if 
any accepting input is known

<latexit sha1_base64="Lru5OuJwKPYuKp4rXak5A3msodc="></latexit>

E( O(C) , x) =

(
C if C(x) = 1

? if C(x) = 0

Lem [this work] (informal): Any reasonable no8on of 
evasive obfusca8on is captured by this oracle

Ignore computation, only count queries



Step 2: Use Oracle To Break Quantum Money

<latexit sha1_base64="sxhrtqlJFrvCaQX4o+BHfbB9UbA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKexKUI9BETwmYB6QLGF20puMmZ1dZmaFEPIFXjwo4tVP8ubfOEn2oIkFDUVVN91dQSK4Nq777eTW1jc2t/LbhZ3dvf2D4uFRU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAWj25nfekKleSwfzDhBP6IDyUPOqLFS/a5XLLlldw6ySryMlCBDrVf86vZjlkYoDRNU647nJsafUGU4EzgtdFONCWUjOsCOpZJGqP3J/NApObNKn4SxsiUNmau/JyY00nocBbYzomaol72Z+J/XSU147U+4TFKDki0WhakgJiazr0mfK2RGjC2hTHF7K2FDqigzNpuCDcFbfnmVNC/K3mW5Uq+UqjdZHHk4gVM4Bw+uoAr3UIMGMEB4hld4cx6dF+fd+Vi05pxs5hj+wPn8AZvbjNI=</latexit>

E
<latexit sha1_base64="wuJ5mgB5ybuupaDy4SaaCaW3n/g=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKexKUI9BL95MwDwgWcLspDcZMzu7zMwKIeQLvHhQxKuf5M2/cZLsQRMLGoqqbrq7gkRwbVz328mtrW9sbuW3Czu7e/sHxcOjpo5TxbDBYhGrdkA1Ci6xYbgR2E4U0igQ2ApGtzO/9YRK81g+mHGCfkQHkoecUWOl+n2vWHLL7hxklXgZKUGGWq/41e3HLI1QGiao1h3PTYw/ocpwJnBa6KYaE8pGdIAdSyWNUPuT+aFTcmaVPgljZUsaMld/T0xopPU4CmxnRM1QL3sz8T+vk5rw2p9wmaQGJVssClNBTExmX5M+V8iMGFtCmeL2VsKGVFFmbDYFG4K3/PIqaV6UvctypV4pVW+yOPJwAqdwDh5cQRXuoAYNYIDwDK/w5jw6L86787FozTnZzDH8gfP5A6sDjNw=</latexit>

O
<latexit sha1_base64="HxD8cB410F2OBxajdkoCKSfNxG0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GOxF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28G4PvPbT6g0j+WjmSToR3QoecgZNVZ6qPd5v1xxq+4cZJV4OalAjka//NUbxCyNUBomqNZdz02Mn1FlOBM4LfVSjQllYzrErqWSRqj9bH7qlJxZZUDCWNmShszV3xMZjbSeRIHtjKgZ6WVvJv7ndVMT3vgZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTsiF4yy+vktZF1buqXt5fVmq3eRxFOIFTOAcPrqEGd9CAJjAYwjO8wpsjnBfn3flYtBacfOYY/sD5/AESwI2s</latexit>

Ci

<latexit sha1_base64="uduLtgcWB9c201Djqg9JyBquSGc=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRahgpRdKeqx2Is3K9gPaJeSTdM2NpssSVYsS/+DFw+KePX/ePPfmLZ70NYHA4/3ZpiZF0ScaeO6305mZXVtfSO7mdva3tndy+8fNLSMFaF1IrlUrQBrypmgdcMMp61IURwGnDaDUXXqNx+p0kyKezOOqB/igWB9RrCxUuO2WD09e+rmC27JnQEtEy8lBUhR6+a/Oj1J4pAKQzjWuu25kfETrAwjnE5ynVjTCJMRHtC2pQKHVPvJ7NoJOrFKD/WlsiUMmqm/JxIcaj0OA9sZYjPUi95U/M9rx6Z/5SdMRLGhgswX9WOOjETT11GPKUoMH1uCiWL2VkSGWGFibEA5G4K3+PIyaZyXvItS+a5cqFyncWThCI6hCB5cQgVuoAZ1IPAAz/AKb450Xpx352PemnHSmUP4A+fzB0AKjkY=</latexit>

O
(C
),
x

<latexit sha1_base64="OSegEYPtLFIZugNusQ6Sy/pqn3w=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Ie0oWy2k3bpbhJ2N0IJ/RVePCji1Z/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSNsGm4EdhKFVAYC28H4dua3n1BpHkcPZpKgL+kw4iFn1FjpMevpkLRQTfvlilt15yCrxMtJBXI0+uWv3iBmqcTIMEG17npuYvyMKsOZwGmpl2pMKBvTIXYtjahE7Wfzg6fkzCoDEsbKVmTIXP09kVGp9UQGtlNSM9LL3kz8z+umJrz2Mx4lqcGILRaFqSAmJrPvyYArZEZMLKFMcXsrYSOqKDM2o5INwVt+eZW0LqreZbV2X6vUb/I4inACp3AOHlxBHe6gAU1gIOEZXuHNUc6L8+58LFoLTj5zDH/gfP4ArauQVw==</latexit>

Ver



Step 2: Use Oracle To Break Quantum Money

<latexit sha1_base64="sxhrtqlJFrvCaQX4o+BHfbB9UbA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKexKUI9BETwmYB6QLGF20puMmZ1dZmaFEPIFXjwo4tVP8ubfOEn2oIkFDUVVN91dQSK4Nq777eTW1jc2t/LbhZ3dvf2D4uFRU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAWj25nfekKleSwfzDhBP6IDyUPOqLFS/a5XLLlldw6ySryMlCBDrVf86vZjlkYoDRNU647nJsafUGU4EzgtdFONCWUjOsCOpZJGqP3J/NApObNKn4SxsiUNmau/JyY00nocBbYzomaol72Z+J/XSU147U+4TFKDki0WhakgJiazr0mfK2RGjC2hTHF7K2FDqigzNpuCDcFbfnmVNC/K3mW5Uq+UqjdZHHk4gVM4Bw+uoAr3UIMGMEB4hld4cx6dF+fd+Vi05pxs5hj+wPn8AZvbjNI=</latexit>

E
<latexit sha1_base64="wuJ5mgB5ybuupaDy4SaaCaW3n/g=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKexKUI9BL95MwDwgWcLspDcZMzu7zMwKIeQLvHhQxKuf5M2/cZLsQRMLGoqqbrq7gkRwbVz328mtrW9sbuW3Czu7e/sHxcOjpo5TxbDBYhGrdkA1Ci6xYbgR2E4U0igQ2ApGtzO/9YRK81g+mHGCfkQHkoecUWOl+n2vWHLL7hxklXgZKUGGWq/41e3HLI1QGiao1h3PTYw/ocpwJnBa6KYaE8pGdIAdSyWNUPuT+aFTcmaVPgljZUsaMld/T0xopPU4CmxnRM1QL3sz8T+vk5rw2p9wmaQGJVssClNBTExmX5M+V8iMGFtCmeL2VsKGVFFmbDYFG4K3/PIqaV6UvctypV4pVW+yOPJwAqdwDh5cQRXuoAYNYIDwDK/w5jw6L86787FozTnZzDH8gfP5A6sDjNw=</latexit>

O
<latexit sha1_base64="HxD8cB410F2OBxajdkoCKSfNxG0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GOxF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28G4PvPbT6g0j+WjmSToR3QoecgZNVZ6qPd5v1xxq+4cZJV4OalAjka//NUbxCyNUBomqNZdz02Mn1FlOBM4LfVSjQllYzrErqWSRqj9bH7qlJxZZUDCWNmShszV3xMZjbSeRIHtjKgZ6WVvJv7ndVMT3vgZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTsiF4yy+vktZF1buqXt5fVmq3eRxFOIFTOAcPrqEGd9CAJjAYwjO8wpsjnBfn3flYtBacfOYY/sD5/AESwI2s</latexit>

Ci

<latexit sha1_base64="OSegEYPtLFIZugNusQ6Sy/pqn3w=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Ie0oWy2k3bpbhJ2N0IJ/RVePCji1Z/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSNsGm4EdhKFVAYC28H4dua3n1BpHkcPZpKgL+kw4iFn1FjpMevpkLRQTfvlilt15yCrxMtJBXI0+uWv3iBmqcTIMEG17npuYvyMKsOZwGmpl2pMKBvTIXYtjahE7Wfzg6fkzCoDEsbKVmTIXP09kVGp9UQGtlNSM9LL3kz8z+umJrz2Mx4lqcGILRaFqSAmJrPvyYArZEZMLKFMcXsrYSOqKDM2o5INwVt+eZW0LqreZbV2X6vUb/I4inACp3AOHlxBHe6gAU1gIOEZXuHNUc6L8+58LFoLTj5zDH/gfP4ArauQVw==</latexit>

Ver

<latexit sha1_base64="1VMi7KqjWVgvkufwWQAOZWpM7+4=">AAAB73icbVBNS8NAEJ3Ur1q/qh69LBahgpREinos9uLNCvYD2lA22027dLOJuxuxhP4JLx4U8erf8ea/cZvmoK0PBh7vzTAzz4s4U9q2v63cyura+kZ+s7C1vbO7V9w/aKkwloQ2SchD2fGwopwJ2tRMc9qJJMWBx2nbG9dnfvuRSsVCca8nEXUDPBTMZwRrI3Vuy/U+Oz176hdLdsVOgZaJk5ESZGj0i1+9QUjigApNOFaq69iRdhMsNSOcTgu9WNEIkzEe0q6hAgdUuUl67xSdGGWA/FCaEhql6u+JBAdKTQLPdAZYj9SiNxP/87qx9q/chIko1lSQ+SI/5kiHaPY8GjBJieYTQzCRzNyKyAhLTLSJqGBCcBZfXiat84pzUaneVUu16yyOPBzBMZTBgUuowQ00oAkEODzDK7xZD9aL9W59zFtzVjZzCH9gff4AvUKPIg==</latexit>

O
(C

i)
,
x

Can assume wlog that only queries 
to verifier were responses from 

prior obfuscaTon queries



Step 2: Use Oracle To Break Quantum Money

<latexit sha1_base64="sxhrtqlJFrvCaQX4o+BHfbB9UbA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKexKUI9BETwmYB6QLGF20puMmZ1dZmaFEPIFXjwo4tVP8ubfOEn2oIkFDUVVN91dQSK4Nq777eTW1jc2t/LbhZ3dvf2D4uFRU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAWj25nfekKleSwfzDhBP6IDyUPOqLFS/a5XLLlldw6ySryMlCBDrVf86vZjlkYoDRNU647nJsafUGU4EzgtdFONCWUjOsCOpZJGqP3J/NApObNKn4SxsiUNmau/JyY00nocBbYzomaol72Z+J/XSU147U+4TFKDki0WhakgJiazr0mfK2RGjC2hTHF7K2FDqigzNpuCDcFbfnmVNC/K3mW5Uq+UqjdZHHk4gVM4Bw+uoAr3UIMGMEB4hld4cx6dF+fd+Vi05pxs5hj+wPn8AZvbjNI=</latexit>

E
<latexit sha1_base64="wuJ5mgB5ybuupaDy4SaaCaW3n/g=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKexKUI9BL95MwDwgWcLspDcZMzu7zMwKIeQLvHhQxKuf5M2/cZLsQRMLGoqqbrq7gkRwbVz328mtrW9sbuW3Czu7e/sHxcOjpo5TxbDBYhGrdkA1Ci6xYbgR2E4U0igQ2ApGtzO/9YRK81g+mHGCfkQHkoecUWOl+n2vWHLL7hxklXgZKUGGWq/41e3HLI1QGiao1h3PTYw/ocpwJnBa6KYaE8pGdIAdSyWNUPuT+aFTcmaVPgljZUsaMld/T0xopPU4CmxnRM1QL3sz8T+vk5rw2p9wmaQGJVssClNBTExmX5M+V8iMGFtCmeL2VsKGVFFmbDYFG4K3/PIqaV6UvctypV4pVW+yOPJwAqdwDh5cQRXuoAYNYIDwDK/w5jw6L86787FozTnZzDH8gfP5A6sDjNw=</latexit>

O
<latexit sha1_base64="HxD8cB410F2OBxajdkoCKSfNxG0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GOxF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28G4PvPbT6g0j+WjmSToR3QoecgZNVZ6qPd5v1xxq+4cZJV4OalAjka//NUbxCyNUBomqNZdz02Mn1FlOBM4LfVSjQllYzrErqWSRqj9bH7qlJxZZUDCWNmShszV3xMZjbSeRIHtjKgZ6WVvJv7ndVMT3vgZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTsiF4yy+vktZF1buqXt5fVmq3eRxFOIFTOAcPrqEGd9CAJjAYwjO8wpsjnBfn3flYtBacfOYY/sD5/AESwI2s</latexit>

Ci

<latexit sha1_base64="OSegEYPtLFIZugNusQ6Sy/pqn3w=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Ie0oWy2k3bpbhJ2N0IJ/RVePCji1Z/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSNsGm4EdhKFVAYC28H4dua3n1BpHkcPZpKgL+kw4iFn1FjpMevpkLRQTfvlilt15yCrxMtJBXI0+uWv3iBmqcTIMEG17npuYvyMKsOZwGmpl2pMKBvTIXYtjahE7Wfzg6fkzCoDEsbKVmTIXP09kVGp9UQGtlNSM9LL3kz8z+umJrz2Mx4lqcGILRaFqSAmJrPvyYArZEZMLKFMcXsrYSOqKDM2o5INwVt+eZW0LqreZbV2X6vUb/I4inACp3AOHlxBHe6gAU1gIOEZXuHNUc6L8+58LFoLTj5zDH/gfP4ArauQVw==</latexit>

Ver

<latexit sha1_base64="1VMi7KqjWVgvkufwWQAOZWpM7+4=">AAAB73icbVBNS8NAEJ3Ur1q/qh69LBahgpREinos9uLNCvYD2lA22027dLOJuxuxhP4JLx4U8erf8ea/cZvmoK0PBh7vzTAzz4s4U9q2v63cyura+kZ+s7C1vbO7V9w/aKkwloQ2SchD2fGwopwJ2tRMc9qJJMWBx2nbG9dnfvuRSsVCca8nEXUDPBTMZwRrI3Vuy/U+Oz176hdLdsVOgZaJk5ESZGj0i1+9QUjigApNOFaq69iRdhMsNSOcTgu9WNEIkzEe0q6hAgdUuUl67xSdGGWA/FCaEhql6u+JBAdKTQLPdAZYj9SiNxP/87qx9q/chIko1lSQ+SI/5kiHaPY8GjBJieYTQzCRzNyKyAhLTLSJqGBCcBZfXiat84pzUaneVUu16yyOPBzBMZTBgUuowQ00oAkEODzDK7xZD9aL9W59zFtzVjZzCH9gff4AvUKPIg==</latexit>

O
(C

i)
,
x

Verifiers queries 
can be quantum

Observation: If adversary can compute all       , scheme broken
<latexit sha1_base64="HxD8cB410F2OBxajdkoCKSfNxG0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GOxF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28G4PvPbT6g0j+WjmSToR3QoecgZNVZ6qPd5v1xxq+4cZJV4OalAjka//NUbxCyNUBomqNZdz02Mn1FlOBM4LfVSjQllYzrErqWSRqj9bH7qlJxZZUDCWNmShszV3xMZjbSeRIHtjKgZ6WVvJv7ndVMT3vgZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTsiF4yy+vktZF1buqXt5fVmq3eRxFOIFTOAcPrqEGd9CAJjAYwjO8wpsjnBfn3flYtBacfOYY/sD5/AESwI2s</latexit>

Ci



Step 2: Use Oracle To Break Quantum Money

<latexit sha1_base64="HxD8cB410F2OBxajdkoCKSfNxG0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GOxF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28G4PvPbT6g0j+WjmSToR3QoecgZNVZ6qPd5v1xxq+4cZJV4OalAjka//NUbxCyNUBomqNZdz02Mn1FlOBM4LfVSjQllYzrErqWSRqj9bH7qlJxZZUDCWNmShszV3xMZjbSeRIHtjKgZ6WVvJv7ndVMT3vgZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTsiF4yy+vktZF1buqXt5fVmq3eRxFOIFTOAcPrqEGd9CAJjAYwjO8wpsjnBfn3flYtBacfOYY/sD5/AESwI2s</latexit>

Ci

<latexit sha1_base64="sxhrtqlJFrvCaQX4o+BHfbB9UbA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKexKUI9BETwmYB6QLGF20puMmZ1dZmaFEPIFXjwo4tVP8ubfOEn2oIkFDUVVN91dQSK4Nq777eTW1jc2t/LbhZ3dvf2D4uFRU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAWj25nfekKleSwfzDhBP6IDyUPOqLFS/a5XLLlldw6ySryMlCBDrVf86vZjlkYoDRNU647nJsafUGU4EzgtdFONCWUjOsCOpZJGqP3J/NApObNKn4SxsiUNmau/JyY00nocBbYzomaol72Z+J/XSU147U+4TFKDki0WhakgJiazr0mfK2RGjC2hTHF7K2FDqigzNpuCDcFbfnmVNC/K3mW5Uq+UqjdZHHk4gVM4Bw+uoAr3UIMGMEB4hld4cx6dF+fd+Vi05pxs5hj+wPn8AZvbjNI=</latexit>

E

<latexit sha1_base64="OSegEYPtLFIZugNusQ6Sy/pqn3w=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Ie0oWy2k3bpbhJ2N0IJ/RVePCji1Z/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSNsGm4EdhKFVAYC28H4dua3n1BpHkcPZpKgL+kw4iFn1FjpMevpkLRQTfvlilt15yCrxMtJBXI0+uWv3iBmqcTIMEG17npuYvyMKsOZwGmpl2pMKBvTIXYtjahE7Wfzg6fkzCoDEsbKVmTIXP09kVGp9UQGtlNSM9LL3kz8z+umJrz2Mx4lqcGILRaFqSAmJrPvyYArZEZMLKFMcXsrYSOqKDM2o5INwVt+eZW0LqreZbV2X6vUb/I4inACp3AOHlxBHe6gAU1gIOEZXuHNUc6L8+58LFoLTj5zDH/gfP4ArauQVw==</latexit>

Ver

or
<latexit sha1_base64="K6UmHdzjakdZm+D2f+w/i/D3QrY=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgKeyKqMegF48RzAOSJcxOZpMh81hmZoWw5Be8eFDEqz/kzb9xNtmDJhY0FFXddHdFCWfG+v63V1pb39jcKm9Xdnb39g+qh0dto1JNaIsornQ3woZyJmnLMstpN9EUi4jTTjS5y/3OE9WGKflopwkNBR5JFjOCbS71I2UH1Zpf9+dAqyQoSA0KNAfVr/5QkVRQaQnHxvQCP7FhhrVlhNNZpZ8ammAywSPac1RiQU2YzW+doTOnDFGstCtp0Vz9PZFhYcxURK5TYDs2y14u/uf1UhvfhBmTSWqpJItFccqRVSh/HA2ZpsTyqSOYaOZuRWSMNSbWxVNxIQTLL6+S9kU9uKpfPlzWGrdFHGU4gVM4hwCuoQH30IQWEBjDM7zCmye8F+/d+1i0lrxi5hj+wPv8ARxxjkw=</latexit>?

The attack idea:



Step 2: Use Oracle To Break Quantum Money

Assume for now a single
<latexit sha1_base64="HxD8cB410F2OBxajdkoCKSfNxG0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GOxF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28G4PvPbT6g0j+WjmSToR3QoecgZNVZ6qPd5v1xxq+4cZJV4OalAjka//NUbxCyNUBomqNZdz02Mn1FlOBM4LfVSjQllYzrErqWSRqj9bH7qlJxZZUDCWNmShszV3xMZjbSeRIHtjKgZ6WVvJv7ndVMT3vgZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTsiF4yy+vktZF1buqXt5fVmq3eRxFOIFTOAcPrqEGd9CAJjAYwjO8wpsjnBfn3flYtBacfOYY/sD5/AESwI2s</latexit>

Ci

Case 1: Measuring query gives        with non-negl prob. 
<latexit sha1_base64="HxD8cB410F2OBxajdkoCKSfNxG0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GOxF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28G4PvPbT6g0j+WjmSToR3QoecgZNVZ6qPd5v1xxq+4cZJV4OalAjka//NUbxCyNUBomqNZdz02Mn1FlOBM4LfVSjQllYzrErqWSRqj9bH7qlJxZZUDCWNmShszV3xMZjbSeRIHtjKgZ6WVvJv7ndVMT3vgZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTsiF4yy+vktZF1buqXt5fVmq3eRxFOIFTOAcPrqEGd9CAJjAYwjO8wpsjnBfn3flYtBacfOYY/sD5/AESwI2s</latexit>

Ci

scheme broken

Case 2: Measuring query gives      with overwhelming prob. 
<latexit sha1_base64="K6UmHdzjakdZm+D2f+w/i/D3QrY=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgKeyKqMegF48RzAOSJcxOZpMh81hmZoWw5Be8eFDEqz/kzb9xNtmDJhY0FFXddHdFCWfG+v63V1pb39jcKm9Xdnb39g+qh0dto1JNaIsornQ3woZyJmnLMstpN9EUi4jTTjS5y/3OE9WGKflopwkNBR5JFjOCbS71I2UH1Zpf9+dAqyQoSA0KNAfVr/5QkVRQaQnHxvQCP7FhhrVlhNNZpZ8ammAywSPac1RiQU2YzW+doTOnDFGstCtp0Vz9PZFhYcxURK5TYDs2y14u/uf1UhvfhBmTSWqpJItFccqRVSh/HA2ZpsTyqSOYaOZuRWSMNSbWxVNxIQTLL6+S9kU9uKpfPlzWGrdFHGU4gVM4hwCuoQH30IQWEBjDM7zCmye8F+/d+1i0lrxi5hj+wPv8ARxxjkw=</latexit>?

Can answer      queries for ourselves (just output      )  
<latexit sha1_base64="sxhrtqlJFrvCaQX4o+BHfbB9UbA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKexKUI9BETwmYB6QLGF20puMmZ1dZmaFEPIFXjwo4tVP8ubfOEn2oIkFDUVVN91dQSK4Nq777eTW1jc2t/LbhZ3dvf2D4uFRU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAWj25nfekKleSwfzDhBP6IDyUPOqLFS/a5XLLlldw6ySryMlCBDrVf86vZjlkYoDRNU647nJsafUGU4EzgtdFONCWUjOsCOpZJGqP3J/NApObNKn4SxsiUNmau/JyY00nocBbYzomaol72Z+J/XSU147U+4TFKDki0WhakgJiazr0mfK2RGjC2hTHF7K2FDqigzNpuCDcFbfnmVNC/K3mW5Uq+UqjdZHHk4gVM4Bw+uoAr3UIMGMEB4hld4cx6dF+fd+Vi05pxs5hj+wPn8AZvbjNI=</latexit>

E
<latexit sha1_base64="K6UmHdzjakdZm+D2f+w/i/D3QrY=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgKeyKqMegF48RzAOSJcxOZpMh81hmZoWw5Be8eFDEqz/kzb9xNtmDJhY0FFXddHdFCWfG+v63V1pb39jcKm9Xdnb39g+qh0dto1JNaIsornQ3woZyJmnLMstpN9EUi4jTTjS5y/3OE9WGKflopwkNBR5JFjOCbS71I2UH1Zpf9+dAqyQoSA0KNAfVr/5QkVRQaQnHxvQCP7FhhrVlhNNZpZ8ammAywSPac1RiQU2YzW+doTOnDFGstCtp0Vz9PZFhYcxURK5TYDs2y14u/uf1UhvfhBmTSWqpJItFccqRVSh/HA2ZpsTyqSOYaOZuRWSMNSbWxVNxIQTLL6+S9kU9uKpfPlzWGrdFHGU4gVM4hwCuoQH30IQWEBjDM7zCmye8F+/d+1i0lrxi5hj+wPv8ARxxjkw=</latexit>?

Oracle useless, so scheme broken



Step 2: Use Oracle To Break Quantum Money

<latexit sha1_base64="HxD8cB410F2OBxajdkoCKSfNxG0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GOxF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28G4PvPbT6g0j+WjmSToR3QoecgZNVZ6qPd5v1xxq+4cZJV4OalAjka//NUbxCyNUBomqNZdz02Mn1FlOBM4LfVSjQllYzrErqWSRqj9bH7qlJxZZUDCWNmShszV3xMZjbSeRIHtjKgZ6WVvJv7ndVMT3vgZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTsiF4yy+vktZF1buqXt5fVmq3eRxFOIFTOAcPrqEGd9CAJjAYwjO8wpsjnBfn3flYtBacfOYY/sD5/AESwI2s</latexit>

Ci

<latexit sha1_base64="sxhrtqlJFrvCaQX4o+BHfbB9UbA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKexKUI9BETwmYB6QLGF20puMmZ1dZmaFEPIFXjwo4tVP8ubfOEn2oIkFDUVVN91dQSK4Nq777eTW1jc2t/LbhZ3dvf2D4uFRU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAWj25nfekKleSwfzDhBP6IDyUPOqLFS/a5XLLlldw6ySryMlCBDrVf86vZjlkYoDRNU647nJsafUGU4EzgtdFONCWUjOsCOpZJGqP3J/NApObNKn4SxsiUNmau/JyY00nocBbYzomaol72Z+J/XSU147U+4TFKDki0WhakgJiazr0mfK2RGjC2hTHF7K2FDqigzNpuCDcFbfnmVNC/K3mW5Uq+UqjdZHHk4gVM4Bw+uoAr3UIMGMEB4hld4cx6dF+fd+Vi05pxs5hj+wPn8AZvbjNI=</latexit>

E

<latexit sha1_base64="OSegEYPtLFIZugNusQ6Sy/pqn3w=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Ie0oWy2k3bpbhJ2N0IJ/RVePCji1Z/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSNsGm4EdhKFVAYC28H4dua3n1BpHkcPZpKgL+kw4iFn1FjpMevpkLRQTfvlilt15yCrxMtJBXI0+uWv3iBmqcTIMEG17npuYvyMKsOZwGmpl2pMKBvTIXYtjahE7Wfzg6fkzCoDEsbKVmTIXP09kVGp9UQGtlNSM9LL3kz8z+umJrz2Mx4lqcGILRaFqSAmJrPvyYArZEZMLKFMcXsrYSOqKDM2o5INwVt+eZW0LqreZbV2X6vUb/I4inACp3AOHlxBHe6gAU1gIOEZXuHNUc6L8+58LFoLTj5zDH/gfP4ArauQVw==</latexit>

Ver

or
<latexit sha1_base64="K6UmHdzjakdZm+D2f+w/i/D3QrY=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgKeyKqMegF48RzAOSJcxOZpMh81hmZoWw5Be8eFDEqz/kzb9xNtmDJhY0FFXddHdFCWfG+v63V1pb39jcKm9Xdnb39g+qh0dto1JNaIsornQ3woZyJmnLMstpN9EUi4jTTjS5y/3OE9WGKflopwkNBR5JFjOCbS71I2UH1Zpf9+dAqyQoSA0KNAfVr/5QkVRQaQnHxvQCP7FhhrVlhNNZpZ8ammAywSPac1RiQU2YzW+doTOnDFGstCtp0Vz9PZFhYcxURK5TYDs2y14u/uf1UhvfhBmTSWqpJItFccqRVSh/HA2ZpsTyqSOYaOZuRWSMNSbWxVNxIQTLL6+S9kU9uKpfPlzWGrdFHGU4gVM4hwCuoQH30IQWEBjDM7zCmye8F+/d+1i0lrxi5hj+wPv8ARxxjkw=</latexit>?

The aTack idea (many        ):
<latexit sha1_base64="HxD8cB410F2OBxajdkoCKSfNxG0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GOxF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28G4PvPbT6g0j+WjmSToR3QoecgZNVZ6qPd5v1xxq+4cZJV4OalAjka//NUbxCyNUBomqNZdz02Mn1FlOBM4LfVSjQllYzrErqWSRqj9bH7qlJxZZUDCWNmShszV3xMZjbSeRIHtjKgZ6WVvJv7ndVMT3vgZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTsiF4yy+vktZF1buqXt5fVmq3eRxFOIFTOAcPrqEGd9CAJjAYwjO8wpsjnBfn3flYtBacfOYY/sD5/AESwI2s</latexit>

Ci

<latexit sha1_base64="HxD8cB410F2OBxajdkoCKSfNxG0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GOxF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28G4PvPbT6g0j+WjmSToR3QoecgZNVZ6qPd5v1xxq+4cZJV4OalAjka//NUbxCyNUBomqNZdz02Mn1FlOBM4LfVSjQllYzrErqWSRqj9bH7qlJxZZUDCWNmShszV3xMZjbSeRIHtjKgZ6WVvJv7ndVMT3vgZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTsiF4yy+vktZF1buqXt5fVmq3eRxFOIFTOAcPrqEGd9CAJjAYwjO8wpsjnBfn3flYtBacfOYY/sD5/AESwI2s</latexit>

Ci

<latexit sha1_base64="sxhrtqlJFrvCaQX4o+BHfbB9UbA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKexKUI9BETwmYB6QLGF20puMmZ1dZmaFEPIFXjwo4tVP8ubfOEn2oIkFDUVVN91dQSK4Nq777eTW1jc2t/LbhZ3dvf2D4uFRU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAWj25nfekKleSwfzDhBP6IDyUPOqLFS/a5XLLlldw6ySryMlCBDrVf86vZjlkYoDRNU647nJsafUGU4EzgtdFONCWUjOsCOpZJGqP3J/NApObNKn4SxsiUNmau/JyY00nocBbYzomaol72Z+J/XSU147U+4TFKDki0WhakgJiazr0mfK2RGjC2hTHF7K2FDqigzNpuCDcFbfnmVNC/K3mW5Uq+UqjdZHHk4gVM4Bw+uoAr3UIMGMEB4hld4cx6dF+fd+Vi05pxs5hj+wPn8AZvbjNI=</latexit>

E

<latexit sha1_base64="OSegEYPtLFIZugNusQ6Sy/pqn3w=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Ie0oWy2k3bpbhJ2N0IJ/RVePCji1Z/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSNsGm4EdhKFVAYC28H4dua3n1BpHkcPZpKgL+kw4iFn1FjpMevpkLRQTfvlilt15yCrxMtJBXI0+uWv3iBmqcTIMEG17npuYvyMKsOZwGmpl2pMKBvTIXYtjahE7Wfzg6fkzCoDEsbKVmTIXP09kVGp9UQGtlNSM9LL3kz8z+umJrz2Mx4lqcGILRaFqSAmJrPvyYArZEZMLKFMcXsrYSOqKDM2o5INwVt+eZW0LqreZbV2X6vUb/I4inACp3AOHlxBHe6gAU1gIOEZXuHNUc6L8+58LFoLTj5zDH/gfP4ArauQVw==</latexit>

Ver

or
<latexit sha1_base64="K6UmHdzjakdZm+D2f+w/i/D3QrY=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgKeyKqMegF48RzAOSJcxOZpMh81hmZoWw5Be8eFDEqz/kzb9xNtmDJhY0FFXddHdFCWfG+v63V1pb39jcKm9Xdnb39g+qh0dto1JNaIsornQ3woZyJmnLMstpN9EUi4jTTjS5y/3OE9WGKflopwkNBR5JFjOCbS71I2UH1Zpf9+dAqyQoSA0KNAfVr/5QkVRQaQnHxvQCP7FhhrVlhNNZpZ8ammAywSPac1RiQU2YzW+doTOnDFGstCtp0Vz9PZFhYcxURK5TYDs2y14u/uf1UhvfhBmTSWqpJItFccqRVSh/HA2ZpsTyqSOYaOZuRWSMNSbWxVNxIQTLL6+S9kU9uKpfPlzWGrdFHGU4gVM4hwCuoQH30IQWEBjDM7zCmye8F+/d+1i0lrxi5hj+wPv8ARxxjkw=</latexit>?

…

Hope: eventually pick up all        or queries useless 
<latexit sha1_base64="HxD8cB410F2OBxajdkoCKSfNxG0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GOxF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28G4PvPbT6g0j+WjmSToR3QoecgZNVZ6qPd5v1xxq+4cZJV4OalAjka//NUbxCyNUBomqNZdz02Mn1FlOBM4LfVSjQllYzrErqWSRqj9bH7qlJxZZUDCWNmShszV3xMZjbSeRIHtjKgZ6WVvJv7ndVMT3vgZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTsiF4yy+vktZF1buqXt5fVmq3eRxFOIFTOAcPrqEGd9CAJjAYwjO8wpsjnBfn3flYtBacfOYY/sD5/AESwI2s</latexit>

Ci



Step 2: Use Oracle To Break Quantum Money

Measurement Principle: measuring a quantum state changes it

<latexit sha1_base64="sxhrtqlJFrvCaQX4o+BHfbB9UbA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKexKUI9BETwmYB6QLGF20puMmZ1dZmaFEPIFXjwo4tVP8ubfOEn2oIkFDUVVN91dQSK4Nq777eTW1jc2t/LbhZ3dvf2D4uFRU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAWj25nfekKleSwfzDhBP6IDyUPOqLFS/a5XLLlldw6ySryMlCBDrVf86vZjlkYoDRNU647nJsafUGU4EzgtdFONCWUjOsCOpZJGqP3J/NApObNKn4SxsiUNmau/JyY00nocBbYzomaol72Z+J/XSU147U+4TFKDki0WhakgJiazr0mfK2RGjC2hTHF7K2FDqigzNpuCDcFbfnmVNC/K3mW5Uq+UqjdZHHk4gVM4Bw+uoAr3UIMGMEB4hld4cx6dF+fd+Vi05pxs5hj+wPn8AZvbjNI=</latexit>

E

<latexit sha1_base64="OSegEYPtLFIZugNusQ6Sy/pqn3w=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Ie0oWy2k3bpbhJ2N0IJ/RVePCji1Z/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSNsGm4EdhKFVAYC28H4dua3n1BpHkcPZpKgL+kw4iFn1FjpMevpkLRQTfvlilt15yCrxMtJBXI0+uWv3iBmqcTIMEG17npuYvyMKsOZwGmpl2pMKBvTIXYtjahE7Wfzg6fkzCoDEsbKVmTIXP09kVGp9UQGtlNSM9LL3kz8z+umJrz2Mx4lqcGILRaFqSAmJrPvyYArZEZMLKFMcXsrYSOqKDM2o5INwVt+eZW0LqreZbV2X6vUb/I4inACp3AOHlxBHe6gAU1gIOEZXuHNUc6L8+58LFoLTj5zDH/gfP4ArauQVw==</latexit>

Ver

Might not be a valid money state, 
so not guaranteed to get anything 
useful on subsequent verifications



Step 2: Use Oracle To Break Quantum Money

State Repair Theorem [Chiesa-Ma-Spooner-Z’21]: Under some 
condiKons, can “repair” post-measurement quantum states

<latexit sha1_base64="sxhrtqlJFrvCaQX4o+BHfbB9UbA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKexKUI9BETwmYB6QLGF20puMmZ1dZmaFEPIFXjwo4tVP8ubfOEn2oIkFDUVVN91dQSK4Nq777eTW1jc2t/LbhZ3dvf2D4uFRU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAWj25nfekKleSwfzDhBP6IDyUPOqLFS/a5XLLlldw6ySryMlCBDrVf86vZjlkYoDRNU647nJsafUGU4EzgtdFONCWUjOsCOpZJGqP3J/NApObNKn4SxsiUNmau/JyY00nocBbYzomaol72Z+J/XSU147U+4TFKDki0WhakgJiazr0mfK2RGjC2hTHF7K2FDqigzNpuCDcFbfnmVNC/K3mW5Uq+UqjdZHHk4gVM4Bw+uoAr3UIMGMEB4hld4cx6dF+fd+Vi05pxs5hj+wPn8AZvbjNI=</latexit>

E

<latexit sha1_base64="OSegEYPtLFIZugNusQ6Sy/pqn3w=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Ie0oWy2k3bpbhJ2N0IJ/RVePCji1Z/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSNsGm4EdhKFVAYC28H4dua3n1BpHkcPZpKgL+kw4iFn1FjpMevpkLRQTfvlilt15yCrxMtJBXI0+uWv3iBmqcTIMEG17npuYvyMKsOZwGmpl2pMKBvTIXYtjahE7Wfzg6fkzCoDEsbKVmTIXP09kVGp9UQGtlNSM9LL3kz8z+umJrz2Mx4lqcGILRaFqSAmJrPvyYArZEZMLKFMcXsrYSOqKDM2o5INwVt+eZW0LqreZbV2X6vUb/I4inACp3AOHlxBHe6gAU1gIOEZXuHNUc6L8+58LFoLTj5zDH/gfP4ArauQVw==</latexit>

Ver

Valid (but potenKally 
different) money state



Main open question: separate PK quantum 
money from OWFs without any restrictions

We need classical mint queries for two reasons:
1. If learn all queries, can clone money
2. Poly-many obfuscated programs à poly-many measurement outcomes
                       à employ state repair

[Ananth-Hu-Yuen’23] need classical verifier queries so that they can look 
at the queries without perturbing the state


