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Traitor Tracing [Chor-Fiat-Naor-Pinkas’94]: 
Identify “traitor” who leaked key



Major Goal in Cryptography: 
Traitor tracing with small ciphertexts, decryption keys

Want successful tracing even if:
• Multiple traitors collude
• Leaked key embedded in obfuscated decoder program



What is known?
Max ( |ctxt| , |decr key| ) Tool

[Chor-Fiat-Naor-Pinkas’94] Generic Enc
[Boneh-Naor’02, Billet-Phan’08, 

Z’20] Generic Enc

Notes:
• Only showing collusion-resistant schemes
• Can sometimes trade-off between parameter sizes
• Sizes ignore polynomial terms in security parameter
• | encr key | also important

<latexit sha1_base64="oijmQlfsDrm++Gm4TLQocfg+4Dc=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BL54kAfOAZAmzk95kzOzsMjMrhJAv8OJBEa9+kjf/xkmyB00saCiquunuChLBtXHdbye3tr6xuZXfLuzs7u0fFA+PmjpOFcMGi0Ws2gHVKLjEhuFGYDtRSKNAYCsY3c781hMqzWP5YMYJ+hEdSB5yRo2V6ve9Ysktu3OQVeJlpAQZar3iV7cfszRCaZigWnc8NzH+hCrDmcBpoZtqTCgb0QF2LJU0Qu1P5odOyZlV+iSMlS1pyFz9PTGhkdbjKLCdETVDvezNxP+8TmrCa3/CZZIalGyxKEwFMTGZfU36XCEzYmwJZYrbWwkbUkWZsdkUbAje8surpHlR9irlSv2yVL3J4sjDCZzCOXhwBVW4gxo0gAHCM7zCm/PovDjvzseiNedkM8fwB87nD6ojjN0=</latexit>

N
<latexit sha1_base64="HhazVuohQCB3k+u97D2pPXaFAHg=">AAAB7nicbVBNSwMxEJ2tX7V+VT16CRbBU92tUj0WvXiSCvYD2rVk02wbms2GJCuUpT/CiwdFvPp7vPlvTNs9aOuDgcd7M8zMCyRn2rjut5NbWV1b38hvFra2d3b3ivsHTR0nitAGiXms2gHWlDNBG4YZTttSURwFnLaC0c3Ubz1RpVksHsxYUj/CA8FCRrCxUuvuMa2cnU96xZJbdmdAy8TLSAky1HvFr24/JklEhSEca93xXGn8FCvDCKeTQjfRVGIywgPasVTgiGo/nZ07QSdW6aMwVraEQTP190SKI63HUWA7I2yGetGbiv95ncSEV37KhEwMFWS+KEw4MjGa/o76TFFi+NgSTBSztyIyxAoTYxMq2BC8xZeXSbNS9qrl6v1FqXadxZGHIziGU/DgEmpwC3VoAIERPMMrvDnSeXHenY95a87JZg7hD5zPH3U6jwM=</latexit>
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What is known?
Max ( |ctxt| , |decr key| ) Tool

[Chor-Fiat-Naor-Pinkas’94] Generic Enc
[Boneh-Naor’02, Billet-Phan’08, 

Z’20] Generic Enc

[Boneh-Sahai-Waters’06] Pairings

[Z’20, Gong-Luo-Wee’23] Pairings

<latexit sha1_base64="8wQ3fE2A0sy1yOHmCkHoClo42Ns=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8xd0g0WPQiyeJYB6QxDA76U2GzM4uM7NCWPIRXjwo4tXv8ebfOEn2oIkFDUVVN91dfiy4Nq777aysrq1vbOa28ts7u3v7hYPDho4SxbDOIhGplk81Ci6xbrgR2IoV0tAX2PRHN1O/+YRK80g+mHGM3ZAOJA84o8ZKzbvH1DsvT3qFoltyZyDLxMtIETLUeoWvTj9iSYjSMEG1bntubLopVYYzgZN8J9EYUzaiA2xbKmmIupvOzp2QU6v0SRApW9KQmfp7IqWh1uPQt50hNUO96E3F/7x2YoKrbsplnBiUbL4oSAQxEZn+TvpcITNibAllittbCRtSRZmxCeVtCN7iy8ukUS55lVLl/qJYvc7iyMExnMAZeHAJVbiFGtSBwQie4RXenNh5cd6dj3nripPNHMEfOJ8/ci6PAQ==</latexit>
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<latexit sha1_base64="47wUio29M1/1j9hyz48tjODNz6U=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8xV2V6DHoxZNEMA9I1jA76U2GzM4uM7NCWPIRXjwo4tXv8ebfOHkcNLGgoajqprsrSATXxnW/naXlldW19dxGfnNre2e3sLdf13GqGNZYLGLVDKhGwSXWDDcCm4lCGgUCG8HgZuw3nlBpHssHM0zQj2hP8pAzaqzUuHvMvNPzUadQdEvuBGSReDNShBmqncJXuxuzNEJpmKBatzw3MX5GleFM4CjfTjUmlA1oD1uWShqh9rPJuSNybJUuCWNlSxoyUX9PZDTSehgFtjOipq/nvbH4n9dKTXjlZ1wmqUHJpovCVBATk/HvpMsVMiOGllCmuL2VsD5VlBmbUN6G4M2/vEjqZyWvXCrfXxQr17M4cnAIR3ACHlxCBW6hCjVgMIBneIU3J3FenHfnY9q65MxmDuAPnM8fc7OPAg==</latexit>
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Notes:
• Only showing collusion-resistant schemes
• Can sometimes trade-off between parameter sizes
• Sizes ignore polynomial terms in security parameter
• | encr key | also important

<latexit sha1_base64="oijmQlfsDrm++Gm4TLQocfg+4Dc=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BL54kAfOAZAmzk95kzOzsMjMrhJAv8OJBEa9+kjf/xkmyB00saCiquunuChLBtXHdbye3tr6xuZXfLuzs7u0fFA+PmjpOFcMGi0Ws2gHVKLjEhuFGYDtRSKNAYCsY3c781hMqzWP5YMYJ+hEdSB5yRo2V6ve9Ysktu3OQVeJlpAQZar3iV7cfszRCaZigWnc8NzH+hCrDmcBpoZtqTCgb0QF2LJU0Qu1P5odOyZlV+iSMlS1pyFz9PTGhkdbjKLCdETVDvezNxP+8TmrCa3/CZZIalGyxKEwFMTGZfU36XCEzYmwJZYrbWwkbUkWZsdkUbAje8surpHlR9irlSv2yVL3J4sjDCZzCOXhwBVW4gxo0gAHCM7zCm/PovDjvzseiNedkM8fwB87nD6ojjN0=</latexit>

N
<latexit sha1_base64="HhazVuohQCB3k+u97D2pPXaFAHg=">AAAB7nicbVBNSwMxEJ2tX7V+VT16CRbBU92tUj0WvXiSCvYD2rVk02wbms2GJCuUpT/CiwdFvPp7vPlvTNs9aOuDgcd7M8zMCyRn2rjut5NbWV1b38hvFra2d3b3ivsHTR0nitAGiXms2gHWlDNBG4YZTttSURwFnLaC0c3Ubz1RpVksHsxYUj/CA8FCRrCxUuvuMa2cnU96xZJbdmdAy8TLSAky1HvFr24/JklEhSEca93xXGn8FCvDCKeTQjfRVGIywgPasVTgiGo/nZ07QSdW6aMwVraEQTP190SKI63HUWA7I2yGetGbiv95ncSEV37KhEwMFWS+KEw4MjGa/o76TFFi+NgSTBSztyIyxAoTYxMq2BC8xZeXSbNS9qrl6v1FqXadxZGHIziGU/DgEmpwC3VoAIERPMMrvDnSeXHenY95a87JZg7hD5zPH3U6jwM=</latexit>
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What is known?
Max ( |ctxt| , |decr key| ) Tool

[Chor-Fiat-Naor-Pinkas’94] Generic Enc
[Boneh-Naor’02, Billet-Phan’08, 

Z’20] Generic Enc

[Boneh-Sahai-Waters’06] Pairings

[Z’20, Gong-Luo-Wee’23] Pairings
[Garg-Gentry-Halevi-Raykova-
Sahao-Waters’13, Boneh-Z’14] Obfuscation

[Goyal-Koppula-Waters’18] Lattices

<latexit sha1_base64="8wQ3fE2A0sy1yOHmCkHoClo42Ns=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8xd0g0WPQiyeJYB6QxDA76U2GzM4uM7NCWPIRXjwo4tXv8ebfOEn2oIkFDUVVN91dfiy4Nq777aysrq1vbOa28ts7u3v7hYPDho4SxbDOIhGplk81Ci6xbrgR2IoV0tAX2PRHN1O/+YRK80g+mHGM3ZAOJA84o8ZKzbvH1DsvT3qFoltyZyDLxMtIETLUeoWvTj9iSYjSMEG1bntubLopVYYzgZN8J9EYUzaiA2xbKmmIupvOzp2QU6v0SRApW9KQmfp7IqWh1uPQt50hNUO96E3F/7x2YoKrbsplnBiUbL4oSAQxEZn+TvpcITNibAllittbCRtSRZmxCeVtCN7iy8ukUS55lVLl/qJYvc7iyMExnMAZeHAJVbiFGtSBwQie4RXenNh5cd6dj3nripPNHMEfOJ8/ci6PAQ==</latexit>
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<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1

<latexit sha1_base64="47wUio29M1/1j9hyz48tjODNz6U=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8xV2V6DHoxZNEMA9I1jA76U2GzM4uM7NCWPIRXjwo4tXv8ebfOHkcNLGgoajqprsrSATXxnW/naXlldW19dxGfnNre2e3sLdf13GqGNZYLGLVDKhGwSXWDDcCm4lCGgUCG8HgZuw3nlBpHssHM0zQj2hP8pAzaqzUuHvMvNPzUadQdEvuBGSReDNShBmqncJXuxuzNEJpmKBatzw3MX5GleFM4CjfTjUmlA1oD1uWShqh9rPJuSNybJUuCWNlSxoyUX9PZDTSehgFtjOipq/nvbH4n9dKTXjlZ1wmqUHJpovCVBATk/HvpMsVMiOGllCmuL2VsD5VlBmbUN6G4M2/vEjqZyWvXCrfXxQr17M4cnAIR3ACHlxCBW6hCjVgMIBneIU3J3FenHfnY9q65MxmDuAPnM8fc7OPAg==</latexit>
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<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1
Notes:
• Only showing collusion-resistant schemes
• Can sometimes trade-off between parameter sizes
• Sizes ignore polynomial terms in security parameter
• | encr key | also important

<latexit sha1_base64="oijmQlfsDrm++Gm4TLQocfg+4Dc=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BL54kAfOAZAmzk95kzOzsMjMrhJAv8OJBEa9+kjf/xkmyB00saCiquunuChLBtXHdbye3tr6xuZXfLuzs7u0fFA+PmjpOFcMGi0Ws2gHVKLjEhuFGYDtRSKNAYCsY3c781hMqzWP5YMYJ+hEdSB5yRo2V6ve9Ysktu3OQVeJlpAQZar3iV7cfszRCaZigWnc8NzH+hCrDmcBpoZtqTCgb0QF2LJU0Qu1P5odOyZlV+iSMlS1pyFz9PTGhkdbjKLCdETVDvezNxP+8TmrCa3/CZZIalGyxKEwFMTGZfU36XCEzYmwJZYrbWwkbUkWZsdkUbAje8surpHlR9irlSv2yVL3J4sjDCZzCOXhwBVW4gxo0gAHCM7zCm/PovDjvzseiNedkM8fwB87nD6ojjN0=</latexit>

N
<latexit sha1_base64="HhazVuohQCB3k+u97D2pPXaFAHg=">AAAB7nicbVBNSwMxEJ2tX7V+VT16CRbBU92tUj0WvXiSCvYD2rVk02wbms2GJCuUpT/CiwdFvPp7vPlvTNs9aOuDgcd7M8zMCyRn2rjut5NbWV1b38hvFra2d3b3ivsHTR0nitAGiXms2gHWlDNBG4YZTttSURwFnLaC0c3Ubz1RpVksHsxYUj/CA8FCRrCxUuvuMa2cnU96xZJbdmdAy8TLSAky1HvFr24/JklEhSEca93xXGn8FCvDCKeTQjfRVGIywgPasVTgiGo/nZ07QSdW6aMwVraEQTP190SKI63HUWA7I2yGetGbiv95ncSEV37KhEwMFWS+KEw4MjGa/o76TFFi+NgSTBSztyIyxAoTYxMq2BC8xZeXSbNS9qrl6v1FqXadxZGHIziGU/DgEmpwC3VoAIERPMMrvDnSeXHenY95a87JZg7hD5zPH3U6jwM=</latexit>

N2/3



What is known?
Max ( |ctxt| , |decr key| ) Tool

[Chor-Fiat-Naor-Pinkas’94] Generic Enc
[Boneh-Naor’02, Billet-Phan’08, 

Z’20] Generic Enc

[Boneh-Sahai-Waters’06] Pairings

[Z’20, Gong-Luo-Wee’23] Pairings

This work Pairings
[Garg-Gentry-Halevi-Raykova-
Sahao-Waters’13, Boneh-Z’14] Obfuscation

[Goyal-Koppula-Waters’18] Lattices

<latexit sha1_base64="8wQ3fE2A0sy1yOHmCkHoClo42Ns=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8xd0g0WPQiyeJYB6QxDA76U2GzM4uM7NCWPIRXjwo4tXv8ebfOEn2oIkFDUVVN91dfiy4Nq777aysrq1vbOa28ts7u3v7hYPDho4SxbDOIhGplk81Ci6xbrgR2IoV0tAX2PRHN1O/+YRK80g+mHGM3ZAOJA84o8ZKzbvH1DsvT3qFoltyZyDLxMtIETLUeoWvTj9iSYjSMEG1bntubLopVYYzgZN8J9EYUzaiA2xbKmmIupvOzp2QU6v0SRApW9KQmfp7IqWh1uPQt50hNUO96E3F/7x2YoKrbsplnBiUbL4oSAQxEZn+TvpcITNibAllittbCRtSRZmxCeVtCN7iy8ukUS55lVLl/qJYvc7iyMExnMAZeHAJVbiFGtSBwQie4RXenNh5cd6dj3nripPNHMEfOJ8/ci6PAQ==</latexit>
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<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1

<latexit sha1_base64="47wUio29M1/1j9hyz48tjODNz6U=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8xV2V6DHoxZNEMA9I1jA76U2GzM4uM7NCWPIRXjwo4tXv8ebfOHkcNLGgoajqprsrSATXxnW/naXlldW19dxGfnNre2e3sLdf13GqGNZYLGLVDKhGwSXWDDcCm4lCGgUCG8HgZuw3nlBpHssHM0zQj2hP8pAzaqzUuHvMvNPzUadQdEvuBGSReDNShBmqncJXuxuzNEJpmKBatzw3MX5GleFM4CjfTjUmlA1oD1uWShqh9rPJuSNybJUuCWNlSxoyUX9PZDTSehgFtjOipq/nvbH4n9dKTXjlZ1wmqUHJpovCVBATk/HvpMsVMiOGllCmuL2VsD5VlBmbUN6G4M2/vEjqZyWvXCrfXxQr17M4cnAIR3ACHlxCBW6hCjVgMIBneIU3J3FenHfnY9q65MxmDuAPnM8fc7OPAg==</latexit>
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<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1

<latexit sha1_base64="oijmQlfsDrm++Gm4TLQocfg+4Dc=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BL54kAfOAZAmzk95kzOzsMjMrhJAv8OJBEa9+kjf/xkmyB00saCiquunuChLBtXHdbye3tr6xuZXfLuzs7u0fFA+PmjpOFcMGi0Ws2gHVKLjEhuFGYDtRSKNAYCsY3c781hMqzWP5YMYJ+hEdSB5yRo2V6ve9Ysktu3OQVeJlpAQZar3iV7cfszRCaZigWnc8NzH+hCrDmcBpoZtqTCgb0QF2LJU0Qu1P5odOyZlV+iSMlS1pyFz9PTGhkdbjKLCdETVDvezNxP+8TmrCa3/CZZIalGyxKEwFMTGZfU36XCEzYmwJZYrbWwkbUkWZsdkUbAje8surpHlR9irlSv2yVL3J4sjDCZzCOXhwBVW4gxo0gAHCM7zCm/PovDjvzseiNedkM8fwB87nD6ojjN0=</latexit>

N
<latexit sha1_base64="HhazVuohQCB3k+u97D2pPXaFAHg=">AAAB7nicbVBNSwMxEJ2tX7V+VT16CRbBU92tUj0WvXiSCvYD2rVk02wbms2GJCuUpT/CiwdFvPp7vPlvTNs9aOuDgcd7M8zMCyRn2rjut5NbWV1b38hvFra2d3b3ivsHTR0nitAGiXms2gHWlDNBG4YZTttSURwFnLaC0c3Ubz1RpVksHsxYUj/CA8FCRrCxUuvuMa2cnU96xZJbdmdAy8TLSAky1HvFr24/JklEhSEca93xXGn8FCvDCKeTQjfRVGIywgPasVTgiGo/nZ07QSdW6aMwVraEQTP190SKI63HUWA7I2yGetGbiv95ncSEV37KhEwMFWS+KEw4MjGa/o76TFFi+NgSTBSztyIyxAoTYxMq2BC8xZeXSbNS9qrl6v1FqXadxZGHIziGU/DgEmpwC3VoAIERPMMrvDnSeXHenY95a87JZg7hD5zPH3U6jwM=</latexit>
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<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1



Traitor Tracing Background



The Private Linear Broadcast Approach
Publicly generated “normal” ciphertexts:

<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1
<latexit sha1_base64="2fvfthwg1mRLBhwA3jth0GTm+tU=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaJQY9ELx4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfju7nffkKleSwfzCRBP6JDyUPOqLFSo9IvltyyuwBZJ15GSpCh3i9+9QYxSyOUhgmqdddzE+NPqTKcCZwVeqnGhLIxHWLXUkkj1P50ceiMXFhlQMJY2ZKGLNTfE1MaaT2JAtsZUTPSq95c/M/rpia88adcJqlByZaLwlQQE5P512TAFTIjJpZQpri9lbARVZQZm03BhuCtvrxOWpWyVy1XG1el2m0WRx7O4BwuwYNrqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AH+zjME=</latexit>

2
<latexit sha1_base64="zAYiae0AiBpVJ1FsFEw+B7zCIFA=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHbVoEeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftkrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1K9K1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIE3jMI=</latexit>

3
<latexit sha1_base64="j7wS8F7tKFAwj8Nbw54mK7S7CAI=">AAAB5HicbVBNS8NAEJ3Urxq/qlcvi0XwVBKR6rHoxWMF+wFtKJvtpF272YTdjVBCf4EXD4pXf5M3/43bNgdtfTDweG+GmXlhKrg2nvftlDY2t7Z3yrvu3v7B4VHFPW7rJFMMWywRieqGVKPgEluGG4HdVCGNQ4GdcHI39zvPqDRP5KOZphjEdCR5xBk1Vnq4GlSqXs1bgKwTvyBVKNAcVL76w4RlMUrDBNW653upCXKqDGcCZ24/05hSNqEj7FkqaYw6yBeHzsi5VYYkSpQtachC/T2R01jraRzazpiasV715uJ/Xi8z0U2Qc5lmBiVbLooyQUxC5l+TIVfIjJhaQpni9lbCxlRRZmw2rg3BX315nbQva369Vq82boswynAKZ3ABPlxDA+6hCS1ggPACb/DuPDmvzseyseQUEyfwB87nDxg5i5k=</latexit>

4
<latexit sha1_base64="B7mI6civTK5iDPdCLQnokqvvyww=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNokeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftUrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1C9L1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIQ/jMQ=</latexit>

5
<latexit sha1_base64="v7QdX3wCxKAv8RtX6oCzxuzfHUg=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqVPulsltx5yCrxMtJGXLU+6Wv3iBmaYTSMEG17npuYvyMKsOZwGmxl2pMKBvTIXYtlTRC7WfzQ6fk3CoDEsbKljRkrv6eyGik9SQKbGdEzUgvezPxP6+bmvDGz7hMUoOSLRaFqSAmJrOvyYArZEZMLKFMcXsrYSOqKDM2m6INwVt+eZW0LitetVJtXJVrt3kcBTiFM7gAD66hBvdQhyYwQHiGV3hzHp0X5935WLSuOfnMCfyB8/kDhcOMxQ==</latexit>

6
<latexit sha1_base64="zzrNYPpBWIKHbYwMLxYOn/tndMQ=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNAY9ELx4hkUcCGzI7NDAyO7uZmTUhG77AiweN8eonefNvHGAPClbSSaWqO91dQSy4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS0eJYthkkYhUJ6AaBZfYNNwI7MQKaRgIbAeTu7nffkKleSQfzDRGP6QjyYecUWOlRrVfLLlldwGyTryMlCBDvV/86g0iloQoDRNU667nxsZPqTKcCZwVeonGmLIJHWHXUklD1H66OHRGLqwyIMNI2ZKGLNTfEykNtZ6Gge0MqRnrVW8u/ud1EzO88VMu48SgZMtFw0QQE5H512TAFTIjppZQpri9lbAxVZQZm03BhuCtvrxOWldlr1KuNK5LtdssjjycwTlcggdVqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AIdHjMY=</latexit>

7
secret keys, indexed by user #:

<latexit sha1_base64="oijmQlfsDrm++Gm4TLQocfg+4Dc=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BL54kAfOAZAmzk95kzOzsMjMrhJAv8OJBEa9+kjf/xkmyB00saCiquunuChLBtXHdbye3tr6xuZXfLuzs7u0fFA+PmjpOFcMGi0Ws2gHVKLjEhuFGYDtRSKNAYCsY3c781hMqzWP5YMYJ+hEdSB5yRo2V6ve9Ysktu3OQVeJlpAQZar3iV7cfszRCaZigWnc8NzH+hCrDmcBpoZtqTCgb0QF2LJU0Qu1P5odOyZlV+iSMlS1pyFz9PTGhkdbjKLCdETVDvezNxP+8TmrCa3/CZZIalGyxKEwFMTGZfU36XCEzYmwJZYrbWwkbUkWZsdkUbAje8surpHlR9irlSv2yVL3J4sjDCZzCOXhwBVW4gxo0gAHCM7zCm/PovDjvzseiNedkM8fwB87nD6ojjN0=</latexit>

N

All secret keys decrypt normal ciphertexts

[Boneh-Sahai-Waters’06]



(privately-generated) indexed “tracing” ciphertexts:

<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1
<latexit sha1_base64="2fvfthwg1mRLBhwA3jth0GTm+tU=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaJQY9ELx4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfju7nffkKleSwfzCRBP6JDyUPOqLFSo9IvltyyuwBZJ15GSpCh3i9+9QYxSyOUhgmqdddzE+NPqTKcCZwVeqnGhLIxHWLXUkkj1P50ceiMXFhlQMJY2ZKGLNTfE1MaaT2JAtsZUTPSq95c/M/rpia88adcJqlByZaLwlQQE5P512TAFTIjJpZQpri9lbARVZQZm03BhuCtvrxOWpWyVy1XG1el2m0WRx7O4BwuwYNrqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AH+zjME=</latexit>

2
<latexit sha1_base64="zAYiae0AiBpVJ1FsFEw+B7zCIFA=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHbVoEeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftkrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1K9K1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIE3jMI=</latexit>

3
<latexit sha1_base64="j7wS8F7tKFAwj8Nbw54mK7S7CAI=">AAAB5HicbVBNS8NAEJ3Urxq/qlcvi0XwVBKR6rHoxWMF+wFtKJvtpF272YTdjVBCf4EXD4pXf5M3/43bNgdtfTDweG+GmXlhKrg2nvftlDY2t7Z3yrvu3v7B4VHFPW7rJFMMWywRieqGVKPgEluGG4HdVCGNQ4GdcHI39zvPqDRP5KOZphjEdCR5xBk1Vnq4GlSqXs1bgKwTvyBVKNAcVL76w4RlMUrDBNW653upCXKqDGcCZ24/05hSNqEj7FkqaYw6yBeHzsi5VYYkSpQtachC/T2R01jraRzazpiasV715uJ/Xi8z0U2Qc5lmBiVbLooyQUxC5l+TIVfIjJhaQpni9lbCxlRRZmw2rg3BX315nbQva369Vq82boswynAKZ3ABPlxDA+6hCS1ggPACb/DuPDmvzseyseQUEyfwB87nDxg5i5k=</latexit>

4
<latexit sha1_base64="B7mI6civTK5iDPdCLQnokqvvyww=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNokeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftUrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1C9L1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIQ/jMQ=</latexit>

5
<latexit sha1_base64="v7QdX3wCxKAv8RtX6oCzxuzfHUg=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqVPulsltx5yCrxMtJGXLU+6Wv3iBmaYTSMEG17npuYvyMKsOZwGmxl2pMKBvTIXYtlTRC7WfzQ6fk3CoDEsbKljRkrv6eyGik9SQKbGdEzUgvezPxP6+bmvDGz7hMUoOSLRaFqSAmJrOvyYArZEZMLKFMcXsrYSOqKDM2m6INwVt+eZW0LitetVJtXJVrt3kcBTiFM7gAD66hBvdQhyYwQHiGV3hzHp0X5935WLSuOfnMCfyB8/kDhcOMxQ==</latexit>

6
<latexit sha1_base64="zzrNYPpBWIKHbYwMLxYOn/tndMQ=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNAY9ELx4hkUcCGzI7NDAyO7uZmTUhG77AiweN8eonefNvHGAPClbSSaWqO91dQSy4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS0eJYthkkYhUJ6AaBZfYNNwI7MQKaRgIbAeTu7nffkKleSQfzDRGP6QjyYecUWOlRrVfLLlldwGyTryMlCBDvV/86g0iloQoDRNU667nxsZPqTKcCZwVeonGmLIJHWHXUklD1H66OHRGLqwyIMNI2ZKGLNTfEykNtZ6Gge0MqRnrVW8u/ud1EzO88VMu48SgZMtFw0QQE5H512TAFTIjppZQpri9lbAxVZQZm03BhuCtvrxOWldlr1KuNK5LtdssjjycwTlcggdVqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AIdHjMY=</latexit>

7

<latexit sha1_base64="j7wS8F7tKFAwj8Nbw54mK7S7CAI=">AAAB5HicbVBNS8NAEJ3Urxq/qlcvi0XwVBKR6rHoxWMF+wFtKJvtpF272YTdjVBCf4EXD4pXf5M3/43bNgdtfTDweG+GmXlhKrg2nvftlDY2t7Z3yrvu3v7B4VHFPW7rJFMMWywRieqGVKPgEluGG4HdVCGNQ4GdcHI39zvPqDRP5KOZphjEdCR5xBk1Vnq4GlSqXs1bgKwTvyBVKNAcVL76w4RlMUrDBNW653upCXKqDGcCZ24/05hSNqEj7FkqaYw6yBeHzsi5VYYkSpQtachC/T2R01jraRzazpiasV715uJ/Xi8z0U2Qc5lmBiVbLooyQUxC5l+TIVfIjJhaQpni9lbCxlRRZmw2rg3BX315nbQva369Vq82boswynAKZ3ABPlxDA+6hCS1ggPACb/DuPDmvzseyseQUEyfwB87nDxg5i5k=</latexit>

4

✘ ✘ ✘
Message-hiding:                    decrypts               if and only if 

<latexit sha1_base64="/cnyKmxVdU7M8ID6ozQbNE+/OJU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZq8H6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A0w+M+A==</latexit>

i
<latexit sha1_base64="MeVe00/0c6YGbDnbinzAefhh3JI=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNQY9ELx4hkUcCGzI79MLA7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAXj+7nfekKleSwfzSRBP6IDyUPOqLFSfdQrltyyuwBZJ15GSpCh1it+dfsxSyOUhgmqdcdzE+NPqTKcCZwVuqnGhLIxHWDHUkkj1P50ceiMXFilT8JY2ZKGLNTfE1MaaT2JAtsZUTPUq95c/M/rpCa89adcJqlByZaLwlQQE5P516TPFTIjJpZQpri9lbAhVZQZm03BhuCtvrxOmldlr1Ku1K9L1bssjjycwTlcggc3UIUHqEEDGCA8wyu8OSPnxXl3PpatOSebOYU/cD5/ANSTjPk=</latexit>

j <latexit sha1_base64="yklAUwpj8iAMrf3JJS5dC7cDxEk=">AAAB7nicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rGC/YA2lM120q7dbOLuRiihP8KLB0W8+nu8+W/ctjlo64OBx3szzMwLEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6mfqtJ1Sax/LejBP0IzqQPOSMGiu1eFfgI3nolcpuxZ2BLBMvJ2XIUe+Vvrr9mKURSsME1brjuYnxM6oMZwInxW6qMaFsRAfYsVTSCLWfzc6dkFOr9EkYK1vSkJn6eyKjkdbjKLCdETVDvehNxf+8TmrCKz/jMkkNSjZfFKaCmJhMfyd9rpAZMbaEMsXtrYQNqaLM2ISKNgRv8eVl0jyveNVK9e6iXLvO4yjAMZzAGXhwCTW4hTo0gMEInuEV3pzEeXHenY9564qTzxzBHzifP/2Ej1w=</latexit>

i  j

The Private Linear Broadcast Approach



Two additional requirements

<latexit sha1_base64="MeVe00/0c6YGbDnbinzAefhh3JI=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNQY9ELx4hkUcCGzI79MLA7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAXj+7nfekKleSwfzSRBP6IDyUPOqLFSfdQrltyyuwBZJ15GSpCh1it+dfsxSyOUhgmqdcdzE+NPqTKcCZwVuqnGhLIxHWDHUkkj1P50ceiMXFilT8JY2ZKGLNTfE1MaaT2JAtsZUTPUq95c/M/rpCa89adcJqlByZaLwlQQE5P516TPFTIjJpZQpri9lbAhVZQZm03BhuCtvrxOmldlr1Ku1K9L1bssjjycwTlcggc3UIUHqEEDGCA8wyu8OSPnxXl3PpatOSebOYU/cD5/ANSTjPk=</latexit>

j
<latexit sha1_base64="eqUQO/2RqiB7X+VOT/HHJ1xFG+I=">AAAB8XicbVDLSgNBEJz1GeMr6tHLYBC8GHZFosegF48RzAOTJcxOepMxs7PLTK8YlvyFFw+KePVvvPk3Th4HTSxoKKq66e4KEikMuu63s7S8srq2ntvIb25t7+wW9vbrJk41hxqPZaybATMghYIaCpTQTDSwKJDQCAbXY7/xCNqIWN3hMAE/Yj0lQsEZWun+oY3whNnpyOsUim7JnYAuEm9GimSGaqfw1e7GPI1AIZfMmJbnJuhnTKPgEkb5dmogYXzAetCyVLEIjJ9NLh7RY6t0aRhrWwrpRP09kbHImGEU2M6IYd/Me2PxP6+VYnjpZ0IlKYLi00VhKinGdPw+7QoNHOXQEsa1sLdS3meacbQh5W0I3vzLi6R+VvLKpfLtebFyNYsjRw7JETkhHrkgFXJDqqRGOFHkmbySN8c4L8678zFtXXJmMwfkD5zPH3Q4kMo=</latexit>

j-1Index-hiding:
<latexit sha1_base64="900002As0Qex1vYDvqKAp2gKKeo=">AAAB8HicbVDLSgNBEOyNrxhfUY9eFoPgKeyKRI/BXDxGMA9JljA7mU2GzIuZWTGEfIUXD4p49XO8+TdOkj1oYkFDUdVNd1esGDU2CL693Nr6xuZWfruws7u3f1A8PGoamWpMGlgyqdsxMoRRQRqWWkbaShPEY0Za8ag281uPRBsqxb0dKxJxNBA0oRhZJz10kVJaPvVqvWIpKAdz+KskzEgJMtR7xa9uX+KUE2ExQ8Z0wkDZaIK0pZiRaaGbGqIQHqEB6TgqECcmmswPnvpnTun7idSuhPXn6u+JCeLGjHnsOjmyQ7PszcT/vE5qk+toQoVKLRF4sShJmW+lP/ve71NNsGVjRxDW1N3q4yHSCFuXUcGFEC6/vEqaF+WwUq7cXZaqN1kceTiBUziHEK6gCrdQhwZg4PAMr/Dmae/Fe/c+Fq05L5s5hj/wPn8A3LiQdw==</latexit>⇡C

<latexit sha1_base64="MeVe00/0c6YGbDnbinzAefhh3JI=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNQY9ELx4hkUcCGzI79MLA7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAXj+7nfekKleSwfzSRBP6IDyUPOqLFSfdQrltyyuwBZJ15GSpCh1it+dfsxSyOUhgmqdcdzE+NPqTKcCZwVuqnGhLIxHWDHUkkj1P50ceiMXFilT8JY2ZKGLNTfE1MaaT2JAtsZUTPUq95c/M/rpCa89adcJqlByZaLwlQQE5P516TPFTIjJpZQpri9lbAhVZQZm03BhuCtvrxOmldlr1Ku1K9L1bssjjycwTlcggc3UIUHqEEDGCA8wyu8OSPnxXl3PpatOSebOYU/cD5/ANSTjPk=</latexit>

junless you possess

<latexit sha1_base64="900002As0Qex1vYDvqKAp2gKKeo=">AAAB8HicbVDLSgNBEOyNrxhfUY9eFoPgKeyKRI/BXDxGMA9JljA7mU2GzIuZWTGEfIUXD4p49XO8+TdOkj1oYkFDUdVNd1esGDU2CL693Nr6xuZWfruws7u3f1A8PGoamWpMGlgyqdsxMoRRQRqWWkbaShPEY0Za8ag281uPRBsqxb0dKxJxNBA0oRhZJz10kVJaPvVqvWIpKAdz+KskzEgJMtR7xa9uX+KUE2ExQ8Z0wkDZaIK0pZiRaaGbGqIQHqEB6TgqECcmmswPnvpnTun7idSuhPXn6u+JCeLGjHnsOjmyQ7PszcT/vE5qk+toQoVKLRF4sShJmW+lP/ve71NNsGVjRxDW1N3q4yHSCFuXUcGFEC6/vEqaF+WwUq7cXZaqN1kceTiBUziHEK6gCrdQhwZg4PAMr/Dmae/Fe/c+Fq05L5s5hj/wPn8A3LiQdw==</latexit>⇡CNormal-hiding:
<latexit sha1_base64="oijmQlfsDrm++Gm4TLQocfg+4Dc=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BL54kAfOAZAmzk95kzOzsMjMrhJAv8OJBEa9+kjf/xkmyB00saCiquunuChLBtXHdbye3tr6xuZXfLuzs7u0fFA+PmjpOFcMGi0Ws2gHVKLjEhuFGYDtRSKNAYCsY3c781hMqzWP5YMYJ+hEdSB5yRo2V6ve9Ysktu3OQVeJlpAQZar3iV7cfszRCaZigWnc8NzH+hCrDmcBpoZtqTCgb0QF2LJU0Qu1P5odOyZlV+iSMlS1pyFz9PTGhkdbjKLCdETVDvezNxP+8TmrCa3/CZZIalGyxKEwFMTGZfU36XCEzYmwJZYrbWwkbUkWZsdkUbAje8surpHlR9irlSv2yVL3J4sjDCZzCOXhwBVW4gxo0gAHCM7zCm/PovDjvzseiNedkM8fwB87nD6ojjN0=</latexit>

N

The Private Linear Broadcast Approach

even with all the keys



<latexit sha1_base64="1H+NT0+5DsCC1+f9tG+XIwOGYAE=">AAACBXicbVC7SgNBFL0bXzG+Vi21GAxCbMKuSBRtgjaWEfKC7BJmJ7PJkNkHM7NCWNLY+Cs2ForY+g92/o2TZIuYeC4XDufcy8w9XsyZVJb1Y+RWVtfWN/Kbha3tnd09c/+gKaNEENogEY9E28OSchbShmKK03YsKA48Tlve8G7itx6pkCwK62oUUzfA/ZD5jGClpa55nDrSR3WBCR2XnJv5OrvumkWrbE2BlomdkSJkqHXNb6cXkSSgoSIcS9mxrVi5KRaKEU7HBSeRNMZkiPu0o2mIAyrddHrFGJ1qpYf8SOgOFZqq8xspDqQcBZ6eDLAayEVvIv7ndRLlX7kpC+NE0ZDMHvITjlSEJpGgHhOUKD7SBBPB9F8RGWAdidLBFXQI9uLJy6R5XrYr5crDRbF6m8WRhyM4gRLYcAlVuIcaNIDAE7zAG7wbz8ar8WF8zkZzRrZzCH9gfP0Cl8KWtg==</latexit>

Trace( ) :

Define 

<latexit sha1_base64="MeVe00/0c6YGbDnbinzAefhh3JI=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNQY9ELx4hkUcCGzI79MLA7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAXj+7nfekKleSwfzSRBP6IDyUPOqLFSfdQrltyyuwBZJ15GSpCh1it+dfsxSyOUhgmqdcdzE+NPqTKcCZwVuqnGhLIxHWDHUkkj1P50ceiMXFilT8JY2ZKGLNTfE1MaaT2JAtsZUTPUq95c/M/rpCa89adcJqlByZaLwlQQE5P516TPFTIjJpZQpri9lbAhVZQZm03BhuCtvrxOmldlr1Ku1K9L1bssjjycwTlcggc3UIUHqEEDGCA8wyu8OSPnxXl3PpatOSebOYU/cD5/ANSTjPk=</latexit>

j<latexit sha1_base64="b7A58R//9Or1++1XWlPuGuAKd9k=">AAACIXicbVDJSgNBEO2JW4zbqEcvg0HwFGZEYkCEoBePEcwCmWHo6VSSNj0L3TViGPIrXvwVLx4UyU38GTvLQRNfUfB4r4ruekEiuELb/jJyK6tr6xv5zcLW9s7unrl/0FBxKhnUWSxi2QqoAsEjqCNHAa1EAg0DAc1gcDPxm48gFY+jexwm4IW0F/EuZxS15JuVxH+4cmuy7V4uFMITZh1gcpigGi3anm8W7ZI9hbVMnDkpkjlqvjl2OzFLQ4iQCapU27ET9DIqkTMBo4KbKkgoG9AetDWNaAjKy6YXjqwTrXSsbix1R2hN1d8bGQ2VGoaBngwp9tWiNxH/89opditexqMkRYjY7KFuKiyMrUlcVodLYCiGmlAmuf6rxfpUUoY61IIOwVk8eZk0zkpOuVS+Oy9Wr+dx5MkROSanxCEXpEpuSY3UCSPP5JW8kw/jxXgzPo3xbDRnzHcOyR8Y3z/zcKIp</latexit>

pj = Pr[ decrypts ]

<latexit sha1_base64="6YdooklqTaLbK8PclBBe44+DFzk=">AAACJHicbVDJSgNBEO1xjXEb9ehlMAiewoxIFIIQ9OIxglkgM4SeTk3SpGehu0YchnyMF3/FiwcXPHjxW+wsB018RcHjvSq66/mJ4Apt+8tYWl5ZXVsvbBQ3t7Z3ds29/aaKU8mgwWIRy7ZPFQgeQQM5CmgnEmjoC2j5w+ux37oHqXgc3WGWgBfSfsQDzihqqWtWk67rx3jp1mXHrc4VwgPmPWAyS1CN5m2va5bssj2BtUicGSmRGepd893txSwNIUImqFIdx07Qy6lEzgSMim6qIKFsSPvQ0TSiISgvnxw5so610rOCWOqO0JqovzdyGiqVhb6eDCkO1Lw3Fv/zOikGF17OoyRFiNj0oSAVFsbWODGrxyUwFJkmlEmu/2qxAZWUoc61qENw5k9eJM3TslMpV27PSrWrWRwFckiOyAlxyDmpkRtSJw3CyCN5Jq/kzXgyXowP43M6umTMdg7IHxjfP4Bpo34=</latexit>

p? = Pr[ decrypts ]

The Private Linear Broadcast Approach



<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1

<latexit sha1_base64="+7Y+mbaigftZyW4HrIlyB8Q4C84=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZquP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfKuMvw==</latexit>

0
<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1
<latexit sha1_base64="2fvfthwg1mRLBhwA3jth0GTm+tU=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaJQY9ELx4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfju7nffkKleSwfzCRBP6JDyUPOqLFSo9IvltyyuwBZJ15GSpCh3i9+9QYxSyOUhgmqdddzE+NPqTKcCZwVeqnGhLIxHWLXUkkj1P50ceiMXFhlQMJY2ZKGLNTfE1MaaT2JAtsZUTPSq95c/M/rpia88adcJqlByZaLwlQQE5P512TAFTIjJpZQpri9lbARVZQZm03BhuCtvrxOWpWyVy1XG1el2m0WRx7O4BwuwYNrqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AH+zjME=</latexit>

2
<latexit sha1_base64="zAYiae0AiBpVJ1FsFEw+B7zCIFA=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHbVoEeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftkrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1K9K1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIE3jMI=</latexit>

3
<latexit sha1_base64="j7wS8F7tKFAwj8Nbw54mK7S7CAI=">AAAB5HicbVBNS8NAEJ3Urxq/qlcvi0XwVBKR6rHoxWMF+wFtKJvtpF272YTdjVBCf4EXD4pXf5M3/43bNgdtfTDweG+GmXlhKrg2nvftlDY2t7Z3yrvu3v7B4VHFPW7rJFMMWywRieqGVKPgEluGG4HdVCGNQ4GdcHI39zvPqDRP5KOZphjEdCR5xBk1Vnq4GlSqXs1bgKwTvyBVKNAcVL76w4RlMUrDBNW653upCXKqDGcCZ24/05hSNqEj7FkqaYw6yBeHzsi5VYYkSpQtachC/T2R01jraRzazpiasV715uJ/Xi8z0U2Qc5lmBiVbLooyQUxC5l+TIVfIjJhaQpni9lbCxlRRZmw2rg3BX315nbQva369Vq82boswynAKZ3ABPlxDA+6hCS1ggPACb/DuPDmvzseyseQUEyfwB87nDxg5i5k=</latexit>

4
<latexit sha1_base64="B7mI6civTK5iDPdCLQnokqvvyww=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNokeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftUrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1C9L1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIQ/jMQ=</latexit>

5
<latexit sha1_base64="v7QdX3wCxKAv8RtX6oCzxuzfHUg=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqVPulsltx5yCrxMtJGXLU+6Wv3iBmaYTSMEG17npuYvyMKsOZwGmxl2pMKBvTIXYtlTRC7WfzQ6fk3CoDEsbKljRkrv6eyGik9SQKbGdEzUgvezPxP6+bmvDGz7hMUoOSLRaFqSAmJrOvyYArZEZMLKFMcXsrYSOqKDM2m6INwVt+eZW0LitetVJtXJVrt3kcBTiFM7gAD66hBvdQhyYwQHiGV3hzHp0X5935WLSuOfnMCfyB8/kDhcOMxQ==</latexit>

6
<latexit sha1_base64="zzrNYPpBWIKHbYwMLxYOn/tndMQ=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNAY9ELx4hkUcCGzI7NDAyO7uZmTUhG77AiweN8eonefNvHGAPClbSSaWqO91dQSy4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS0eJYthkkYhUJ6AaBZfYNNwI7MQKaRgIbAeTu7nffkKleSQfzDRGP6QjyYecUWOlRrVfLLlldwGyTryMlCBDvV/86g0iloQoDRNU667nxsZPqTKcCZwVeonGmLIJHWHXUklD1H66OHRGLqwyIMNI2ZKGLNTfEykNtZ6Gge0MqRnrVW8u/ud1EzO88VMu48SgZMtFw0QQE5H512TAFTIjppZQpri9lbAxVZQZm03BhuCtvrxOWldlr1KuNK5LtdssjjycwTlcggdVqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AIdHjMY=</latexit>

7
<latexit sha1_base64="k9kwca9YgVuWuKTWii71In3SeAM=">AAAB63icbVDLSgNBEJyNrxhfUY9eBoPgKeyKRI9BLx4jmAckS5idzCZD5rHM9AphyS948aCIV3/Im3/jbLIHjRY0FFXddHdFieAWfP/LK62tb2xulbcrO7t7+wfVw6OO1amhrE210KYXEcsEV6wNHATrJYYRGQnWjaa3ud99ZMZyrR5glrBQkrHiMacEcmkQaRhWa37dXwD/JUFBaqhAa1j9HIw0TSVTQAWxth/4CYQZMcCpYPPKILUsIXRKxqzvqCKS2TBb3DrHZ04Z4VgbVwrwQv05kRFp7UxGrlMSmNhVLxf/8/opxNdhxlWSAlN0uShOBQaN88fxiBtGQcwcIdRwdyumE2IIBRdPxYUQrL78l3Qu6kGj3ri/rDVvijjK6ASdonMUoCvURHeohdqIogl6Qi/o1ZPes/fmvS9bS14xc4x+wfv4Bh0Vjk4=</latexit>?

The Private Linear Broadcast Approach

<latexit sha1_base64="POTEcBaz9AlZ2ybX8k7JtjlJC5Y=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LBbBU0mKVI9FLx4r2A9IQ9lsN+3SzW7YnQgl5Gd48aCIV3+NN/+N2zYHbX0w8Hhvhpl5YSK4Adf9dkobm1vbO+Xdyt7+weFR9fika1SqKetQJZTuh8QwwSXrAAfB+olmJA4F64XTu7nfe2LacCUfYZawICZjySNOCVjJH0Sa0MzLs0Y+rNbcursAXideQWqoQHtY/RqMFE1jJoEKYozvuQkEGdHAqWB5ZZAalhA6JWPmWypJzEyQLU7O8YVVRjhS2pYEvFB/T2QkNmYWh7YzJjAxq95c/M/zU4hugozLJAUm6XJRlAoMCs//xyOuGQUxs4RQze2tmE6ITQFsShUbgrf68jrpNupes958uKq1bos4yugMnaNL5KFr1EL3qI06iCKFntErenPAeXHenY9la8kpZk7RHzifPzzSkT4=</latexit>

1

2

For single-bit messages, can guess with 
probability ½. This is baseline



<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1

<latexit sha1_base64="+7Y+mbaigftZyW4HrIlyB8Q4C84=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZquP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfKuMvw==</latexit>

0
<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1
<latexit sha1_base64="2fvfthwg1mRLBhwA3jth0GTm+tU=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaJQY9ELx4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfju7nffkKleSwfzCRBP6JDyUPOqLFSo9IvltyyuwBZJ15GSpCh3i9+9QYxSyOUhgmqdddzE+NPqTKcCZwVeqnGhLIxHWLXUkkj1P50ceiMXFhlQMJY2ZKGLNTfE1MaaT2JAtsZUTPSq95c/M/rpia88adcJqlByZaLwlQQE5P512TAFTIjJpZQpri9lbARVZQZm03BhuCtvrxOWpWyVy1XG1el2m0WRx7O4BwuwYNrqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AH+zjME=</latexit>

2
<latexit sha1_base64="zAYiae0AiBpVJ1FsFEw+B7zCIFA=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHbVoEeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftkrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1K9K1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIE3jMI=</latexit>

3
<latexit sha1_base64="j7wS8F7tKFAwj8Nbw54mK7S7CAI=">AAAB5HicbVBNS8NAEJ3Urxq/qlcvi0XwVBKR6rHoxWMF+wFtKJvtpF272YTdjVBCf4EXD4pXf5M3/43bNgdtfTDweG+GmXlhKrg2nvftlDY2t7Z3yrvu3v7B4VHFPW7rJFMMWywRieqGVKPgEluGG4HdVCGNQ4GdcHI39zvPqDRP5KOZphjEdCR5xBk1Vnq4GlSqXs1bgKwTvyBVKNAcVL76w4RlMUrDBNW653upCXKqDGcCZ24/05hSNqEj7FkqaYw6yBeHzsi5VYYkSpQtachC/T2R01jraRzazpiasV715uJ/Xi8z0U2Qc5lmBiVbLooyQUxC5l+TIVfIjJhaQpni9lbCxlRRZmw2rg3BX315nbQva369Vq82boswynAKZ3ABPlxDA+6hCS1ggPACb/DuPDmvzseyseQUEyfwB87nDxg5i5k=</latexit>

4
<latexit sha1_base64="B7mI6civTK5iDPdCLQnokqvvyww=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNokeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftUrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1C9L1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIQ/jMQ=</latexit>

5
<latexit sha1_base64="v7QdX3wCxKAv8RtX6oCzxuzfHUg=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqVPulsltx5yCrxMtJGXLU+6Wv3iBmaYTSMEG17npuYvyMKsOZwGmxl2pMKBvTIXYtlTRC7WfzQ6fk3CoDEsbKljRkrv6eyGik9SQKbGdEzUgvezPxP6+bmvDGz7hMUoOSLRaFqSAmJrOvyYArZEZMLKFMcXsrYSOqKDM2m6INwVt+eZW0LitetVJtXJVrt3kcBTiFM7gAD66hBvdQhyYwQHiGV3hzHp0X5935WLSuOfnMCfyB8/kDhcOMxQ==</latexit>

6
<latexit sha1_base64="zzrNYPpBWIKHbYwMLxYOn/tndMQ=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNAY9ELx4hkUcCGzI7NDAyO7uZmTUhG77AiweN8eonefNvHGAPClbSSaWqO91dQSy4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS0eJYthkkYhUJ6AaBZfYNNwI7MQKaRgIbAeTu7nffkKleSQfzDRGP6QjyYecUWOlRrVfLLlldwGyTryMlCBDvV/86g0iloQoDRNU667nxsZPqTKcCZwVeonGmLIJHWHXUklD1H66OHRGLqwyIMNI2ZKGLNTfEykNtZ6Gge0MqRnrVW8u/ud1EzO88VMu48SgZMtFw0QQE5H512TAFTIjppZQpri9lbAxVZQZm03BhuCtvrxOWldlr1KuNK5LtdssjjycwTlcggdVqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AIdHjMY=</latexit>

7
<latexit sha1_base64="k9kwca9YgVuWuKTWii71In3SeAM=">AAAB63icbVDLSgNBEJyNrxhfUY9eBoPgKeyKRI9BLx4jmAckS5idzCZD5rHM9AphyS948aCIV3/Im3/jbLIHjRY0FFXddHdFieAWfP/LK62tb2xulbcrO7t7+wfVw6OO1amhrE210KYXEcsEV6wNHATrJYYRGQnWjaa3ud99ZMZyrR5glrBQkrHiMacEcmkQaRhWa37dXwD/JUFBaqhAa1j9HIw0TSVTQAWxth/4CYQZMcCpYPPKILUsIXRKxqzvqCKS2TBb3DrHZ04Z4VgbVwrwQv05kRFp7UxGrlMSmNhVLxf/8/opxNdhxlWSAlN0uShOBQaN88fxiBtGQcwcIdRwdyumE2IIBRdPxYUQrL78l3Qu6kGj3ri/rDVvijjK6ASdonMUoCvURHeohdqIogl6Qi/o1ZPes/fmvS9bS14xc4x+wfv4Bh0Vjk4=</latexit>?

The Private Linear Broadcast Approach

<latexit sha1_base64="POTEcBaz9AlZ2ybX8k7JtjlJC5Y=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LBbBU0mKVI9FLx4r2A9IQ9lsN+3SzW7YnQgl5Gd48aCIV3+NN/+N2zYHbX0w8Hhvhpl5YSK4Adf9dkobm1vbO+Xdyt7+weFR9fika1SqKetQJZTuh8QwwSXrAAfB+olmJA4F64XTu7nfe2LacCUfYZawICZjySNOCVjJH0Sa0MzLs0Y+rNbcursAXideQWqoQHtY/RqMFE1jJoEKYozvuQkEGdHAqWB5ZZAalhA6JWPmWypJzEyQLU7O8YVVRjhS2pYEvFB/T2QkNmYWh7YzJjAxq95c/M/zU4hugozLJAUm6XJRlAoMCs//xyOuGQUxs4RQze2tmE6ITQFsShUbgrf68jrpNupes958uKq1bos4yugMnaNL5KFr1EL3qI06iCKFntErenPAeXHenY9la8kpZk7RHzifPzzSkT4=</latexit>

1

2

Message-hiding security means 
<latexit sha1_base64="1APyIxuAijjt/jXQ/ysOeKr0T9g=">AAAB9XicbVBNTwIxEJ3FL8Qv1KOXRmLiCXeJQY9ELx4xkY8EVtItXWjobpu2q5IN/8OLB43x6n/x5r+xwB4UfMkkL+/NZGZeIDnTxnW/ndzK6tr6Rn6zsLW9s7tX3D9oapEoQhtEcKHaAdaUs5g2DDOctqWiOAo4bQWj66nfeqBKMxHfmbGkfoQHMQsZwcZK97LndrGUSjwh76zSK5bcsjsDWiZeRkqQod4rfnX7giQRjQ3hWOuO50rjp1gZRjidFLqJphKTER7QjqUxjqj209nVE3RilT4KhbIVGzRTf0+kONJ6HAW2M8JmqBe9qfif10lMeOmnLJaJoTGZLwoTjoxA0whQnylKDB9bgoli9lZEhlhhYmxQBRuCt/jyMmlWyl61XL09L9WusjjycATHcAoeXEANbqAODSCg4Ble4c15dF6cd+dj3ppzsplD+APn8wdDK5G4</latexit>
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<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1

<latexit sha1_base64="+7Y+mbaigftZyW4HrIlyB8Q4C84=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZquP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfKuMvw==</latexit>

0
<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1
<latexit sha1_base64="2fvfthwg1mRLBhwA3jth0GTm+tU=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaJQY9ELx4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfju7nffkKleSwfzCRBP6JDyUPOqLFSo9IvltyyuwBZJ15GSpCh3i9+9QYxSyOUhgmqdddzE+NPqTKcCZwVeqnGhLIxHWLXUkkj1P50ceiMXFhlQMJY2ZKGLNTfE1MaaT2JAtsZUTPSq95c/M/rpia88adcJqlByZaLwlQQE5P512TAFTIjJpZQpri9lbARVZQZm03BhuCtvrxOWpWyVy1XG1el2m0WRx7O4BwuwYNrqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AH+zjME=</latexit>

2
<latexit sha1_base64="zAYiae0AiBpVJ1FsFEw+B7zCIFA=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHbVoEeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftkrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1K9K1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIE3jMI=</latexit>

3
<latexit sha1_base64="j7wS8F7tKFAwj8Nbw54mK7S7CAI=">AAAB5HicbVBNS8NAEJ3Urxq/qlcvi0XwVBKR6rHoxWMF+wFtKJvtpF272YTdjVBCf4EXD4pXf5M3/43bNgdtfTDweG+GmXlhKrg2nvftlDY2t7Z3yrvu3v7B4VHFPW7rJFMMWywRieqGVKPgEluGG4HdVCGNQ4GdcHI39zvPqDRP5KOZphjEdCR5xBk1Vnq4GlSqXs1bgKwTvyBVKNAcVL76w4RlMUrDBNW653upCXKqDGcCZ24/05hSNqEj7FkqaYw6yBeHzsi5VYYkSpQtachC/T2R01jraRzazpiasV715uJ/Xi8z0U2Qc5lmBiVbLooyQUxC5l+TIVfIjJhaQpni9lbCxlRRZmw2rg3BX315nbQva369Vq82boswynAKZ3ABPlxDA+6hCS1ggPACb/DuPDmvzseyseQUEyfwB87nDxg5i5k=</latexit>

4
<latexit sha1_base64="B7mI6civTK5iDPdCLQnokqvvyww=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNokeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftUrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1C9L1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIQ/jMQ=</latexit>

5
<latexit sha1_base64="v7QdX3wCxKAv8RtX6oCzxuzfHUg=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqVPulsltx5yCrxMtJGXLU+6Wv3iBmaYTSMEG17npuYvyMKsOZwGmxl2pMKBvTIXYtlTRC7WfzQ6fk3CoDEsbKljRkrv6eyGik9SQKbGdEzUgvezPxP6+bmvDGz7hMUoOSLRaFqSAmJrOvyYArZEZMLKFMcXsrYSOqKDM2m6INwVt+eZW0LitetVJtXJVrt3kcBTiFM7gAD66hBvdQhyYwQHiGV3hzHp0X5935WLSuOfnMCfyB8/kDhcOMxQ==</latexit>

6
<latexit sha1_base64="zzrNYPpBWIKHbYwMLxYOn/tndMQ=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNAY9ELx4hkUcCGzI7NDAyO7uZmTUhG77AiweN8eonefNvHGAPClbSSaWqO91dQSy4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS0eJYthkkYhUJ6AaBZfYNNwI7MQKaRgIbAeTu7nffkKleSQfzDRGP6QjyYecUWOlRrVfLLlldwGyTryMlCBDvV/86g0iloQoDRNU667nxsZPqTKcCZwVeonGmLIJHWHXUklD1H66OHRGLqwyIMNI2ZKGLNTfEykNtZ6Gge0MqRnrVW8u/ud1EzO88VMu48SgZMtFw0QQE5H512TAFTIjppZQpri9lbAxVZQZm03BhuCtvrxOWldlr1KuNK5LtdssjjycwTlcggdVqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AIdHjMY=</latexit>

7
<latexit sha1_base64="k9kwca9YgVuWuKTWii71In3SeAM=">AAAB63icbVDLSgNBEJyNrxhfUY9eBoPgKeyKRI9BLx4jmAckS5idzCZD5rHM9AphyS948aCIV3/Im3/jbLIHjRY0FFXddHdFieAWfP/LK62tb2xulbcrO7t7+wfVw6OO1amhrE210KYXEcsEV6wNHATrJYYRGQnWjaa3ud99ZMZyrR5glrBQkrHiMacEcmkQaRhWa37dXwD/JUFBaqhAa1j9HIw0TSVTQAWxth/4CYQZMcCpYPPKILUsIXRKxqzvqCKS2TBb3DrHZ04Z4VgbVwrwQv05kRFp7UxGrlMSmNhVLxf/8/opxNdhxlWSAlN0uShOBQaN88fxiBtGQcwcIdRwdyumE2IIBRdPxYUQrL78l3Qu6kGj3ri/rDVvijjK6ASdonMUoCvURHeohdqIogl6Qi/o1ZPes/fmvS9bS14xc4x+wfv4Bh0Vjk4=</latexit>?

The Private Linear Broadcast Approach

<latexit sha1_base64="POTEcBaz9AlZ2ybX8k7JtjlJC5Y=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LBbBU0mKVI9FLx4r2A9IQ9lsN+3SzW7YnQgl5Gd48aCIV3+NN/+N2zYHbX0w8Hhvhpl5YSK4Adf9dkobm1vbO+Xdyt7+weFR9fika1SqKetQJZTuh8QwwSXrAAfB+olmJA4F64XTu7nfe2LacCUfYZawICZjySNOCVjJH0Sa0MzLs0Y+rNbcursAXideQWqoQHtY/RqMFE1jJoEKYozvuQkEGdHAqWB5ZZAalhA6JWPmWypJzEyQLU7O8YVVRjhS2pYEvFB/T2QkNmYWh7YzJjAxq95c/M/zU4hugozLJAUm6XJRlAoMCs//xyOuGQUxs4RQze2tmE6ITQFsShUbgrf68jrpNupes958uKq1bos4yugMnaNL5KFr1EL3qI06iCKFntErenPAeXHenY9la8kpZk7RHzifPzzSkT4=</latexit>

1

2

Correctness of decoder. Should be able to 
trace if         is inverse poly better than  

<latexit sha1_base64="PiymV3HMVqyV1snTNk1iogyMN00=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69BIvgqSQi1WPRi8cK9gPaUDbbTbt2sxt2J0IJ/Q9ePCji1f/jzX/jts1BWx8MPN6bYWZemAhu0PO+ncLa+sbmVnG7tLO7t39QPjxqGZVqyppUCaU7ITFMcMmayFGwTqIZiUPB2uH4dua3n5g2XMkHnCQsiMlQ8ohTglZqJf1eqLBfrnhVbw53lfg5qUCORr/81RsomsZMIhXEmK7vJRhkRCOngk1LvdSwhNAxGbKupZLEzATZ/Nqpe2aVgRspbUuiO1d/T2QkNmYSh7YzJjgyy95M/M/rphhdBxmXSYpM0sWiKBUuKnf2ujvgmlEUE0sI1dze6tIR0YSiDahkQ/CXX14lrYuqX6vW7i8r9Zs8jiKcwCmcgw9XUIc7aEATKDzCM7zCm6OcF+fd+Vi0Fpx85hj+wPn8AaRijzE=</latexit>p?
<latexit sha1_base64="bbjfk8bD0qkr7ZB8z1Zz5dtZgaA=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxhLvEoEeiF48Y5ZHAhswOvTBhdnYzM2tCCJ/gxYPGePWLvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR7cxvPaHSPJaPZpygH9GB5CFn1Fjpwbuo9Iolt+zOQVaJl5ESZKj3il/dfszSCKVhgmrd8dzE+BOqDGcCp4VuqjGhbEQH2LFU0gi1P5mfOiVnVumTMFa2pCFz9ffEhEZaj6PAdkbUDPWyNxP/8zqpCa/9CZdJalCyxaIwFcTEZPY36XOFzIixJZQpbm8lbEgVZcamU7AheMsvr5JmpexVy9X7y1LtJosjDydwCufgwRXU4A7q0AAGA3iGV3hzhPPivDsfi9ack80cwx84nz9bnY01</latexit>
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<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1

<latexit sha1_base64="+7Y+mbaigftZyW4HrIlyB8Q4C84=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZquP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfKuMvw==</latexit>

0
<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1
<latexit sha1_base64="2fvfthwg1mRLBhwA3jth0GTm+tU=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaJQY9ELx4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfju7nffkKleSwfzCRBP6JDyUPOqLFSo9IvltyyuwBZJ15GSpCh3i9+9QYxSyOUhgmqdddzE+NPqTKcCZwVeqnGhLIxHWLXUkkj1P50ceiMXFhlQMJY2ZKGLNTfE1MaaT2JAtsZUTPSq95c/M/rpia88adcJqlByZaLwlQQE5P512TAFTIjJpZQpri9lbARVZQZm03BhuCtvrxOWpWyVy1XG1el2m0WRx7O4BwuwYNrqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AH+zjME=</latexit>

2
<latexit sha1_base64="zAYiae0AiBpVJ1FsFEw+B7zCIFA=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHbVoEeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftkrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1K9K1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIE3jMI=</latexit>

3
<latexit sha1_base64="j7wS8F7tKFAwj8Nbw54mK7S7CAI=">AAAB5HicbVBNS8NAEJ3Urxq/qlcvi0XwVBKR6rHoxWMF+wFtKJvtpF272YTdjVBCf4EXD4pXf5M3/43bNgdtfTDweG+GmXlhKrg2nvftlDY2t7Z3yrvu3v7B4VHFPW7rJFMMWywRieqGVKPgEluGG4HdVCGNQ4GdcHI39zvPqDRP5KOZphjEdCR5xBk1Vnq4GlSqXs1bgKwTvyBVKNAcVL76w4RlMUrDBNW653upCXKqDGcCZ24/05hSNqEj7FkqaYw6yBeHzsi5VYYkSpQtachC/T2R01jraRzazpiasV715uJ/Xi8z0U2Qc5lmBiVbLooyQUxC5l+TIVfIjJhaQpni9lbCxlRRZmw2rg3BX315nbQva369Vq82boswynAKZ3ABPlxDA+6hCS1ggPACb/DuPDmvzseyseQUEyfwB87nDxg5i5k=</latexit>

4
<latexit sha1_base64="B7mI6civTK5iDPdCLQnokqvvyww=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNokeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftUrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1C9L1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIQ/jMQ=</latexit>

5
<latexit sha1_base64="v7QdX3wCxKAv8RtX6oCzxuzfHUg=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqVPulsltx5yCrxMtJGXLU+6Wv3iBmaYTSMEG17npuYvyMKsOZwGmxl2pMKBvTIXYtlTRC7WfzQ6fk3CoDEsbKljRkrv6eyGik9SQKbGdEzUgvezPxP6+bmvDGz7hMUoOSLRaFqSAmJrOvyYArZEZMLKFMcXsrYSOqKDM2m6INwVt+eZW0LitetVJtXJVrt3kcBTiFM7gAD66hBvdQhyYwQHiGV3hzHp0X5935WLSuOfnMCfyB8/kDhcOMxQ==</latexit>

6
<latexit sha1_base64="zzrNYPpBWIKHbYwMLxYOn/tndMQ=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNAY9ELx4hkUcCGzI7NDAyO7uZmTUhG77AiweN8eonefNvHGAPClbSSaWqO91dQSy4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS0eJYthkkYhUJ6AaBZfYNNwI7MQKaRgIbAeTu7nffkKleSQfzDRGP6QjyYecUWOlRrVfLLlldwGyTryMlCBDvV/86g0iloQoDRNU667nxsZPqTKcCZwVeonGmLIJHWHXUklD1H66OHRGLqwyIMNI2ZKGLNTfEykNtZ6Gge0MqRnrVW8u/ud1EzO88VMu48SgZMtFw0QQE5H512TAFTIjppZQpri9lbAxVZQZm03BhuCtvrxOWldlr1KuNK5LtdssjjycwTlcggdVqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AIdHjMY=</latexit>

7
<latexit sha1_base64="k9kwca9YgVuWuKTWii71In3SeAM=">AAAB63icbVDLSgNBEJyNrxhfUY9eBoPgKeyKRI9BLx4jmAckS5idzCZD5rHM9AphyS948aCIV3/Im3/jbLIHjRY0FFXddHdFieAWfP/LK62tb2xulbcrO7t7+wfVw6OO1amhrE210KYXEcsEV6wNHATrJYYRGQnWjaa3ud99ZMZyrR5glrBQkrHiMacEcmkQaRhWa37dXwD/JUFBaqhAa1j9HIw0TSVTQAWxth/4CYQZMcCpYPPKILUsIXRKxqzvqCKS2TBb3DrHZ04Z4VgbVwrwQv05kRFp7UxGrlMSmNhVLxf/8/opxNdhxlWSAlN0uShOBQaN88fxiBtGQcwcIdRwdyumE2IIBRdPxYUQrL78l3Qu6kGj3ri/rDVvijjK6ASdonMUoCvURHeohdqIogl6Qi/o1ZPes/fmvS9bS14xc4x+wfv4Bh0Vjk4=</latexit>?

Normal-hiding security means 
<latexit sha1_base64="wFyw+x4aMrxyOoJAiqm2NggmIJ0=">AAAB+nicbVDLSgMxFM3UV62vqS7dBIvgqsyIVJdFN66kgn1AOwyZNNOGZpKQZNQy9lPcuFDErV/izr8xbWehrQcuHM65l3vviSSj2njet1NYWV1b3yhulra2d3b33PJ+S4tUYdLEggnViZAmjHLSNNQw0pGKoCRipB2NrqZ++54oTQW/M2NJggQNOI0pRsZKoVuW4U0PSanEI5RhLxImdCte1ZsBLhM/JxWQoxG6X72+wGlCuMEMad31PWmCDClDMSOTUi/VRCI8QgPStZSjhOggm50+gcdW6cNYKFvcwJn6eyJDidbjJLKdCTJDvehNxf+8bmriiyCjXKaGcDxfFKcMGgGnOcA+VQQbNrYEYUXtrRAPkULY2LRKNgR/8eVl0jqt+rVq7fasUr/M4yiCQ3AEToAPzkEdXIMGaAIMHsAzeAVvzpPz4rw7H/PWgpPPHIA/cD5/AD+PlAM=</latexit>pN ⇡ p?

The Private Linear Broadcast Approach

<latexit sha1_base64="POTEcBaz9AlZ2ybX8k7JtjlJC5Y=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LBbBU0mKVI9FLx4r2A9IQ9lsN+3SzW7YnQgl5Gd48aCIV3+NN/+N2zYHbX0w8Hhvhpl5YSK4Adf9dkobm1vbO+Xdyt7+weFR9fika1SqKetQJZTuh8QwwSXrAAfB+olmJA4F64XTu7nfe2LacCUfYZawICZjySNOCVjJH0Sa0MzLs0Y+rNbcursAXideQWqoQHtY/RqMFE1jJoEKYozvuQkEGdHAqWB5ZZAalhA6JWPmWypJzEyQLU7O8YVVRjhS2pYEvFB/T2QkNmYWh7YzJjAxq95c/M/zU4hugozLJAUm6XJRlAoMCs//xyOuGQUxs4RQze2tmE6ITQFsShUbgrf68jrpNupes958uKq1bos4yugMnaNL5KFr1EL3qI06iCKFntErenPAeXHenY9la8kpZk7RHzifPzzSkT4=</latexit>

1

2



<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1

<latexit sha1_base64="+7Y+mbaigftZyW4HrIlyB8Q4C84=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZquP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfKuMvw==</latexit>

0
<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1
<latexit sha1_base64="2fvfthwg1mRLBhwA3jth0GTm+tU=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaJQY9ELx4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfju7nffkKleSwfzCRBP6JDyUPOqLFSo9IvltyyuwBZJ15GSpCh3i9+9QYxSyOUhgmqdddzE+NPqTKcCZwVeqnGhLIxHWLXUkkj1P50ceiMXFhlQMJY2ZKGLNTfE1MaaT2JAtsZUTPSq95c/M/rpia88adcJqlByZaLwlQQE5P512TAFTIjJpZQpri9lbARVZQZm03BhuCtvrxOWpWyVy1XG1el2m0WRx7O4BwuwYNrqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AH+zjME=</latexit>

2
<latexit sha1_base64="zAYiae0AiBpVJ1FsFEw+B7zCIFA=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHbVoEeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftkrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1K9K1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIE3jMI=</latexit>

3
<latexit sha1_base64="j7wS8F7tKFAwj8Nbw54mK7S7CAI=">AAAB5HicbVBNS8NAEJ3Urxq/qlcvi0XwVBKR6rHoxWMF+wFtKJvtpF272YTdjVBCf4EXD4pXf5M3/43bNgdtfTDweG+GmXlhKrg2nvftlDY2t7Z3yrvu3v7B4VHFPW7rJFMMWywRieqGVKPgEluGG4HdVCGNQ4GdcHI39zvPqDRP5KOZphjEdCR5xBk1Vnq4GlSqXs1bgKwTvyBVKNAcVL76w4RlMUrDBNW653upCXKqDGcCZ24/05hSNqEj7FkqaYw6yBeHzsi5VYYkSpQtachC/T2R01jraRzazpiasV715uJ/Xi8z0U2Qc5lmBiVbLooyQUxC5l+TIVfIjJhaQpni9lbCxlRRZmw2rg3BX315nbQva369Vq82boswynAKZ3ABPlxDA+6hCS1ggPACb/DuPDmvzseyseQUEyfwB87nDxg5i5k=</latexit>

4
<latexit sha1_base64="B7mI6civTK5iDPdCLQnokqvvyww=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNokeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftUrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1C9L1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIQ/jMQ=</latexit>

5
<latexit sha1_base64="v7QdX3wCxKAv8RtX6oCzxuzfHUg=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqVPulsltx5yCrxMtJGXLU+6Wv3iBmaYTSMEG17npuYvyMKsOZwGmxl2pMKBvTIXYtlTRC7WfzQ6fk3CoDEsbKljRkrv6eyGik9SQKbGdEzUgvezPxP6+bmvDGz7hMUoOSLRaFqSAmJrOvyYArZEZMLKFMcXsrYSOqKDM2m6INwVt+eZW0LitetVJtXJVrt3kcBTiFM7gAD66hBvdQhyYwQHiGV3hzHp0X5935WLSuOfnMCfyB8/kDhcOMxQ==</latexit>

6
<latexit sha1_base64="zzrNYPpBWIKHbYwMLxYOn/tndMQ=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNAY9ELx4hkUcCGzI7NDAyO7uZmTUhG77AiweN8eonefNvHGAPClbSSaWqO91dQSy4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS0eJYthkkYhUJ6AaBZfYNNwI7MQKaRgIbAeTu7nffkKleSQfzDRGP6QjyYecUWOlRrVfLLlldwGyTryMlCBDvV/86g0iloQoDRNU667nxsZPqTKcCZwVeonGmLIJHWHXUklD1H66OHRGLqwyIMNI2ZKGLNTfEykNtZ6Gge0MqRnrVW8u/ud1EzO88VMu48SgZMtFw0QQE5H512TAFTIjppZQpri9lbAxVZQZm03BhuCtvrxOWldlr1KuNK5LtdssjjycwTlcggdVqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AIdHjMY=</latexit>

7
<latexit sha1_base64="k9kwca9YgVuWuKTWii71In3SeAM=">AAAB63icbVDLSgNBEJyNrxhfUY9eBoPgKeyKRI9BLx4jmAckS5idzCZD5rHM9AphyS948aCIV3/Im3/jbLIHjRY0FFXddHdFieAWfP/LK62tb2xulbcrO7t7+wfVw6OO1amhrE210KYXEcsEV6wNHATrJYYRGQnWjaa3ud99ZMZyrR5glrBQkrHiMacEcmkQaRhWa37dXwD/JUFBaqhAa1j9HIw0TSVTQAWxth/4CYQZMcCpYPPKILUsIXRKxqzvqCKS2TBb3DrHZ04Z4VgbVwrwQv05kRFp7UxGrlMSmNhVLxf/8/opxNdhxlWSAlN0uShOBQaN88fxiBtGQcwcIdRwdyumE2IIBRdPxYUQrL78l3Qu6kGj3ri/rDVvijjK6ASdonMUoCvURHeohdqIogl6Qi/o1ZPes/fmvS9bS14xc4x+wfv4Bh0Vjk4=</latexit>?

Index-hiding security means                      for honest users 
<latexit sha1_base64="6PcSYIEfJLGi53/MDGY0qNsMjk4=">AAAB+3icbVDLSgMxFM34rPU11qWbYBHcWGZEqsuiG5cV7APaYcikmTY0k4QkIy3D/IobF4q49Ufc+Tem7Sy09cCFwzn3cu89kWRUG8/7dtbWNza3tks75d29/YND96jS1iJVmLSwYEJ1I6QJo5y0DDWMdKUiKIkY6UTju5nfeSJKU8EfzVSSIEFDTmOKkbFS6FZkSPtISiUmUIYZvfDz0K16NW8OuEr8glRBgWbofvUHAqcJ4QYzpHXP96QJMqQMxYzk5X6qiUR4jIakZylHCdFBNr89h2dWGcBYKFvcwLn6eyJDidbTJLKdCTIjvezNxP+8XmrimyCjXKaGcLxYFKcMGgFnQcABVQQbNrUEYUXtrRCPkELY2LjKNgR/+eVV0r6s+fVa/eGq2rgt4iiBE3AKzoEPrkED3IMmaAEMJuAZvII3J3denHfnY9G65hQzx+APnM8fwxiURg==</latexit>pi ⇡ pi�1

The Private Linear Broadcast Approach

<latexit sha1_base64="POTEcBaz9AlZ2ybX8k7JtjlJC5Y=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LBbBU0mKVI9FLx4r2A9IQ9lsN+3SzW7YnQgl5Gd48aCIV3+NN/+N2zYHbX0w8Hhvhpl5YSK4Adf9dkobm1vbO+Xdyt7+weFR9fika1SqKetQJZTuh8QwwSXrAAfB+olmJA4F64XTu7nfe2LacCUfYZawICZjySNOCVjJH0Sa0MzLs0Y+rNbcursAXideQWqoQHtY/RqMFE1jJoEKYozvuQkEGdHAqWB5ZZAalhA6JWPmWypJzEyQLU7O8YVVRjhS2pYEvFB/T2QkNmYWh7YzJjAxq95c/M/zU4hugozLJAUm6XJRlAoMCs//xyOuGQUxs4RQze2tmE6ITQFsShUbgrf68jrpNupes958uKq1bos4yugMnaNL5KFr1EL3qI06iCKFntErenPAeXHenY9la8kpZk7RHzifPzzSkT4=</latexit>

1

2



<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1

<latexit sha1_base64="+7Y+mbaigftZyW4HrIlyB8Q4C84=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZquP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfKuMvw==</latexit>

0
<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1
<latexit sha1_base64="2fvfthwg1mRLBhwA3jth0GTm+tU=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaJQY9ELx4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfju7nffkKleSwfzCRBP6JDyUPOqLFSo9IvltyyuwBZJ15GSpCh3i9+9QYxSyOUhgmqdddzE+NPqTKcCZwVeqnGhLIxHWLXUkkj1P50ceiMXFhlQMJY2ZKGLNTfE1MaaT2JAtsZUTPSq95c/M/rpia88adcJqlByZaLwlQQE5P512TAFTIjJpZQpri9lbARVZQZm03BhuCtvrxOWpWyVy1XG1el2m0WRx7O4BwuwYNrqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AH+zjME=</latexit>

2
<latexit sha1_base64="zAYiae0AiBpVJ1FsFEw+B7zCIFA=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHbVoEeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftkrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1K9K1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIE3jMI=</latexit>

3
<latexit sha1_base64="j7wS8F7tKFAwj8Nbw54mK7S7CAI=">AAAB5HicbVBNS8NAEJ3Urxq/qlcvi0XwVBKR6rHoxWMF+wFtKJvtpF272YTdjVBCf4EXD4pXf5M3/43bNgdtfTDweG+GmXlhKrg2nvftlDY2t7Z3yrvu3v7B4VHFPW7rJFMMWywRieqGVKPgEluGG4HdVCGNQ4GdcHI39zvPqDRP5KOZphjEdCR5xBk1Vnq4GlSqXs1bgKwTvyBVKNAcVL76w4RlMUrDBNW653upCXKqDGcCZ24/05hSNqEj7FkqaYw6yBeHzsi5VYYkSpQtachC/T2R01jraRzazpiasV715uJ/Xi8z0U2Qc5lmBiVbLooyQUxC5l+TIVfIjJhaQpni9lbCxlRRZmw2rg3BX315nbQva369Vq82boswynAKZ3ABPlxDA+6hCS1ggPACb/DuPDmvzseyseQUEyfwB87nDxg5i5k=</latexit>

4
<latexit sha1_base64="B7mI6civTK5iDPdCLQnokqvvyww=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNokeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftUrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1C9L1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIQ/jMQ=</latexit>

5
<latexit sha1_base64="v7QdX3wCxKAv8RtX6oCzxuzfHUg=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqVPulsltx5yCrxMtJGXLU+6Wv3iBmaYTSMEG17npuYvyMKsOZwGmxl2pMKBvTIXYtlTRC7WfzQ6fk3CoDEsbKljRkrv6eyGik9SQKbGdEzUgvezPxP6+bmvDGz7hMUoOSLRaFqSAmJrOvyYArZEZMLKFMcXsrYSOqKDM2m6INwVt+eZW0LitetVJtXJVrt3kcBTiFM7gAD66hBvdQhyYwQHiGV3hzHp0X5935WLSuOfnMCfyB8/kDhcOMxQ==</latexit>

6
<latexit sha1_base64="zzrNYPpBWIKHbYwMLxYOn/tndMQ=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNAY9ELx4hkUcCGzI7NDAyO7uZmTUhG77AiweN8eonefNvHGAPClbSSaWqO91dQSy4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS0eJYthkkYhUJ6AaBZfYNNwI7MQKaRgIbAeTu7nffkKleSQfzDRGP6QjyYecUWOlRrVfLLlldwGyTryMlCBDvV/86g0iloQoDRNU667nxsZPqTKcCZwVeonGmLIJHWHXUklD1H66OHRGLqwyIMNI2ZKGLNTfEykNtZ6Gge0MqRnrVW8u/ud1EzO88VMu48SgZMtFw0QQE5H512TAFTIjppZQpri9lbAxVZQZm03BhuCtvrxOWldlr1KuNK5LtdssjjycwTlcggdVqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AIdHjMY=</latexit>

7
<latexit sha1_base64="k9kwca9YgVuWuKTWii71In3SeAM=">AAAB63icbVDLSgNBEJyNrxhfUY9eBoPgKeyKRI9BLx4jmAckS5idzCZD5rHM9AphyS948aCIV3/Im3/jbLIHjRY0FFXddHdFieAWfP/LK62tb2xulbcrO7t7+wfVw6OO1amhrE210KYXEcsEV6wNHATrJYYRGQnWjaa3ud99ZMZyrR5glrBQkrHiMacEcmkQaRhWa37dXwD/JUFBaqhAa1j9HIw0TSVTQAWxth/4CYQZMcCpYPPKILUsIXRKxqzvqCKS2TBb3DrHZ04Z4VgbVwrwQv05kRFp7UxGrlMSmNhVLxf/8/opxNdhxlWSAlN0uShOBQaN88fxiBtGQcwcIdRwdyumE2IIBRdPxYUQrL78l3Qu6kGj3ri/rDVvijjK6ASdonMUoCvURHeohdqIogl6Qi/o1ZPes/fmvS9bS14xc4x+wfv4Bh0Vjk4=</latexit>?

Thus, there must exist at least one jump, 
and that jump must occur at a traitor. 
Note: not all traitors must have jumps

The Private Linear Broadcast Approach

<latexit sha1_base64="POTEcBaz9AlZ2ybX8k7JtjlJC5Y=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LBbBU0mKVI9FLx4r2A9IQ9lsN+3SzW7YnQgl5Gd48aCIV3+NN/+N2zYHbX0w8Hhvhpl5YSK4Adf9dkobm1vbO+Xdyt7+weFR9fika1SqKetQJZTuh8QwwSXrAAfB+olmJA4F64XTu7nfe2LacCUfYZawICZjySNOCVjJH0Sa0MzLs0Y+rNbcursAXideQWqoQHtY/RqMFE1jJoEKYozvuQkEGdHAqWB5ZZAalhA6JWPmWypJzEyQLU7O8YVVRjhS2pYEvFB/T2QkNmYWh7YzJjAxq95c/M/zU4hugozLJAUm6XJRlAoMCs//xyOuGQUxs4RQze2tmE6ITQFsShUbgrf68jrpNupes958uKq1bos4yugMnaNL5KFr1EL3qI06iCKFntErenPAeXHenY9la8kpZk7RHzifPzzSkT4=</latexit>

1

2



Theorem [Goyal-Koppula-Waters’18]: 

2-ctxt index-hiding
2-ctxt normal-hiding

Message-less PLBE w/

2-ctxt message-hiding

Plain PLBE w/

<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+ ABE for circuits

2-ctxt index-hiding
2-ctxt normal-hiding

Theorem [Boneh-Sahai-Waters’06, Goyal-Koppula-Waters’18]: 

2-ctxt message-hiding
2-ctxt index-hiding
2-ctxt normal-hiding

<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+
<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+
Traitor tracing

empty

Decryption just indicates        or ✘✓

From lattices [Gorbunov-Vaikuntanathan-Wee’13]

From lattices [Goyal-Koppula-Waters’18]



Theorem [Boneh-Sahai-Waters’06, Goyal-Koppula-Waters’18]: 

2-ctxt message-hiding
2-ctxt index-hiding
2-ctxt normal-hiding

<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+
<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+
Traitor tracing

Theorem [Goyal-Koppula-Waters’18]: 

-ctxt index-hiding
-ctxt normal-hiding

Message-less PLBE w/

-ctxt message-hiding

Plain PLBE w/

<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+ ABE which handles 
PLBE decryption

<latexit sha1_base64="Aqaf4kZZ4oZw9yMa1yfljHA69HY=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rGi/YA2lM120i7dbOLuRiihP8GLB0W8+ou8+W/ctjlo64OBx3szzMwLEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6mfqtJ1Sax/LBjBP0IzqQPOSMGivdP/bcXqnsVtwZyDLxclKGHPVe6avbj1kaoTRMUK07npsYP6PKcCZwUuymGhPKRnSAHUsljVD72ezUCTm1Sp+EsbIlDZmpvycyGmk9jgLbGVEz1IveVPzP66QmvPIzLpPUoGTzRWEqiInJ9G/S5wqZEWNLKFPc3krYkCrKjE2naEPwFl9eJs3ziletVO8uyrXrPI4CHMMJnIEHl1CDW6hDAxgM4Ble4c0Rzovz7nzMW1ecfOYI/sD5/AEDFI2j</latexit>q0
<latexit sha1_base64="HAVxy/77DfEejtoQbW/WOeu2/bM=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rGi/YA2lM120i7dbOLuRiihP8GLB0W8+ou8+W/ctjlo64OBx3szzMwLEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6mfqtJ1Sax/LBjBP0IzqQPOSMGivdP/a8XqnsVtwZyDLxclKGHPVe6avbj1kaoTRMUK07npsYP6PKcCZwUuymGhPKRnSAHUsljVD72ezUCTm1Sp+EsbIlDZmpvycyGmk9jgLbGVEz1IveVPzP66QmvPIzLpPUoGTzRWEqiInJ9G/S5wqZEWNLKFPc3krYkCrKjE2naEPwFl9eJs3ziletVO8uyrXrPI4CHMMJnIEHl1CDW6hDAxgM4Ble4c0Rzovz7nzMW1ecfOYI/sD5/AEEmI2k</latexit>q1

<latexit sha1_base64="qb/tfXDey1ZHG0Gq1YoCB5K5dGA=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHaJQY9ELx4xyiOBDZkdZmHC7Ow602tCCJ/gxYPGePWLvPk3DrAHBSvppFLVne6uIJHCoOt+O7m19Y3Nrfx2YWd3b/+geHjUNHGqGW+wWMa6HVDDpVC8gQIlbyea0yiQvBWMbmZ+64lrI2L1gOOE+xEdKBEKRtFK94+9Sq9YcsvuHGSVeBkpQYZ6r/jV7ccsjbhCJqkxHc9N0J9QjYJJPi10U8MTykZ0wDuWKhpx40/mp07JmVX6JIy1LYVkrv6emNDImHEU2M6I4tAsezPxP6+TYnjlT4RKUuSKLRaFqSQYk9nfpC80ZyjHllCmhb2VsCHVlKFNp2BD8JZfXiXNStmrlqt3F6XadRZHHk7gFM7Bg0uowS3UoQEMBvAMr/DmSOfFeXc+Fq05J5s5hj9wPn8ABhyNpQ==</latexit>q2 -ctxt index-hiding
-ctxt normal-hiding

<latexit sha1_base64="HAVxy/77DfEejtoQbW/WOeu2/bM=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rGi/YA2lM120i7dbOLuRiihP8GLB0W8+ou8+W/ctjlo64OBx3szzMwLEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6mfqtJ1Sax/LBjBP0IzqQPOSMGivdP/a8XqnsVtwZyDLxclKGHPVe6avbj1kaoTRMUK07npsYP6PKcCZwUuymGhPKRnSAHUsljVD72ezUCTm1Sp+EsbIlDZmpvycyGmk9jgLbGVEz1IveVPzP66QmvPIzLpPUoGTzRWEqiInJ9G/S5wqZEWNLKFPc3krYkCrKjE2naEPwFl9eJs3ziletVO8uyrXrPI4CHMMJnIEHl1CDW6hDAxgM4Ble4c0Rzovz7nzMW1ecfOYI/sD5/AEEmI2k</latexit>q1
<latexit sha1_base64="qb/tfXDey1ZHG0Gq1YoCB5K5dGA=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHaJQY9ELx4xyiOBDZkdZmHC7Ow602tCCJ/gxYPGePWLvPk3DrAHBSvppFLVne6uIJHCoOt+O7m19Y3Nrfx2YWd3b/+geHjUNHGqGW+wWMa6HVDDpVC8gQIlbyea0yiQvBWMbmZ+64lrI2L1gOOE+xEdKBEKRtFK94+9Sq9YcsvuHGSVeBkpQYZ6r/jV7ccsjbhCJqkxHc9N0J9QjYJJPi10U8MTykZ0wDuWKhpx40/mp07JmVX6JIy1LYVkrv6emNDImHEU2M6I4tAsezPxP6+TYnjlT4RKUuSKLRaFqSQYk9nfpC80ZyjHllCmhb2VsCHVlKFNp2BD8JZfXiXNStmrlqt3F6XadRZHHk7gFM7Bg0uowS3UoQEMBvAMr/DmSOfFeXc+Fq05J5s5hj9wPn8ABhyNpQ==</latexit>q2

ABE for log-depth from pairings [Goyal-Pandey-
Sahai-Waters’06, Ishai-Wee’14, Chen-Gay-Wee’15, Lin-Luo’20]



Our Techniques



Theorem (This Work): 
2-ctxt index-hiding
1-ctxt normal-hiding

<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+Weak PRFs

Message-less PLBE w/

Similar depth to weak PRF

Theorem (This Work): 

2-ctxt message-hiding
2-ctxt index-hiding
1-ctxt normal-hiding

<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+
<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+
Traitor tracing

Plain PLBE w/

Corollary (informal): 

Traitor Tracing(log-depth) Weak PRFs
<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+ ABE (for log-depth comp.)

In log-depth setting, both can be 
instantiated from pairings



Traitor Tracing from 1-ctxt Normal-Hiding



Can We Upgrade to 2-Bounded Security?

Simple black-box Idea: several parallel instances
2-bounded master key

<latexit sha1_base64="dfa12l/r87/D93uS51ywGerJGEM=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRC9C0IvHBMwDkiXMTnqTMbOzy8ysEEK+wIsHRbz6Sd78GyfJHjSxoKGo6qa7K0gE18Z1v53c2vrG5lZ+u7Czu7d/UDw8auo4VQwbLBaxagdUo+ASG4Ybge1EIY0Cga1gdDfzW0+oNI/lgxkn6Ed0IHnIGTVWqt/0iiW37M5BVomXkRJkqPWKX91+zNIIpWGCat3x3MT4E6oMZwKnhW6qMaFsRAfYsVTSCLU/mR86JWdW6ZMwVrakIXP198SERlqPo8B2RtQM9bI3E//zOqkJr/0Jl0lqULLFojAVxMRk9jXpc4XMiLEllClubyVsSBVlxmZTsCF4yy+vkuZF2auUK/XLUvU2iyMPJ3AK5+DBFVThHmrQAAYIz/AKb86j8+K8Ox+L1pyTzRzDHzifP5BfjMw=</latexit>=
Several independent 1-bounded master keys

<latexit sha1_base64="dfa12l/r87/D93uS51ywGerJGEM=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRC9C0IvHBMwDkiXMTnqTMbOzy8ysEEK+wIsHRbz6Sd78GyfJHjSxoKGo6qa7K0gE18Z1v53c2vrG5lZ+u7Czu7d/UDw8auo4VQwbLBaxagdUo+ASG4Ybge1EIY0Cga1gdDfzW0+oNI/lgxkn6Ed0IHnIGTVWqt/0iiW37M5BVomXkRJkqPWKX91+zNIIpWGCat3x3MT4E6oMZwKnhW6qMaFsRAfYsVTSCLU/mR86JWdW6ZMwVrakIXP198SERlqPo8B2RtQM9bI3E//zOqkJr/0Jl0lqULLFojAVxMRk9jXpc4XMiLEllClubyVsSBVlxmZTsCF4yy+vkuZF2auUK/XLUvU2iyMPJ3AK5+DBFVThHmrQAAYIz/AKb86j8+K8Ox+L1pyTzRzDHzifP5BfjMw=</latexit>=
<latexit sha1_base64="dfa12l/r87/D93uS51ywGerJGEM=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRC9C0IvHBMwDkiXMTnqTMbOzy8ysEEK+wIsHRbz6Sd78GyfJHjSxoKGo6qa7K0gE18Z1v53c2vrG5lZ+u7Czu7d/UDw8auo4VQwbLBaxagdUo+ASG4Ybge1EIY0Cga1gdDfzW0+oNI/lgxkn6Ed0IHnIGTVWqt/0iiW37M5BVomXkRJkqPWKX91+zNIIpWGCat3x3MT4E6oMZwKnhW6qMaFsRAfYsVTSCLU/mR86JWdW6ZMwVrakIXP198SERlqPo8B2RtQM9bI3E//zOqkJr/0Jl0lqULLFojAVxMRk9jXpc4XMiLEllClubyVsSBVlxmZTsCF4yy+vkuZF2auUK/XLUvU2iyMPJ3AK5+DBFVThHmrQAAYIz/AKb86j8+K8Ox+L1pyTzRzDHzifP5BfjMw=</latexit>=

2-bounded secret key Several independent 1-bounded secret keys

2-bounded ciphertext Random choice of single 1-bounded ciphertext

<latexit sha1_base64="/cnyKmxVdU7M8ID6ozQbNE+/OJU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZq8H6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A0w+M+A==</latexit>

i
<latexit sha1_base64="/cnyKmxVdU7M8ID6ozQbNE+/OJU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZq8H6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A0w+M+A==</latexit>

i
<latexit sha1_base64="/cnyKmxVdU7M8ID6ozQbNE+/OJU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZq8H6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A0w+M+A==</latexit>

i
<latexit sha1_base64="/cnyKmxVdU7M8ID6ozQbNE+/OJU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZq8H6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A0w+M+A==</latexit>

i
<latexit sha1_base64="/cnyKmxVdU7M8ID6ozQbNE+/OJU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZq8H6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A0w+M+A==</latexit>

i
<latexit sha1_base64="/cnyKmxVdU7M8ID6ozQbNE+/OJU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZq8H6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A0w+M+A==</latexit>

i

<latexit sha1_base64="MeVe00/0c6YGbDnbinzAefhh3JI=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNQY9ELx4hkUcCGzI79MLA7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAXj+7nfekKleSwfzSRBP6IDyUPOqLFSfdQrltyyuwBZJ15GSpCh1it+dfsxSyOUhgmqdcdzE+NPqTKcCZwVuqnGhLIxHWDHUkkj1P50ceiMXFilT8JY2ZKGLNTfE1MaaT2JAtsZUTPUq95c/M/rpCa89adcJqlByZaLwlQQE5P516TPFTIjJpZQpri9lbAhVZQZm03BhuCtvrxOmldlr1Ku1K9L1bssjjycwTlcggc3UIUHqEEDGCA8wyu8OSPnxXl3PpatOSebOYU/cD5/ANSTjPk=</latexit>

j
<latexit sha1_base64="MeVe00/0c6YGbDnbinzAefhh3JI=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNQY9ELx4hkUcCGzI79MLA7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAXj+7nfekKleSwfzSRBP6IDyUPOqLFSfdQrltyyuwBZJ15GSpCh1it+dfsxSyOUhgmqdcdzE+NPqTKcCZwVuqnGhLIxHWDHUkkj1P50ceiMXFilT8JY2ZKGLNTfE1MaaT2JAtsZUTPUq95c/M/rpCa89adcJqlByZaLwlQQE5P516TPFTIjJpZQpri9lbAhVZQZm03BhuCtvrxOmldlr1Ku1K9L1bssjjycwTlcggc3UIUHqEEDGCA8wyu8OSPnxXl3PpatOSebOYU/cD5/ANSTjPk=</latexit>

j
<latexit sha1_base64="2APpwhYowSzor1lMlwRZxv8TX7w=">AAAB+3icbVDLSgMxFL1TX7W+xrp0EyxCBSkzUqrgpujGZQX7gHYomTTThmYyQ5IRy9BfceNCEbf+iDv/xrSdhbaey4XDOfeSm+PHnCntON9Wbm19Y3Mrv13Y2d3bP7APiy0VJZLQJol4JDs+VpQzQZuaaU47saQ49Dlt++Pbmd9+pFKxSDzoSUy9EA8FCxjB2kh9u1iunveuf9dZ3y45FWcOtErcjJQgQ6Nvf/UGEUlCKjThWKmu68TaS7HUjHA6LfQSRWNMxnhIu4YKHFLlpfPbp+jUKAMURNK00Giu/t5IcajUJPTNZIj1SC17M/E/r5vo4MpLmYgTTQVZPBQkHOkIzYJAAyYp0XxiCCaSmVsRGWGJiTZxFUwI7vKXV0nrouLWKrX7aql+k8WRh2M4gTK4cAl1uIMGNIHAEzzDK7xZU+vFerc+FqM5K9s5gj+wPn8AlvaSPA==</latexit>

(4, )



Can We Upgrade to 2-Bounded Security?

<latexit sha1_base64="2APpwhYowSzor1lMlwRZxv8TX7w=">AAAB+3icbVDLSgMxFL1TX7W+xrp0EyxCBSkzUqrgpujGZQX7gHYomTTThmYyQ5IRy9BfceNCEbf+iDv/xrSdhbaey4XDOfeSm+PHnCntON9Wbm19Y3Mrv13Y2d3bP7APiy0VJZLQJol4JDs+VpQzQZuaaU47saQ49Dlt++Pbmd9+pFKxSDzoSUy9EA8FCxjB2kh9u1iunveuf9dZ3y45FWcOtErcjJQgQ6Nvf/UGEUlCKjThWKmu68TaS7HUjHA6LfQSRWNMxnhIu4YKHFLlpfPbp+jUKAMURNK00Giu/t5IcajUJPTNZIj1SC17M/E/r5vo4MpLmYgTTQVZPBQkHOkIzYJAAyYp0XxiCCaSmVsRGWGJiTZxFUwI7vKXV0nrouLWKrX7aql+k8WRh2M4gTK4cAl1uIMGNIHAEzzDK7xZU+vFerc+FqM5K9s5gj+wPn8AlvaSPA==</latexit>

(4, )
<latexit sha1_base64="Xfy+vzMnw/TxQ3DutG7etaYZJpQ=">AAAB+3icbVDLSgMxFL1TX7W+xrp0EyxCBSkzRargpujGZQX7gHYomTTThmYyQ5IRy9BfceNCEbf+iDv/xrSdhbaey4XDOfeSm+PHnCntON9Wbm19Y3Mrv13Y2d3bP7APiy0VJZLQJol4JDs+VpQzQZuaaU47saQ49Dlt++Pbmd9+pFKxSDzoSUy9EA8FCxjB2kh9u1iunveuf9dZ3y45FWcOtErcjJQgQ6Nvf/UGEUlCKjThWKmu68TaS7HUjHA6LfQSRWNMxnhIu4YKHFLlpfPbp+jUKAMURNK00Giu/t5IcajUJPTNZIj1SC17M/E/r5vo4MpLmYgTTQVZPBQkHOkIzYJAAyYp0XxiCCaSmVsRGWGJiTZxFUwI7vKXV0mrWnFrldr9Ral+k8WRh2M4gTK4cAl1uIMGNIHAEzzDK7xZU+vFerc+FqM5K9s5gj+wPn8Ak86SOg==</latexit>

(2, )

As long as instances are different, 
each instance gets single ciphertext

In this case, security reduces to 1-
ctxt security

Problem: always non-trivial 
probability instances are same 

In these cases, no security



Weak Decoder-Based Normal-Hiding

That is, very good decoders can’t have tiny         too often  
<latexit sha1_base64="VSimYiEoDANqKlpQNtuAIYbjhRA=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqseiF09S0X5AG8pmO2mXbjZhdyOU0J/gxYMiXv1F3vw3btsctPpg4PHeDDPzgkRwbVz3yymsrK6tbxQ3S1vbO7t75f2Dlo5TxbDJYhGrTkA1Ci6xabgR2EkU0igQ2A7G1zO//YhK81g+mEmCfkSHkoecUWOl+6R/2y9X3Ko7B/lLvJxUIEejX/7sDWKWRigNE1Trrucmxs+oMpwJnJZ6qcaEsjEdYtdSSSPUfjY/dUpOrDIgYaxsSUPm6s+JjEZaT6LAdkbUjPSyNxP/87qpCS/9jMskNSjZYlGYCmJiMvubDLhCZsTEEsoUt7cSNqKKMmPTKdkQvOWX/5LWWdWrVWt355X6VR5HEY7gGE7Bgwuoww00oAkMhvAEL/DqCOfZeXPeF60FJ585hF9wPr4BLwaNwA==</latexit>pN

Lemma (This Work, informal): Instantiate with 5 parallel instances. Then 
among decoders with                          , at least a fraction              of them have    

<latexit sha1_base64="t+HJETDDLdyhVTlUsvpyUf38Drg=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbBU020VL0VvXisYD+gCWGz3bZLN9m4uymU0H/ixYMiXv0n3vw3btsctPpg4PHeDDPzwoQzpR3nyyqsrK6tbxQ3S1vbO7t79v5BS4lUEtokggvZCbGinMW0qZnmtJNIiqOQ03Y4up357TGVion4QU8S6kd4ELM+I1gbKbDtJPBCob0BfUQX12dVJ7DLTsWZA/0lbk7KkKMR2J9eT5A0orEmHCvVdZ1E+xmWmhFOpyUvVTTBZIQHtGtojCOq/Gx++RSdGKWH+kKaijWaqz8nMhwpNYlC0xlhPVTL3kz8z+umun/lZyxOUk1jsljUTznSAs1iQD0mKdF8YggmkplbERliiYk2YZVMCO7yy39J67zi1iq1+2q5fpPHUYQjOIZTcOES6nAHDWgCgTE8wQu8Wpn1bL1Z74vWgpXPHMIvWB/f0/ySfg==</latexit>

p? � 39/40
<latexit sha1_base64="UA3F6+2zd7LG7RNFRkO3Nec4jAk=">AAAB9HicbVDLTgJBEOzFF+IL9ehlIjHxhLuEoEeiF08GE3kksCGzQwMTZh/MzJKQDd/hxYPGePVjvPk3DrAHBSvppFLVne4uLxJcadv+tjIbm1vbO9nd3N7+weFR/vikocJYMqyzUISy5VGFggdY11wLbEUSqe8JbHqju7nfnKBUPAye9DRC16eDgPc5o9pIbtR96AxwTErOVdnu5gt20V6ArBMnJQVIUevmvzq9kMU+BpoJqlTbsSPtJlRqzgTOcp1YYUTZiA6wbWhAfVRusjh6Ri6M0iP9UJoKNFmovycS6is19T3T6VM9VKveXPzPa8e6f+MmPIhijQFbLurHguiQzBMgPS6RaTE1hDLJza2EDamkTJucciYEZ/XlddIoFZ1KsfJYLlRv0ziycAbncAkOXEMV7qEGdWAwhmd4hTdrYr1Y79bHsjVjpTOn8AfW5w/Lg5DT</latexit>

pN � 21/40

<latexit sha1_base64="r0k9bqJ3YXd5QmMm4DnILPq8wxs=">AAAB63icbVBNSwMxEJ2tX7V+VT16CRbBU90tUnssevFYwX5Au5Rsmm1Dk+ySZIWy9C948aCIV/+QN/+N2XYP2vpg4PHeDDPzgpgzbVz32ylsbG5t7xR3S3v7B4dH5eOTjo4SRWibRDxSvQBrypmkbcMMp71YUSwCTrvB9C7zu09UaRbJRzOLqS/wWLKQEWwyybtq1Iblilt1F0DrxMtJBXK0huWvwSgiiaDSEI617ntubPwUK8MIp/PSINE0xmSKx7RvqcSCaj9d3DpHF1YZoTBStqRBC/X3RIqF1jMR2E6BzUSvepn4n9dPTNjwUybjxFBJlovChCMToexxNGKKEsNnlmCimL0VkQlWmBgbT8mG4K2+vE46tapXr9YfrivN2zyOIpzBOVyCBzfQhHtoQRsITOAZXuHNEc6L8+58LFsLTj5zCn/gfP4A1f2Ndw==</latexit>

1/82



<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1

<latexit sha1_base64="+7Y+mbaigftZyW4HrIlyB8Q4C84=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZquP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfKuMvw==</latexit>

0
<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1
<latexit sha1_base64="2fvfthwg1mRLBhwA3jth0GTm+tU=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaJQY9ELx4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfju7nffkKleSwfzCRBP6JDyUPOqLFSo9IvltyyuwBZJ15GSpCh3i9+9QYxSyOUhgmqdddzE+NPqTKcCZwVeqnGhLIxHWLXUkkj1P50ceiMXFhlQMJY2ZKGLNTfE1MaaT2JAtsZUTPSq95c/M/rpia88adcJqlByZaLwlQQE5P512TAFTIjJpZQpri9lbARVZQZm03BhuCtvrxOWpWyVy1XG1el2m0WRx7O4BwuwYNrqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AH+zjME=</latexit>

2
<latexit sha1_base64="zAYiae0AiBpVJ1FsFEw+B7zCIFA=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHbVoEeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftkrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1K9K1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIE3jMI=</latexit>

3
<latexit sha1_base64="j7wS8F7tKFAwj8Nbw54mK7S7CAI=">AAAB5HicbVBNS8NAEJ3Urxq/qlcvi0XwVBKR6rHoxWMF+wFtKJvtpF272YTdjVBCf4EXD4pXf5M3/43bNgdtfTDweG+GmXlhKrg2nvftlDY2t7Z3yrvu3v7B4VHFPW7rJFMMWywRieqGVKPgEluGG4HdVCGNQ4GdcHI39zvPqDRP5KOZphjEdCR5xBk1Vnq4GlSqXs1bgKwTvyBVKNAcVL76w4RlMUrDBNW653upCXKqDGcCZ24/05hSNqEj7FkqaYw6yBeHzsi5VYYkSpQtachC/T2R01jraRzazpiasV715uJ/Xi8z0U2Qc5lmBiVbLooyQUxC5l+TIVfIjJhaQpni9lbCxlRRZmw2rg3BX315nbQva369Vq82boswynAKZ3ABPlxDA+6hCS1ggPACb/DuPDmvzseyseQUEyfwB87nDxg5i5k=</latexit>

4
<latexit sha1_base64="B7mI6civTK5iDPdCLQnokqvvyww=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNokeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftUrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1C9L1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIQ/jMQ=</latexit>

5
<latexit sha1_base64="v7QdX3wCxKAv8RtX6oCzxuzfHUg=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqVPulsltx5yCrxMtJGXLU+6Wv3iBmaYTSMEG17npuYvyMKsOZwGmxl2pMKBvTIXYtlTRC7WfzQ6fk3CoDEsbKljRkrv6eyGik9SQKbGdEzUgvezPxP6+bmvDGz7hMUoOSLRaFqSAmJrOvyYArZEZMLKFMcXsrYSOqKDM2m6INwVt+eZW0LitetVJtXJVrt3kcBTiFM7gAD66hBvdQhyYwQHiGV3hzHp0X5935WLSuOfnMCfyB8/kDhcOMxQ==</latexit>

6
<latexit sha1_base64="zzrNYPpBWIKHbYwMLxYOn/tndMQ=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNAY9ELx4hkUcCGzI7NDAyO7uZmTUhG77AiweN8eonefNvHGAPClbSSaWqO91dQSy4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS0eJYthkkYhUJ6AaBZfYNNwI7MQKaRgIbAeTu7nffkKleSQfzDRGP6QjyYecUWOlRrVfLLlldwGyTryMlCBDvV/86g0iloQoDRNU667nxsZPqTKcCZwVeonGmLIJHWHXUklD1H66OHRGLqwyIMNI2ZKGLNTfEykNtZ6Gge0MqRnrVW8u/ud1EzO88VMu48SgZMtFw0QQE5H512TAFTIjppZQpri9lbAxVZQZm03BhuCtvrxOWldlr1KuNK5LtdssjjycwTlcggdVqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AIdHjMY=</latexit>

7
<latexit sha1_base64="k9kwca9YgVuWuKTWii71In3SeAM=">AAAB63icbVDLSgNBEJyNrxhfUY9eBoPgKeyKRI9BLx4jmAckS5idzCZD5rHM9AphyS948aCIV3/Im3/jbLIHjRY0FFXddHdFieAWfP/LK62tb2xulbcrO7t7+wfVw6OO1amhrE210KYXEcsEV6wNHATrJYYRGQnWjaa3ud99ZMZyrR5glrBQkrHiMacEcmkQaRhWa37dXwD/JUFBaqhAa1j9HIw0TSVTQAWxth/4CYQZMcCpYPPKILUsIXRKxqzvqCKS2TBb3DrHZ04Z4VgbVwrwQv05kRFp7UxGrlMSmNhVLxf/8/opxNdhxlWSAlN0uShOBQaN88fxiBtGQcwcIdRwdyumE2IIBRdPxYUQrL78l3Qu6kGj3ri/rDVvijjK6ASdonMUoCvURHeohdqIogl6Qi/o1ZPes/fmvS9bS14xc4x+wfv4Bh0Vjk4=</latexit>?

Our Tweaked Private Linear Broadcast Approach

<latexit sha1_base64="MAMzdkl7siGFELY4EP0HqKoU5xw=">AAAB7HicbVBNTwIxEJ3FL8Qv1KOXRmLiCXeVoN6IXjxi4gIJbEi3dKGh227argnZ8Bu8eNAYr/4gb/4bC+xB0ZdM8vLeTGbmhQln2rjul1NYWV1b3yhulra2d3b3yvsHLS1TRahPJJeqE2JNORPUN8xw2kkUxXHIaTsc38789iNVmknxYCYJDWI8FCxiBBsr+RfXZzW3X664VXcO9Jd4OalAjma//NkbSJLGVBjCsdZdz01MkGFlGOF0WuqlmiaYjPGQdi0VOKY6yObHTtGJVQYoksqWMGiu/pzIcKz1JA5tZ4zNSC97M/E/r5ua6CrImEhSQwVZLIpSjoxEs8/RgClKDJ9Ygoli9lZERlhhYmw+JRuCt/zyX9I6r3r1av2+Vmnc5HEU4QiO4RQ8uIQG3EETfCDA4Ale4NURzrPz5rwvWgtOPnMIv+B8fANMKo22</latexit>

39/40

<latexit sha1_base64="6C6UhZAG+vB+uZzBpQKSqANsNOU=">AAAB7HicbVBNTwIxEJ3FL8Qv1KOXRmLiCXcJQY9ELx4xcYEENqRbutDQdjdt14Rs+A1ePGiMV3+QN/+NBfag4EsmeXlvJjPzwoQzbVz32ylsbG5t7xR3S3v7B4dH5eOTto5TRahPYh6rbog15UxS3zDDaTdRFIuQ0044uZv7nSeqNIvlo5kmNBB4JFnECDZW8mveVd0dlCtu1V0ArRMvJxXI0RqUv/rDmKSCSkM41rrnuYkJMqwMI5zOSv1U0wSTCR7RnqUSC6qDbHHsDF1YZYiiWNmSBi3U3xMZFlpPRWg7BTZjverNxf+8XmqimyBjMkkNlWS5KEo5MjGaf46GTFFi+NQSTBSztyIyxgoTY/Mp2RC81ZfXSbtW9RrVxkO90rzN4yjCGZzDJXhwDU24hxb4QIDBM7zCmyOdF+fd+Vi2Fpx85hT+wPn8AT5qja0=</latexit>

21/40

If                              , we can trace via traditional approach
<latexit sha1_base64="UA3F6+2zd7LG7RNFRkO3Nec4jAk=">AAAB9HicbVDLTgJBEOzFF+IL9ehlIjHxhLuEoEeiF08GE3kksCGzQwMTZh/MzJKQDd/hxYPGePVjvPk3DrAHBSvppFLVne4uLxJcadv+tjIbm1vbO9nd3N7+weFR/vikocJYMqyzUISy5VGFggdY11wLbEUSqe8JbHqju7nfnKBUPAye9DRC16eDgPc5o9pIbtR96AxwTErOVdnu5gt20V6ArBMnJQVIUevmvzq9kMU+BpoJqlTbsSPtJlRqzgTOcp1YYUTZiA6wbWhAfVRusjh6Ri6M0iP9UJoKNFmovycS6is19T3T6VM9VKveXPzPa8e6f+MmPIhijQFbLurHguiQzBMgPS6RaTE1hDLJza2EDamkTJucciYEZ/XlddIoFZ1KsfJYLlRv0ziycAbncAkOXEMV7qEGdWAwhmd4hTdrYr1Y79bHsjVjpTOn8AfW5w/Lg5DT</latexit>

pN � 21/40

<latexit sha1_base64="bbjfk8bD0qkr7ZB8z1Zz5dtZgaA=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxhLvEoEeiF48Y5ZHAhswOvTBhdnYzM2tCCJ/gxYPGePWLvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR7cxvPaHSPJaPZpygH9GB5CFn1Fjpwbuo9Iolt+zOQVaJl5ESZKj3il/dfszSCKVhgmrd8dzE+BOqDGcCp4VuqjGhbEQH2LFU0gi1P5mfOiVnVumTMFa2pCFz9ffEhEZaj6PAdkbUDPWyNxP/8zqpCa/9CZdJalCyxaIwFcTEZPY36XOFzIixJZQpbm8lbEgVZcamU7AheMsvr5JmpexVy9X7y1LtJosjDydwCufgwRXU4A7q0AAGA3iGV3hzhPPivDsfi9ack80cwx84nz9bnY01</latexit>

1/2



Our Tweaked Private Linear Broadcast Approach

Problem: Our tracing algorithm
• Only has guarantees on decoders with high constant decryption probability
• Tracing of such decoders only successful with low constant probability

Called “threshold” traitor 
tracing [Naor-Pinkas’98]

Called “risky” traitor tracing 
[Goyal-Koppula-Russell-Waters’17]

Theorem [Z’20]: Can generically remove both risky and threshold limitations. 
As long as probabilities are constant, no asymptotic change to parameters.



Thanks!


