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The Double Spend Problem



The Double Spend Problem



Classical Solu6ons

Physical currency Digital currency

=

or at least too expensive 
to convincingly copy

All need trusted third party to make 
sure the money is yours to spend



Enter Quantum…



Unknown 
quantum state

No-cloning Theorem
[Park’70, Wooters-Zurek’82, Dieks’82]



“Secret key” quantum money 
[Wiesner’70]

State known to 
mint, but not 

to public
<latexit sha1_base64="BrjkdIx3t1k4Scwb8k3M+Dzxmeg=">AAACHHicbZDLSsNAFIYn9VbrLerSzWARBLUk3pdFNy4r2As0sUymk3boZBJmJkJJ8yBufBU3LhRx40LwbZy2oWjrDwMf/zmHM+f3IkalsqxvIzc3v7C4lF8urKyurW+Ym1s1GcYCkyoOWSgaHpKEUU6qiipGGpEgKPAYqXu962G9/kCEpCG/U/2IuAHqcOpTjJS2WuaJQzl0koHlCMQ7jBwO7AkdTOgoIye9T3jaMotWyRoJzoKdQRFkqrTMT6cd4jggXGGGpGzaVqTcBAlFMSNpwYkliRDuoQ5pauQoINJNRselcE87beiHQj+u4Mj9PZGgQMp+4OnOAKmunK4Nzf9qzVj5l25CeRQrwvF4kR8zqEI4TAq2qSBYsb4GhAXVf4W4iwTCSudZ0CHY0yfPQu24ZJ+Xzm5Pi+WrLI482AG7YB/Y4AKUwQ2ogCrA4BE8g1fwZjwZL8a78TFuzRnZzDb4I+PrB/87ofs=</latexit>

2 {|0i, |1i, |+i, |�i}n



Problem with SK quantum money

✓

Because state is unknown to public, only mint can verify



“Public key” quantum money

✓

Mint only involved in making new notes, not verifica@on

[Aaronson’09]

Numerous other advantages, for free



Merely conjectured Proof in black box model
(Heuristic oracle-free instantiation?
 How realistic is the black box “assumption”?)

Proof under widely studied
computa9onal assump9on

(How believable is the assumption?)
[Aaronson’09]: random stabilizer states

[Lutomirski-Aaronson-Farhi-
 Gosset-Hassidim-Kelner-Shor’10]

✘

[Farhi-Gosset-Hassidim-Lutomirski-
Shor’10]: knots

[Aaronson’09]: quantum oracle

[Aaronson-Christiano’12]: polynomials 
hiding subspaces

[Pena-Faugère-Perret’14, ChrisCano-SaDath’16]✘

[Aaronson-ChrisPano’12]: 
classical hidden subspaces oracle

[Z’19]: quadratic systems of equations
[Roberts’21]✘

[Kane’18, Kane-Sharif-Silverberg’21]: 
quaternion algebras

[Kane’18, Kane-Sharif-Silverberg’21]: 
Commuting unitaries

[Khesin-Lu-Shor’22]: laTces
[Liu-Montgomery-Z’23]✘

[Z’19]: Assuming 
“indistinguishability obfuscation”

[Liu-Montgomery-Z’23]: Walkable 
invariants



New Result:
Quantum Money from 
Abelian Group Actions



<latexit sha1_base64="+NDw2KcyTsrLpTcGNA2BvDr07lg=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIr2XRhS4r2Ae2Q8mkaRuayQzJHaEM/Qs3LhRx69+482/MtLPQ6oHA4Zx7ybkniKUw6LpfTmFpeWV1rbhe2tjc2t4p7+41TZRoxhsskpFuB9RwKRRvoEDJ27HmNAwkbwXj68xvPXJtRKTucRJzP6RDJQaCUbTSQzekOAqC9GbaK1fcqjsD+Uu8nFQgR71X/uz2I5aEXCGT1JiO58bop1SjYJJPS93E8JiyMR3yjqWKhtz46SzxlBxZpU8GkbZPIZmpPzdSGhozCQM7mSU0i14m/ud1Ehxc+qlQcYJcsflHg0QSjEh2PukLzRnKiSWUaWGzEjaimjK0JZVsCd7iyX9J86TqnVfP7k4rtau8jiIcwCEcgwcXUINbqEMDGCh4ghd4dYzz7Lw57/PRgpPv7MMvOB/fr+iQ8Q==</latexit>

G <latexit sha1_base64="n0vPWoskztAGzCkYH7m814XWlLI=">AAAB8nicbVDLSsNAFL2pr1pfVZdugkVwVRLxtSy6cVnB2kIaymQ6bYdOZsLMjVBCP8ONC0Xc+jXu/BsnbRbaemDgcM69zLknSgQ36HnfTmlldW19o7xZ2dre2d2r7h88GpVqylpUCaU7ETFMcMlayFGwTqIZiSPB2tH4NvfbT0wbruQDThIWxmQo+YBTglYKujHBESUi60x71ZpX92Zwl4lfkBoUaPaqX92+omnMJFJBjAl8L8EwIxo5FWxa6aaGJYSOyZAFlkoSMxNms8hT98QqfXegtH0S3Zn6eyMjsTGTOLKTeUSz6OXif16Q4uA6zLhMUmSSzj8apMJF5eb3u32uGUUxsYRQzW1Wl46IJhRtSxVbgr948jJ5PKv7l/WL+/Na46aoowxHcAyn4MMVNOAOmtACCgqe4RXeHHRenHfnYz5acoqdQ/gD5/MHloGReA==</latexit>X
<latexit sha1_base64="egUPsv/LdGNNwzj25zOYyCtvrOA=">AAACHHicbVDLSsNAFJ34rPUVdekmWARxURLfuCq60GUF+4AmlMl00g6dPJi5UUrIh7jxV9y4UMSNC8G/cZJmUVsPDJw5917uuceNOJNgmj/a3PzC4tJyaaW8ura+salvbTdlGAtCGyTkoWi7WFLOAtoABpy2I0Gx73LacofXWb31QIVkYXAPo4g6Pu4HzGMEg5K6+vHhpe1jGLhucpPawHwq8z/BPGmntmD9AWAhwscJtatXzKqZw5glVkEqqEC9q3/ZvZDEPg2AcCxlxzIjcBIsgBFO07IdSxphMsR92lE0wMqFk+THpca+UnqGFwr1AjBydXIiwb6UI99VnZlFOV3LxP9qnRi8CydhQRQDDch4kRdzA0IjS8roMUEJ8JEimAimvBpkgAUmoPIsqxCs6ZNnSfOoap1VT+9OKrWrIo4S2kV76ABZ6BzV0C2qowYi6Am9oDf0rj1rr9qH9jlundOKmR30B9r3LyDto08=</latexit>

⇤ : G⇥ X ! Xacts on        via
<latexit sha1_base64="xHAjXbnkI608YptUCMct4dp1/lg=">AAAB+HicbVDLSsNAFJ3UV62PRl26GSxCW6Ek4msjFN24rGAf0IYymU6SoZNJmJlIa+iXuHGhiFs/xZ1/47TNQlsPXDiccy/33uPGjEplWd9GbmV1bX0jv1nY2t7ZLZp7+y0ZJQKTJo5YJDoukoRRTpqKKkY6sSAodBlpu8Pbqd9+JELSiD+ocUycEPmcehQjpaW+WfSr5aA6qlyX/ZOgUh31zZJVs2aAy8TOSAlkaPTNr94gwklIuMIMSdm1rVg5KRKKYkYmhV4iSYzwEPmkqylHIZFOOjt8Ao+1MoBeJHRxBWfq74kUhVKOQ1d3hkgFctGbiv953UR5V05KeZwowvF8kZcwqCI4TQEOqCBYsbEmCAuqb4U4QAJhpbMq6BDsxZeXSeu0Zl/Uzu/PSvWbLI48OARHoAxscAnq4A40QBNgkIBn8ArejCfjxXg3PuatOSObOQB/YHz+AP6KkWE=</latexit>

g ⇤ (h ⇤ x) = (g + h) ⇤ x

abelian

(Abelian) Group Ac6ons

should be computationally infeasible
<latexit sha1_base64="iBLDqLwh+JPvJVI0QhF8nVN6rHs=">AAAB/nicbVDLSgMxFL1TX7W+RsWVm2ARqkiZEV/LohuXFewD2qFk0kwNTWaGJCMtQ8FfceNCEbd+hzv/xrSdhbYeCJyccy/33uPHnCntON9WbmFxaXklv1pYW9/Y3LK3d+oqSiShNRLxSDZ9rChnIa1ppjltxpJi4XPa8Ps3Y7/xSKViUXivhzH1BO6FLGAEayN17L1S73hwMjhCbYFjpSNU6plfxy46ZWcCNE/cjBQhQ7Vjf7W7EUkEDTXhWKmW68TaS7HUjHA6KrQTRWNM+rhHW4aGWFDlpZP1R+jQKF0URNK8UKOJ+rsjxUKpofBNpcD6Qc16Y/E/r5Xo4MpLWRgnmoZkOihIODJnjrNAXSYp0XxoCCaSmV0RecASE20SK5gQ3NmT50n9tOxelM/vzoqV6yyOPOzDAZTAhUuowC1UoQYEUniGV3iznqwX6936mJbmrKxnF/7A+vwBufKUEQ==</latexit>

(g ⇤ x, x) 7! (g, x)
(“Discrete log” problem)

Assume:                                               a bijection, 

                         sparse, recognizable

        Explicit known starting element

<latexit sha1_base64="rCFklrC5GnzREeDa9M0ChYphI+g=">AAAB/XicbVDLSgMxFM3UV62v8bFzEyxCFSkz4mtZdOOygn1AO5RMmpmGJpkhyUjrUPwVNy4Ucet/uPNvTNtZaOuBwMk593LvPX7MqNKO823lFhaXllfyq4W19Y3NLXt7p66iRGJSwxGLZNNHijAqSE1TzUgzlgRxn5GG378Z+40HIhWNxL0exsTjKBQ0oBhpI3XsvVJ4MjhqcxQrHcFSeDww345ddMrOBHCeuBkpggzVjv3V7kY44URozJBSLdeJtZciqSlmZFRoJ4rECPdRSFqGCsSJ8tLJ9iN4aJQuDCJpntBwov7uSBFXash9U8mR7qlZbyz+57USHVx5KRVxoonA00FBwqA5dBwF7FJJsGZDQxCW1OwKcQ9JhLUJrGBCcGdPnif107J7UT6/OytWrrM48mAfHIAScMElqIBbUAU1gMEjeAav4M16sl6sd+tjWpqzsp5d8AfW5w9hSZPn</latexit>

(g, x) 7! (g ⇤ x, x)
<latexit sha1_base64="n0vPWoskztAGzCkYH7m814XWlLI=">AAAB8nicbVDLSsNAFL2pr1pfVZdugkVwVRLxtSy6cVnB2kIaymQ6bYdOZsLMjVBCP8ONC0Xc+jXu/BsnbRbaemDgcM69zLknSgQ36HnfTmlldW19o7xZ2dre2d2r7h88GpVqylpUCaU7ETFMcMlayFGwTqIZiSPB2tH4NvfbT0wbruQDThIWxmQo+YBTglYKujHBESUi60x71ZpX92Zwl4lfkBoUaPaqX92+omnMJFJBjAl8L8EwIxo5FWxa6aaGJYSOyZAFlkoSMxNms8hT98QqfXegtH0S3Zn6eyMjsTGTOLKTeUSz6OXif16Q4uA6zLhMUmSSzj8apMJF5eb3u32uGUUxsYRQzW1Wl46IJhRtSxVbgr948jJ5PKv7l/WL+/Na46aoowxHcAyn4MMVNOAOmtACCgqe4RXeHHRenHfnYz5acoqdQ/gD5/MHloGReA==</latexit>X

<latexit sha1_base64="vuXSB3JE6ZsZe6wrl+Fm8ryUWSk=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEVyURX8uiG5cV7AOaUCbTSTt0MgkzE7GGfokbF4q49VPc+TdO2iy09cDA4Zx7uWdOkHCmtON8W6WV1bX1jfJmZWt7Z7dq7+23VZxKQlsk5rHsBlhRzgRtaaY57SaS4ijgtBOMb3K/80ClYrG415OE+hEeChYygrWR+nb10WPCi7AeEcyz7rRv15y6MwNaJm5BalCg2be/vEFM0ogKTThWquc6ifYzLDUjnE4rXqpogskYD2nPUIEjqvxsFnyKjo0yQGEszRMazdTfGxmOlJpEgZnMI6pFLxf/83qpDq/8jIkk1VSQ+aEw5UjHKG8BDZikRPOJIZhIZrIiMsISE226qpgS3MUvL5P2ad29qJ/fndUa10UdZTiEIzgBFy6hAbfQhBYQSOEZXuHNerJerHfrYz5asoqdA/gD6/MHPmyTfA==</latexit>

x 2 X



<latexit sha1_base64="HEPRXzengE2e6iv8JwUkBh7hXYI=">AAACCHicbVDLSsNAFJ3UV62vqEsXDhbBVUnE17LoQpcV7AOaECbTSTp0MgkzE6HELN34K25cKOLWT3Dn3zhps9DWAxcO59zLvff4CaNSWda3UVlYXFpeqa7W1tY3NrfM7Z2OjFOBSRvHLBY9H0nCKCdtRRUjvUQQFPmMdP3RVeF374mQNOZ3apwQN0IhpwHFSGnJM/cdmUZeFjqUOxFSQ9/PrvMcPoSOQDxkxDPrVsOaAM4TuyR1UKLlmV/OIMZpRLjCDEnZt61EuRkSimJG8pqTSpIgPEIh6WvKUUSkm00eyeGhVgYwiIUuruBE/T2RoUjKceTrzuJYOesV4n9eP1XBhZtRnqSKcDxdFKQMqhgWqcABFQQrNtYEYUH1rRAPkUBY6exqOgR79uV50jlu2GeN09uTevOyjKMK9sABOAI2OAdNcANaoA0weATP4BW8GU/Gi/FufExbK0Y5swv+wPj8AbiBmm4=</latexit>X

g2G
|gi

<latexit sha1_base64="MgG+KMxYYLxk2iqGP6QLOFILbEc=">AAACDHicbVDLSgMxFM3UV62vqks3wSKISJkRX8uiC11WsA/oDCWTptPQJDMkGbGM8wFu/BU3LhRx6we482/MtLPQ1gOBwznnknuPHzGqtG1/W4W5+YXFpeJyaWV1bX2jvLnVVGEsMWngkIWy7SNFGBWkoalmpB1JgrjPSMsfXmZ+645IRUNxq0cR8TgKBO1TjLSRuuWKq2LeTQKXCpcjPfD95CpN4UNwGBzcuxKJgBGTsqv2GHCWODmpgBz1bvnL7YU45kRozJBSHceOtJcgqSlmJC25sSIRwkMUkI6hAnGivGR8TAr3jNKD/VCaJzQcq78nEsSVGnHfJLOF1bSXif95nVj3z72EiijWRODJR/2YQR3CrBnYo5JgzUaGICyp2RXiAZIIa9NfyZTgTJ88S5pHVee0enJzXKld5HUUwQ7YBfvAAWegBq5BHTQABo/gGbyCN+vJerHerY9JtGDlM9vgD6zPH1Kxm8s=</latexit>X

g2G
|g, g ⇤ xi

QFT

<latexit sha1_base64="ZddS6BQ8iCJQu6Xtzxfg3R+lGbk=">AAAB6XicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr4sQ9OIxinlAsoTZSW8yZHZ2mZkVwpI/8OJBEa/+kTf/xkmyB40WNBRV3XR3BYng2rjul1NYWl5ZXSuulzY2t7Z3yrt7TR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWMbqZ+6xGV5rF8MOME/YgOJA85o8ZK98OrXrniVt0ZyF/i5aQCOeq98me3H7M0QmmYoFp3PDcxfkaV4UzgpNRNNSaUjegAO5ZKGqH2s9mlE3JklT4JY2VLGjJTf05kNNJ6HAW2M6JmqBe9qfif10lNeOlnXCapQcnmi8JUEBOT6dukzxUyI8aWUKa4vZWwIVWUGRtOyYbgLb78lzRPqt559ezutFK7zuMowgEcwjF4cAE1uIU6NIBBCE/wAq/OyHl23pz3eWvByWf24Recj29TCI09</latexit>

h = Serial #
<latexit sha1_base64="vLzo5jtBW7JfUpwOyRmsXK0owgs=">AAACEnicbVC7TgMxEPSFd3gFKGksAhJQhDvEq0TQUCGQCETKhcjnbC4WPtuyfYjoyDfQ8Cs0FCBES0XH3+CEFJAw0kqjmV3t7kSKM2N9/8vLjYyOjU9MTuWnZ2bn5gsLi5dGpppCmUoudSUiBjgTULbMcqgoDSSJOFxFN8dd/+oWtGFSXNi2glpCYsGajBLrpHphI1wNlZbKytCkST3GcJ2x7VAxHLe2Tjv38eZdqImIOdQLRb/k94CHSdAnRdTHWb3wGTYkTRMQlnJiTDXwla1lRFtGOXTyYWpAEXpDYqg6KkgCppb1XurgNac0cFNqV8Linvp7IiOJMe0kcp0JsS0z6HXF/7xqapsHtYwJlVoQ9GdRM+XYStzNBzeYBmp52xFCNXO3YtoimlDrUsy7EILBl4fJ5XYp2Cvtnu8UD4/6cUyiZbSC1lGA9tEhOkFnqIwoekBP6AW9eo/es/fmvf+05rz+zBL6A+/jGwbqnbc=</latexit>

$ /
X

g

ei2⇡gh/N |g ⇤ xi

<latexit sha1_base64="oe4MqwDkzrgs+J28FBixt9wQ/jI=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgHsKu+DoGvXhMwDwgCWF20puMmZ1dZmaFsOQLvHhQxKuf5M2/cZLsQRMLGoqqbrq7/FhwbVz328mtrK6tb+Q3C1vbO7t7xf2Dho4SxbDOIhGplk81Ci6xbrgR2IoV0tAX2PRHd1O/+YRK80g+mHGM3ZAOJA84o8ZKtbNeseSW3RnIMvEyUoIM1V7xq9OPWBKiNExQrdueG5tuSpXhTOCk0Ek0xpSN6ADblkoaou6ms0Mn5MQqfRJEypY0ZKb+nkhpqPU49G1nSM1QL3pT8T+vnZjgpptyGScGJZsvChJBTESmX5M+V8iMGFtCmeL2VsKGVFFmbDYFG4K3+PIyaZyXvavyZe2iVLnN4sjDERzDKXhwDRW4hyrUgQHCM7zCm/PovDjvzse8NedkM4fwB87nD3NBjLg=</latexit>⇤

<latexit sha1_base64="MRvfOsraOZbdO6KBtKEfqn+mLO0="></latexit> X

g,h2G
ei2⇡gh/N |h, g ⇤ xi



First check that support of       contained in  
<latexit sha1_base64="k3ufi+tfKAbpEmr1jMTix4EYrnk=">AAAB6XicbVDLSgNBEOz1GeMr6tHLYBQ8hV3xdQx68RjFPCBZwuykNxkyO7vMzAphyR948aCIV//Im3/jJNmDJhY0FFXddHcFieDauO63s7S8srq2Xtgobm5t7+yW9vYbOk4VwzqLRaxaAdUouMS64UZgK1FIo0BgMxjeTvzmEyrNY/loRgn6Ee1LHnJGjZUeOsfdUtmtuFOQReLlpAw5at3SV6cXszRCaZigWrc9NzF+RpXhTOC42Ek1JpQNaR/blkoaofaz6aVjcmKVHgljZUsaMlV/T2Q00noUBbYzomag572J+J/XTk147WdcJqlByWaLwlQQE5PJ26THFTIjRpZQpri9lbABVZQZG07RhuDNv7xIGmcV77JycX9ert7kcRTgEI7gFDy4gircQQ3qwCCEZ3iFN2fovDjvzsesdcnJZw7gD5zPHxrojRg=</latexit>

$
<latexit sha1_base64="n0vPWoskztAGzCkYH7m814XWlLI=">AAAB8nicbVDLSsNAFL2pr1pfVZdugkVwVRLxtSy6cVnB2kIaymQ6bYdOZsLMjVBCP8ONC0Xc+jXu/BsnbRbaemDgcM69zLknSgQ36HnfTmlldW19o7xZ2dre2d2r7h88GpVqylpUCaU7ETFMcMlayFGwTqIZiSPB2tH4NvfbT0wbruQDThIWxmQo+YBTglYKujHBESUi60x71ZpX92Zwl4lfkBoUaPaqX92+omnMJFJBjAl8L8EwIxo5FWxa6aaGJYSOyZAFlkoSMxNms8hT98QqfXegtH0S3Zn6eyMjsTGTOLKTeUSz6OXif16Q4uA6zLhMUmSSzj8apMJF5eb3u32uGUUxsYRQzW1Wl46IJhRtSxVbgr948jJ5PKv7l/WL+/Na46aoowxHcAyn4MMVNOAOmtACCgqe4RXeHHRenHfnYz5acoqdQ/gD5/MHloGReA==</latexit>X



<latexit sha1_base64="vLzo5jtBW7JfUpwOyRmsXK0owgs=">AAACEnicbVC7TgMxEPSFd3gFKGksAhJQhDvEq0TQUCGQCETKhcjnbC4WPtuyfYjoyDfQ8Cs0FCBES0XH3+CEFJAw0kqjmV3t7kSKM2N9/8vLjYyOjU9MTuWnZ2bn5gsLi5dGpppCmUoudSUiBjgTULbMcqgoDSSJOFxFN8dd/+oWtGFSXNi2glpCYsGajBLrpHphI1wNlZbKytCkST3GcJ2x7VAxHLe2Tjv38eZdqImIOdQLRb/k94CHSdAnRdTHWb3wGTYkTRMQlnJiTDXwla1lRFtGOXTyYWpAEXpDYqg6KkgCppb1XurgNac0cFNqV8Linvp7IiOJMe0kcp0JsS0z6HXF/7xqapsHtYwJlVoQ9GdRM+XYStzNBzeYBmp52xFCNXO3YtoimlDrUsy7EILBl4fJ5XYp2Cvtnu8UD4/6cUyiZbSC1lGA9tEhOkFnqIwoekBP6AW9eo/es/fmvf+05rz+zBL6A+/jGwbqnbc=</latexit>

$ /
X

g

ei2⇡gh/N |g ⇤ xi

<latexit sha1_base64="zVlp26/dwRRo8LUMtKnaZqQj3NI=">AAACInicbVC7SgNBFJ2N7/iKWtoMBkEs4q747II2VqJgjJCNYXZysxkyO7vMQwybfIuNv2JjoaiV4Mc4iVto4oGBwznnMveeIOFMadf9dHITk1PTM7Nz+fmFxaXlwsrqtYqNpFChMY/lTUAUcCagopnmcJNIIFHAoRp0Tgd+9Q6kYrG40t0E6hEJBWsxSrSVGoVjX5moYXDP+JKIkAP2Y80iUHhohBhuU7brJwyH7Z3zfi/cvs+CjULRLblD4HHiZaSIMlw0Cu9+M6YmAqEpJ0rVPDfR9ZRIzSiHft43ChJCOySEmqWC2C3q6fDEPt60ShO3Ymmf0Hio/p5ISaRUNwpsMiK6rUa9gfifVzO6dVRPmUiMBkF/PmoZjnWMB33hJpNANe9aQqhkdldM20QSqm2reVuCN3ryOLneLXkHpf3LvWL5JKtjFq2jDbSFPHSIyugMXaAKougBPaEX9Oo8Os/Om/PxE8052cwa+gPn6xvGzaRv</latexit>X

u

|ui ⌦
X

g

ei2⇡gh/N |g ⇤ xi

<latexit sha1_base64="fVSq7fBLnOIAPQ8EOsrh/rs/gX4=">AAACHnicbVC7SgNBFJ31bXxFLW0GgxAt4m4wahm0sZIIRoVsDLOTm82Q2dllHmJY8yU2/oqNhSKClf6Nk7iFGg8MHM45lzv3BAlnSrvupzMxOTU9Mzs3n1tYXFpeya+uXajYSAp1GvNYXgVEAWcC6pppDleJBBIFHC6D3vHQv7wBqVgsznU/gWZEQsE6jBJtpVa+4isTtQy+M74kIuSAR0KI4TplZT9hOOzung7uzE4x3LndzkKtfMEtuSPgceJlpIAy1Fr5d78dUxOB0JQTpRqem+hmSqRmlMMg5xsFCaE9EkLDUkEiUM10dN4Ab1mljTuxtE9oPFJ/TqQkUqofBTYZEd1Vf72h+J/XMLpz2EyZSIwGQb8XdQzHOsbDrnCbSaCa9y0hVDL7V0y7RBKqbaM5W4L39+RxclEuefulytleoXqU1TGHNtAmKiIPHaAqOkE1VEcU3aNH9IxenAfnyXl13r6jE042s45+wfn4AqGAoio=</latexit>X

u

|ui
X

g

ei2⇡gh/N |u ⇤ (g ⇤ x)i

<latexit sha1_base64="oe4MqwDkzrgs+J28FBixt9wQ/jI=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgHsKu+DoGvXhMwDwgCWF20puMmZ1dZmaFsOQLvHhQxKuf5M2/cZLsQRMLGoqqbrq7/FhwbVz328mtrK6tb+Q3C1vbO7t7xf2Dho4SxbDOIhGplk81Ci6xbrgR2IoV0tAX2PRHd1O/+YRK80g+mHGM3ZAOJA84o8ZKtbNeseSW3RnIMvEyUoIM1V7xq9OPWBKiNExQrdueG5tuSpXhTOCk0Ek0xpSN6ADblkoaou6ms0Mn5MQqfRJEypY0ZKb+nkhpqPU49G1nSM1QL3pT8T+vnZjgpptyGScGJZsvChJBTESmX5M+V8iMGFtCmeL2VsKGVFFmbDYFG4K3+PIyaZyXvavyZe2iVLnN4sjDERzDKXhwDRW4hyrUgQHCM7zCm/PovDjvzse8NedkM4fwB87nD3NBjLg=</latexit>⇤



<latexit sha1_base64="fVSq7fBLnOIAPQ8EOsrh/rs/gX4=">AAACHnicbVC7SgNBFJ31bXxFLW0GgxAt4m4wahm0sZIIRoVsDLOTm82Q2dllHmJY8yU2/oqNhSKClf6Nk7iFGg8MHM45lzv3BAlnSrvupzMxOTU9Mzs3n1tYXFpeya+uXajYSAp1GvNYXgVEAWcC6pppDleJBBIFHC6D3vHQv7wBqVgsznU/gWZEQsE6jBJtpVa+4isTtQy+M74kIuSAR0KI4TplZT9hOOzung7uzE4x3LndzkKtfMEtuSPgceJlpIAy1Fr5d78dUxOB0JQTpRqem+hmSqRmlMMg5xsFCaE9EkLDUkEiUM10dN4Ab1mljTuxtE9oPFJ/TqQkUqofBTYZEd1Vf72h+J/XMLpz2EyZSIwGQb8XdQzHOsbDrnCbSaCa9y0hVDL7V0y7RBKqbaM5W4L39+RxclEuefulytleoXqU1TGHNtAmKiIPHaAqOkE1VEcU3aNH9IxenAfnyXl13r6jE042s45+wfn4AqGAoio=</latexit>X

u

|ui
X

g

ei2⇡gh/N |u ⇤ (g ⇤ x)i

QFT

<latexit sha1_base64="9/daMeJ5M9v/gQ5o6yysPUmJrDo=">AAACE3icbVDJSgNBEO1xN25Rj14aoyCCcSa4XQTRiyeJYGIgE0NPp5I06ekZehHCOP/gxV/x4kERr168+Td2kjm4PSh4vFdFVb0g5kxp1/10xsYnJqemZ2Zzc/MLi0v55ZWqioykUKERj2QtIAo4E1DRTHOoxRJIGHC4DnpnA//6FqRikbjS/RgaIekI1maUaCs189vHvjJhMzEp3CQ7rOTHDJvu7kV6Z3xJRIeDH2kWgvI3mvmCW3SHwH+Jl5ECylBu5j/8VkRNCEJTTpSqe26sGwmRmlEOac43CmJCe6QDdUsFsWsayfCnFG9apYXbkbQlNB6q3ycSEirVDwPbGRLdVb+9gfifVze6fdRImIiNBkFHi9qGYx3hQUC4xSRQzfuWECqZvRXTLpGEahtjzobg/X75L6mWit5Bcf9yr3BymsUxg9bQOtpCHjpEJ+gclVEFUXSPHtEzenEenCfn1XkbtY452cwq+gHn/QtZW554</latexit>

=
X

u

e�i2⇡uh/N |ui ⌦ $

<latexit sha1_base64="sXFVpmJ0yjY0H/dDBN2V7FL9OW4=">AAACGnicbVDJSgNBEO1xN25Rj14agxAX4oy4XQTRiydRMDGQiaGnU5k09vQMvYhhzHd48Ve8eFDEm3jxb+wkc3B7UPD6vSq66gUJZ0q77qczNDwyOjY+MZmbmp6ZncvPL1RUbCSFMo15LKsBUcCZgLJmmkM1kUCigMNlcH3c8y9vQCoWiwvdSaAekVCwFqNEW6mR9w58ZaJGajbCLlylbMtPGA7bm6fdO+NLIkIOd0WzHq6u3WbPRr7gltw+8F/iZaSAMpw18u9+M6YmAqEpJ0rVPDfR9ZRIzSiHbs43ChJCr0kINUsFiUDV0/5pXbxilSZuxdKW0Livfp9ISaRUJwpsZ0R0W/32euJ/Xs3o1n49ZSIxGgQdfNQyHOsY93LCTSaBat6xhFDJ7K6YtokkVNs0czYE7/fJf0llq+TtlnbOtwuHR1kcE2gJLaMi8tAeOkQn6AyVEUX36BE9oxfnwXlyXp23QeuQk80soh9wPr4AKVag9A==</latexit>

=
X

u,g

ei2⇡gh/N |ui|(u+ g) ⇤ xi

<latexit sha1_base64="BzoH/tSvVc9TCcDbrpMcARg1p3Q="></latexit>

=
X

u,g0

ei2⇡(g
0�u)h/N |ui|g0 ⇤ xi

<latexit sha1_base64="uGl44A7TQ25r+m46/e0AZC7mN7M=">AAAB+3icbVDLTsMwENzwLOUVypGLRUHiVCWI17GCC8ci0YfURJXjOq1Vx45sB1GV/goXDiDElR/hxt/gtjlAy0grjWZ2tbsTpZxp43nfztLyyuraemGjuLm1vbPr7pUaWmaK0DqRXKpWhDXlTNC6YYbTVqooTiJOm9HgZuI3H6jSTIp7M0xpmOCeYDEj2Fip45ae+oHCosdpIA1LqA6OOm7Zq3hToEXi56QMOWod9yvoSpIlVBjCsdZt30tNOMLKMMLpuBhkmqaYDHCPti0V2K4JR9Pbx+jYKl0US2VLGDRVf0+McKL1MIlsZ4JNX897E/E/r52Z+CocMZFmhgoyWxRnHBmJJkGgLlOUGD60BBPF7K2I9LHCxNi4ijYEf/7lRdI4rfgXlfO7s3L1Oo+jAAdwCCfgwyVU4RZqUAcCj/AMr/DmjJ0X5935mLUuOfnMPvyB8/kDNb+Ujw==</latexit>

|hi ⌦ $



Intui7on for Security
Suppose discrete logs were easy:

<latexit sha1_base64="HEPRXzengE2e6iv8JwUkBh7hXYI=">AAACCHicbVDLSsNAFJ3UV62vqEsXDhbBVUnE17LoQpcV7AOaECbTSTp0MgkzE6HELN34K25cKOLWT3Dn3zhps9DWAxcO59zLvff4CaNSWda3UVlYXFpeqa7W1tY3NrfM7Z2OjFOBSRvHLBY9H0nCKCdtRRUjvUQQFPmMdP3RVeF374mQNOZ3apwQN0IhpwHFSGnJM/cdmUZeFjqUOxFSQ9/PrvMcPoSOQDxkxDPrVsOaAM4TuyR1UKLlmV/OIMZpRLjCDEnZt61EuRkSimJG8pqTSpIgPEIh6WvKUUSkm00eyeGhVgYwiIUuruBE/T2RoUjKceTrzuJYOesV4n9eP1XBhZtRnqSKcDxdFKQMqhgWqcABFQQrNtYEYUH1rRAPkUBY6exqOgR79uV50jlu2GeN09uTevOyjKMK9sABOAI2OAdNcANaoA0weATP4BW8GU/Gi/FufExbK0Y5swv+wPj8AbiBmm4=</latexit>X

g2G
|gi

<latexit sha1_base64="MgG+KMxYYLxk2iqGP6QLOFILbEc=">AAACDHicbVDLSgMxFM3UV62vqks3wSKISJkRX8uiC11WsA/oDCWTptPQJDMkGbGM8wFu/BU3LhRx6we482/MtLPQ1gOBwznnknuPHzGqtG1/W4W5+YXFpeJyaWV1bX2jvLnVVGEsMWngkIWy7SNFGBWkoalmpB1JgrjPSMsfXmZ+645IRUNxq0cR8TgKBO1TjLSRuuWKq2LeTQKXCpcjPfD95CpN4UNwGBzcuxKJgBGTsqv2GHCWODmpgBz1bvnL7YU45kRozJBSHceOtJcgqSlmJC25sSIRwkMUkI6hAnGivGR8TAr3jNKD/VCaJzQcq78nEsSVGnHfJLOF1bSXif95nVj3z72EiijWRODJR/2YQR3CrBnYo5JgzUaGICyp2RXiAZIIa9NfyZTgTJ88S5pHVee0enJzXKld5HUUwQ7YBfvAAWegBq5BHTQABo/gGbyCN+vJerHerY9JtGDlM9vgD6zPH1Kxm8s=</latexit>X

g2G
|g, g ⇤ xi

<latexit sha1_base64="rnCyj3DXabLD7TjWhs+dUzzSzGg=">AAACC3icbVDJSgNBEO2JW4xb1KOXJkEQkTgT3I5BL54kglkgE0NPpzJp0tMzdPeIYczdi7/ixYMiXv0Bb/6NneWgiQ8KHu9VUVXPizhT2ra/rdTc/MLiUno5s7K6tr6R3dyqqjCWFCo05KGse0QBZwIqmmkO9UgCCTwONa93MfRrdyAVC8WN7kfQDIgvWIdRoo3UyuZcFQctH8NtwopuxLDfPbwaPPgH/v69K4nwObSyebtgj4BniTMheTRBuZX9ctshjQMQmnKiVMOxI91MiNSMchhk3FhBRGiP+NAwVJAAVDMZ/TLAu0Zp404oTQmNR+rviYQESvUDz3QGRHfVtDcU//Mase6cNRMmoliDoONFnZhjHeJhMLjNJFDN+4YQKpm5FdMukYRqE1/GhOBMvzxLqsWCc1I4vj7Kl84ncaTRDsqhPeSgU1RCl6iMKoiiR/SMXtGb9WS9WO/Wx7g1ZU1mttEfWJ8/K+uahA==</latexit>X

g

ei2⇡gh/N |g, g ⇤ xi

<latexit sha1_base64="G0p1ZDx+Q/xRC/V2VmKpjbHh9IY=">AAACDHicbVDLSgMxFM3UV62vqks3wSqIizpTfG2EohtXUsE+oFNLJr2dhmYyQ5IRy9gPcOOvuHGhiFs/wJ1/Y/pYaOuBwOGcc7m5x4s4U9q2v63UzOzc/EJ6MbO0vLK6ll3fqKgwlhTKNOShrHlEAWcCypppDrVIAgk8DlWvezHwq3cgFQvFje5F0AiIL1ibUaKN1MzmXBUHTR/DbcIKbsSw3zm46j/4+/euJMLncObumJSdt4fA08QZkxwao9TMfrmtkMYBCE05Uaru2JFuJERqRjn0M26sICK0S3yoGypIAKqRDI/p412jtHA7lOYJjYfq74mEBEr1As8kA6I7atIbiP959Vi3TxsJE1GsQdDRonbMsQ7xoBncYhKo5j1DCJXM/BXTDpGEatNfxpTgTJ48TSqFvHOcP7o+zBXPx3Wk0RbaRnvIQSeoiC5RCZURRY/oGb2iN+vJerHerY9RNGWNZzbRH1ifP58tmrg=</latexit>X

g

ei2⇡gh/N |g ⇤ xi = $



Security Jus7fica7on

Thm: Assumption 1 à protocol is secure 
for black box group actions

First (post-)quantum security proof using black box group ac@ons

Assumption 1 ≈ Hard to distinguish                                 from  
chosen by adversary

<latexit sha1_base64="coBftQSnafUzdzjbyThYXIHbckc=">AAAB9XicbVDLTgJBEOz1ifhCPXqZSEyAELJLfB2JXjxiIo8EVjI7zMKE2dnNzKxCCP/hxYPGePVfvPk3DrAHBSvppFLVne4uL+JMadv+tlZW19Y3NlNb6e2d3b39zMFhXYWxJLRGQh7KpocV5UzQmmaa02YkKQ48Thve4GbqNx6pVCwU93oUUTfAPcF8RrA20kNuWIwLw2KuHOcLMt/JZO2SPQNaJk5CspCg2sl8tbshiQMqNOFYqZZjR9odY6kZ4XSSbseKRpgMcI+2DBU4oModz66eoFOjdJEfSlNCo5n6e2KMA6VGgWc6A6z7atGbiv95rVj7V+6YiSjWVJD5Ij/mSIdoGgHqMkmJ5iNDMJHM3IpIH0tMtAkqbUJwFl9eJvVyybkond+dZSvXSRwpOIYTyIEDl1CBW6hCDQhIeIZXeLOerBfr3fqYt65YycwR/IH1+QPu7ZDc</latexit>

(x, u ⇤ x, (2u) ⇤ r)
<latexit sha1_base64="FfIaJbAgSwl+I8sZTDCnvgtsDn4=">AAAB8nicbVDLTgJBEJzFF+IL9ehlIjFBQsiu8XUkevGIiTySZUNmh1mYMLuzmeklEMJnePGgMV79Gm/+jQPsQcFKOqlUdae7y48F12Db31ZmbX1jcyu7ndvZ3ds/yB8eNbRMFGV1KoVULZ9oJnjE6sBBsFasGAl9wZr+4H7mN4dMaS6jJxjHzAtJL+IBpwSM5BZH5aQ0Kg9L6ryTL9gVew68SpyUFFCKWif/1e5KmoQsAiqI1q5jx+BNiAJOBZvm2olmMaED0mOuoREJmfYm85On+MwoXRxIZSoCPFd/T0xIqPU49E1nSKCvl72Z+J/nJhDcehMexQmwiC4WBYnAIPHsf9zlilEQY0MIVdzcimmfKELBpJQzITjLL6+SxkXFua5cPV4WqndpHFl0gk5RETnoBlXRA6qhOqJIomf0it4ssF6sd+tj0Zqx0plj9AfW5w+x5JA8</latexit>

(x, u ⇤ x, v ⇤ r)
<latexit sha1_base64="SoIi+tikGdI+W5/sBdimPmJGRH4=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVVa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwB4GGNAA==</latexit>r

adaptively based on <latexit sha1_base64="QiHoMhNLXeZHzArU/irHQmvIon0=">AAAB7HicbVBNSwMxEJ34WetX1aOXYBFEpOyKX8eiF48V3LbQLiWbZtvQbHZJstKy9Dd48aCIV3+QN/+NabsHbX0w8Hhvhpl5QSK4No7zjZaWV1bX1gsbxc2t7Z3d0t5+XceposyjsYhVMyCaCS6ZZ7gRrJkoRqJAsEYwuJv4jSemNI/loxklzI9IT/KQU2Ks5A3P0tNhp1R2Ks4UeJG4OSlDjlqn9NXuxjSNmDRUEK1brpMYPyPKcCrYuNhONUsIHZAea1kqScS0n02PHeNjq3RxGCtb0uCp+nsiI5HWoyiwnRExfT3vTcT/vFZqwhs/4zJJDZN0tihMBTYxnnyOu1wxasTIEkIVt7di2ieKUGPzKdoQ3PmXF0n9vOJeVS4fLsrV2zyOAhzCEZyAC9dQhXuogQcUODzDK7whiV7QO/qYtS6hfOYA/gB9/gBqRo5x</latexit>x, u ⇤ x
poten2ally in superposi2on

Analogous to Diffie-Hellman exponent 
assumptions in plain groups

<latexit sha1_base64="FEQ10oCDuq09QYRwgM5cEr7NUtY=">AAAB+HicbVDJSgNBEK1xjXHJqEcvjUGIIGEmSPQY9OIxglkgGz2dnkmTnoVehDjkS7x4UMSrn+LNv7GTzEETHxQ83quiqp6XcCaV43xba+sbm1vbuZ387t7+QcE+PGrKWAtCGyTmsWh7WFLOItpQTHHaTgTFocdpyxvfzvzWIxWSxdGDmiS0F+IgYj4jWBlpYBdKwUXQ16ZS3a9Mzwd20Sk7c6BV4makCBnqA/urO4yJDmmkCMdSdlwnUb0UC8UIp9N8V0uaYDLGAe0YGuGQyl46P3yKzowyRH4sTEUKzdXfEykOpZyEnukMsRrJZW8m/ud1tPKveymLEq1oRBaLfM2RitEsBTRkghLFJ4ZgIpi5FZERFpgok1XehOAuv7xKmpWyWy1X7y+LtZssjhycwCmUwIUrqMEd1KEBBDQ8wyu8WU/Wi/VufSxa16xs5hj+wPr8AXngklg=</latexit>

(g, gu, gu
2

)
<latexit sha1_base64="EheRFPIqZlV/OEE+/wFjWou/Ygk=">AAAB8nicbVBNSwMxEJ31s9avqkcvwSJUkLIrUj0WvXisYD9gu5Zsmt2GZpMlyQql9Gd48aCIV3+NN/+NabsHbX0w8Hhvhpl5YcqZNq777aysrq1vbBa2its7u3v7pYPDlpaZIrRJJJeqE2JNORO0aZjhtJMqipOQ03Y4vJ367SeqNJPiwYxSGiQ4FixiBBsr+ZX4PH7MbKmzXqnsVt0Z0DLxclKGHI1e6avblyRLqDCEY619z01NMMbKMMLppNjNNE0xGeKY+pYKnFAdjGcnT9CpVfooksqWMGim/p4Y40TrURLazgSbgV70puJ/np+Z6DoYM5FmhgoyXxRlHBmJpv+jPlOUGD6yBBPF7K2IDLDCxNiUijYEb/HlZdK6qHq1au3+sly/yeMowDGcQAU8uII63EEDmkBAwjO8wptjnBfn3fmYt644+cwR/IHz+QMGCpB0</latexit>

(g, gu, gr)vs



Remark: DLog query complexity is polynomial [Ettinger-Høyer’00] à 
unconditional black box lower-bounds impossible for generic group actions

Typical proofs in crypto:

“standard model” à proof via 
reduction to underlying assumption

“black box model” à direct 
proof via query complexity

Any quantum proof using black box group actions must use both 



Proof idea:

Suppose Assumption 1 is true for some group action 
<latexit sha1_base64="KQLrerl1biNAraLrfp+pIGLHunM=">AAACA3icbVDLSsNAFJ3UV62vqDvdDBahSimJ+FoWXeiygn1AG8pkOmmHTiZhZiKUEHDjr7hxoYhbf8Kdf+MkzUJbDwycOede7r3HDRmVyrK+jcLC4tLySnG1tLa+sbllbu+0ZBAJTJo4YIHouEgSRjlpKqoY6YSCIN9lpO2Or1O//UCEpAG/V5OQOD4acupRjJSW+uZepecjNXLd+CapHlezD0Ys7iRHfbNs1awMcJ7YOSmDHI2++dUbBDjyCVeYISm7thUqJ0ZCUcxIUupFkoQIj9GQdDXlyCfSibMbEniolQH0AqEfVzBTf3fEyJdy4ru6Mt1Rznqp+J/XjZR36cSUh5EiHE8HeRGDKoBpIHBABcGKTTRBWFC9K8QjJBBWOraSDsGePXmetE5q9nnt7O60XL/K4yiCfXAAKsAGF6AObkEDNAEGj+AZvII348l4Md6Nj2lpwch7dsEfGJ8/9nCXGw==</latexit>

(G, ⇤,X )

<latexit sha1_base64="lfLL86CJtE/yNkabxebhP8avFms=">AAACCHicbVDLSsNAFJ3UV62vqEsXDhaxQimJ+FoWXeiygn1AE8pkOm2HTiZhZiKUkKUbf8WNC0Xc+gnu/BsnaRbaeuDC4Zx7ufceL2RUKsv6NgoLi0vLK8XV0tr6xuaWub3TkkEkMGnigAWi4yFJGOWkqahipBMKgnyPkbY3vk799gMRkgb8Xk1C4vpoyOmAYqS01DP3K46P1Mjz4puk6kiFRDUTMGJx5yg57pllq2ZlgPPEzkkZ5Gj0zC+nH+DIJ1xhhqTs2lao3BgJRTEjScmJJAkRHqMh6WrKkU+kG2ePJPBQK304CIQurmCm/p6IkS/lxPd0Z3qknPVS8T+vG6nBpRtTHkaKcDxdNIgYVAFMU4F9KghWbKIJwoLqWyEeIYGw0tmVdAj27MvzpHVSs89rZ3en5fpVHkcR7IEDUAE2uAB1cAsaoAkweATP4BW8GU/Gi/FufExbC0Y+swv+wPj8AQ8cmWA=</latexit>

(G, ?,X 0)Construct new group acAon
<latexit sha1_base64="GKTjyTC2gh6GXX+7gZ2SrLK4k/w=">AAACA3icbVDLSsNAFJ3UV62vqDvdBItYi5REfG2EohuXFewDmlAm00k7dDIJMxMxhIAbf8WNC0Xc+hPu/BsnbRbaeuDC4Zx7ufceN6RESNP81gpz8wuLS8Xl0srq2vqGvrnVEkHEEW6igAa840KBKWG4KYmkuBNyDH2X4rY7us789j3mggTsTsYhdnw4YMQjCEol9fQd24dyiCBNOgfppZ1UBtWHo0E1PrTTnl42a+YYxiyxclIGORo9/cvuByjyMZOIQiG6lhlKJ4FcEkRxWrIjgUOIRnCAu4oy6GPhJOMfUmNfKX3DC7gqJo2x+nsigb4Qse+qzuxiMe1l4n9eN5LehZMQFkYSMzRZ5EXUkIGRBWL0CcdI0lgRiDhRtxpoCDlEUsVWUiFY0y/PktZxzTqrnd6elOtXeRxFsAv2QAVY4BzUwQ1ogCZA4BE8g1fwpj1pL9q79jFpLWj5zDb4A+3zB6X2luM=</latexit>

X 0 = {(g ⇤ x, g ⇤ y)}
<latexit sha1_base64="fNkVbZQeAIP2SixNd2/KBRAlO84=">AAACBnicbZDLSgMxFIYz9VbrbdSlCMEitCJlpnjbCEU3LivYC7TDkEkzbWgmMyQZoR26cuOruHGhiFufwZ1vY6adhVYPJHz8/zkk5/ciRqWyrC8jt7C4tLySXy2srW9sbpnbO00ZxgKTBg5ZKNoekoRRThqKKkbakSAo8BhpecPr1G/dEyFpyO/UKCJOgPqc+hQjpSXX3O93pUKiNHbt47FbLV+W+kcpp3e17JpFq2JNC/4FO4MiyKrump/dXojjgHCFGZKyY1uRchIkFMWMTArdWJII4SHqk45GjgIinWS6xgQeaqUH/VDowxWcqj8nEhRIOQo83RkgNZDzXir+53Vi5V84CeVRrAjHs4f8mEEVwjQT2KOCYMVGGhAWVP8V4gESCCudXEGHYM+v/Bea1Yp9Vjm9PSnWrrI48mAPHIASsME5qIEbUAcNgMEDeAIv4NV4NJ6NN+N91pozspld8KuMj2/lxZbX</latexit>

g ? (z1, z2) = (g ⇤ z1, g ⇤ z2)

Any black box adversary should also work*** for
<latexit sha1_base64="lfLL86CJtE/yNkabxebhP8avFms=">AAACCHicbVDLSsNAFJ3UV62vqEsXDhaxQimJ+FoWXeiygn1AE8pkOm2HTiZhZiKUkKUbf8WNC0Xc+gnu/BsnaRbaeuDC4Zx7ufceL2RUKsv6NgoLi0vLK8XV0tr6xuaWub3TkkEkMGnigAWi4yFJGOWkqahipBMKgnyPkbY3vk799gMRkgb8Xk1C4vpoyOmAYqS01DP3K46P1Mjz4puk6kiFRDUTMGJx5yg57pllq2ZlgPPEzkkZ5Gj0zC+nH+DIJ1xhhqTs2lao3BgJRTEjScmJJAkRHqMh6WrKkU+kG2ePJPBQK304CIQurmCm/p6IkS/lxPd0Z3qknPVS8T+vG6nBpRtTHkaKcDxdNIgYVAFMU4F9KghWbKIJwoLqWyEeIYGw0tmVdAj27MvzpHVSs89rZ3en5fpVHkcR7IEDUAE2uAB1cAsaoAkweATP4BW8GU/Gi/FufExbC0Y+swv+wPj8AQ8cmWA=</latexit>

(G, ?,X 0)

from AssumpAon 1

<latexit sha1_base64="HS13SEbIlzS91JmkMr4iek84eJs=">AAAB7HicbVBNS8NAEJ3Ur1q/oh69LBZBPJRE/LoIRS8eK5i20Iay2W7apZtN2N2IIfQ3ePGgiFd/kDf/jds2B219MPB4b4aZeUHCmdKO822VlpZXVtfK65WNza3tHXt3r6niVBLqkZjHsh1gRTkT1NNMc9pOJMVRwGkrGN1O/NYjlYrF4kFnCfUjPBAsZARrI3nZdXry1LOrTs2ZAi0StyBVKNDo2V/dfkzSiApNOFaq4zqJ9nMsNSOcjivdVNEEkxEe0I6hAkdU+fn02DE6MkofhbE0JTSaqr8nchwplUWB6YywHqp5byL+53VSHV75ORNJqqkgs0VhypGO0eRz1GeSEs0zQzCRzNyKyBBLTLTJp2JCcOdfXiTN05p7UTu/P6vWb4o4ynAAh3AMLlxCHe6gAR4QYPAMr/BmCevFerc+Zq0lq5jZhz+wPn8AhcWOgw==</latexit>y = u ⇤ x
<latexit sha1_base64="IiRk1iOUsMGnXETvSBsQNsylRVg=">AAAB73icbVDLSsNAFL2pr1pfVZduBotYQUoivjZC0Y3LCvYBbSiT6aQdOpnEmYk0hP6EGxeKuPV33Pk3TtsstHrgwuGce7n3Hi/iTGnb/rJyC4tLyyv51cLa+sbmVnF7p6HCWBJaJyEPZcvDinImaF0zzWkrkhQHHqdNb3gz8ZuPVCoWinudRNQNcF8wnxGsjdQaHV6VR8fJUbdYsiv2FOgvcTJSggy1bvGz0wtJHFChCcdKtR070m6KpWaE03GhEysaYTLEfdo2VOCAKjed3jtGB0bpIT+UpoRGU/XnRIoDpZLAM50B1gM1703E/7x2rP1LN2UiijUVZLbIjznSIZo8j3pMUqJ5YggmkplbERlgiYk2ERVMCM78y39J46TinFfO7k5L1essjjzswT6UwYELqMIt1KAOBDg8wQu8Wg/Ws/Vmvc9ac1Y2swu/YH18A7afjx4=</latexit>

x0 = (x, y)Starting element

*** Some technicalities here. We will revisit later



Proof idea:

Suppose (toward contradicAon) black box adversary produces two banknotes 
with same serial # 

<latexit sha1_base64="vMZb29pxOe2MvsBROk6U0VO5MdA=">AAACGXicbVBNS8NAEN3U7/pV9ehlsQoiUhPx6yh68SQVbC00NWy203Rxswm7GzHE/g0v/hUvHhTxqCf/jds2B60+GHi8N8PMPD/mTGnb/rIKY+MTk1PTM8XZufmFxdLScl1FiaRQoxGPZMMnCjgTUNNMc2jEEkjoc7jyb077/tUtSMUicanTGFohCQTrMEq0kbyS7a57u24so1hH2FVJ6AUYrjNmNIaD7s557z7YutsOtlJXEhFw8Eplu2IPgP8SJydllKPqlT7cdkSTEISmnCjVdOxYtzIiNaMcekU3URATekMCaBoqSAiqlQ0+6+ENo7RxJ5KmhMYD9edERkKl0tA3nSHRXTXq9cX/vGaiO0etjIk40SDocFEn4dik0I8Jt5kEqnlqCKGSmVsx7RJJqDZhFk0IzujLf0l9t+IcVPYv9srHJ3kc02gVraFN5KBDdIzOUBXVEEUP6Am9oFfr0Xq23qz3YWvBymdW0C9Yn99NPp/k</latexit>

$2 /
X

g

ei2⇡gh/N |g ⇤ x, g ⇤ yi
<latexit sha1_base64="Qb0XRjLnehG5WRN3DINo3IV3ejQ=">AAACGXicbVDJSgNBEO1xjXGLevTSGAUJEmfE7Rj04kkiGCNk4tDTqUwae3qa7h4xjPkNL/6KFw+KeNSTf2NnObg9KHi8V0VVvVBypo3rfjpj4xOTU9O5mfzs3PzCYmFp+UInqaJQowlP1GVINHAmoGaY4XApFZA45FAPr4/7fv0GlGaJODddCc2YRIK1GSXGSkHB9dcDz5cqkSbBvk7jIMJwlbEdXzIcdbZPe3dR6XYrKnV9RUTEISgU3bI7AP5LvBEpohGqQeHdbyU0jUEYyonWDc+VppkRZRjl0Mv7qQZJ6DWJoGGpIDHoZjb4rIc3rNLC7UTZEgYP1O8TGYm17sah7YyJ6ejfXl/8z2ukpn3YzJiQqQFBh4vaKcc2hX5MuMUUUMO7lhCqmL0V0w5RhBobZt6G4P1++S+52Cl7++W9s91i5WgURw6tojW0iTx0gCroBFVRDVF0jx7RM3pxHpwn59V5G7aOOaOZFfQDzscXS46f4w==</latexit>

$1 /
X

g

ei2⇡gh/N |g ⇤ x, g ⇤ yi

1) Set                        . Assumption maps to
 where                   or    

<latexit sha1_base64="hJ0FwojG95v9onI4k1iwgvX37sk=">AAAB7HicbVBNSwMxEJ3Ur1q/qh69BIsgHsqu+HURil48VnDbQruUbJptQ7PZJcmKZelv8OJBEa/+IG/+G9N2D9r6YODx3gwz84JEcG0c5xsVlpZXVteK66WNza3tnfLuXkPHqaLMo7GIVSsgmgkumWe4EayVKEaiQLBmMLyd+M1HpjSP5YMZJcyPSF/ykFNirOSp6/7JU7dccarOFHiRuDmpQI56t/zV6cU0jZg0VBCt266TGD8jynAq2LjUSTVLCB2SPmtbKknEtJ9Njx3jI6v0cBgrW9Lgqfp7IiOR1qMosJ0RMQM9703E/7x2asIrP+MySQ2TdLYoTAU2MZ58jntcMWrEyBJCFbe3YjogilBj8ynZENz5lxdJ47TqXlTP788qtZs8jiIcwCEcgwuXUIM7qIMHFDg8wyu8IYle0Dv6mLUWUD6zD3+APn8AZbmObg==</latexit>r = g ⇤ x <latexit sha1_base64="k2LdYzxEiC0LMBDaZSL8waBvbpk=">AAAB8nicbVDLSsNAFL3xWeur6tLNYBFqhZKIr41QdOOygn1AGspkOmmHTjJhZlIsoZ/hxoUibv0ad/6N0zYLbT1w4XDOvdx7jx9zprRtf1tLyyura+u5jfzm1vbObmFvv6FEIgmtE8GFbPlYUc4iWtdMc9qKJcWhz2nTH9xN/OaQSsVE9KhHMfVC3ItYwAjWRnKHZXlTGp72TspPnULRrthToEXiZKQIGWqdwle7K0gS0kgTjpVyHTvWXoqlZoTTcb6dKBpjMsA96hoa4ZAqL52ePEbHRumiQEhTkUZT9fdEikOlRqFvOkOs+2rem4j/eW6ig2svZVGcaBqR2aIg4UgLNPkfdZmkRPORIZhIZm5FpI8lJtqklDchOPMvL5LGWcW5rFw8nBert1kcOTiEIyiBA1dQhXuoQR0ICHiGV3iztPVivVsfs9YlK5s5gD+wPn8AskmQPA==</latexit>

v ⇤ r = (v + g) ⇤ x
<latexit sha1_base64="1xwcZeF+ec0h3GYvUHT07ThkXfg=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgKewGXxch6MVjBPOAZAmzk9lkyMzsMjMbCEt+wYsHRbz6Q978G2eTPWhiQUNR1U13VxBzpo3rfjuFtfWNza3idmlnd2//oHx41NJRoghtkohHqhNgTTmTtGmY4bQTK4pFwGk7GN9nfntClWaRfDLTmPoCDyULGcEmkya3taRfrrhVdw60SrycVCBHo1/+6g0ikggqDeFY667nxsZPsTKMcDor9RJNY0zGeEi7lkosqPbT+a0zdGaVAQojZUsaNFd/T6RYaD0Vge0U2Iz0speJ/3ndxIQ3fspknBgqyWJRmHBkIpQ9jgZMUWL41BJMFLO3IjLCChNj4ynZELzll1dJq1b1rqqXjxeV+l0eRxFO4BTOwYNrqMMDNKAJBEbwDK/w5gjnxXl3PhatBSefOYY/cD5/ALDfjgY=</latexit>

v = 2u
<latexit sha1_base64="24CZu2q1VtLR6U24RMkz+RuluiI=">AAAB73icbVDLTgJBEOz1ifhCPXqZSEw8kV3i60j04hETeSSwIbNDL0yYnV1mZkkI4Se8eNAYr/6ON//GAfagYCWdVKq6090VJIJr47rfztr6xubWdm4nv7u3f3BYODqu6zhVDGssFrFqBlSj4BJrhhuBzUQhjQKBjWBwP/MbI1Sax/LJjBP0I9qTPOSMGis1R22JQ1JOO4WiW3LnIKvEy0gRMlQ7ha92N2ZphNIwQbVueW5i/AlVhjOB03w71ZhQNqA9bFkqaYTan8zvnZJzq3RJGCtb0pC5+ntiQiOtx1FgOyNq+nrZm4n/ea3UhLf+hMskNSjZYlGYCmJiMnuedLlCZsTYEsoUt7cS1qeKMmMjytsQvOWXV0m9XPKuS1ePl8XKXRZHDk7hDC7AgxuowANUoQYMBDzDK7w5Q+fFeXc+Fq1rTjZzAn/gfP4AmB+PsQ==</latexit>

v 6= 2u

2) Swap                           and 
<latexit sha1_base64="w4xQgGuhyrtaZnvv6TvUvJA6VHM=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBCiQtgVX8egF48RzAOSJcxOZpMhszPLzGwwLPkILx4U8er3ePNvnCR70MSChqKqm+6uIOZMG9f9dpaWV1bX1nMb+c2t7Z3dwt5+XctEEVojkkvVDLCmnAlaM8xw2owVxVHAaSMY3E38xpAqzaR4NKOY+hHuCRYygo2VGqXhWe/k9KlTKLpldwq0SLyMFCFDtVP4anclSSIqDOFY65bnxsZPsTKMcDrOtxNNY0wGuEdblgocUe2n03PH6NgqXRRKZUsYNFV/T6Q40noUBbYzwqav572J+J/XSkx446dMxImhgswWhQlHRqLJ76jLFCWGjyzBRDF7KyJ9rDAxNqG8DcGbf3mR1M/L3lX58uGiWLnN4sjBIRxBCTy4hgrcQxVqQGAAz/AKb07svDjvzsesdcnJZg7gD5zPHxdSjsU=</latexit>

(v + g) ⇤ x <latexit sha1_base64="HZaGt3KYIJrS9hnLDkXn66hinRw=">AAAB6nicbVDLSsNAFL3xWeur6tLNYBHERUnE17LoxmVF+4A2lMl0kg6dmYSZiRBCP8GNC0Xc+kXu/BunbRbaeuDC4Zx7ufeeIOFMG9f9dpaWV1bX1ksb5c2t7Z3dyt5+S8epIrRJYh6rToA15UzSpmGG006iKBYBp+1gdDvx209UaRbLR5Ml1Bc4kixkBBsrPUSnWb9SdWvuFGiReAWpQoFGv/LVG8QkFVQawrHWXc9NjJ9jZRjhdFzupZommIxwRLuWSiyo9vPpqWN0bJUBCmNlSxo0VX9P5FhonYnAdgpshnrem4j/ed3UhNd+zmSSGirJbFGYcmRiNPkbDZiixPDMEkwUs7ciMsQKE2PTKdsQvPmXF0nrrOZd1i7uz6v1myKOEhzCEZyAB1dQhztoQBMIRPAMr/DmcOfFeXc+Zq1LTjFzAH/gfP4AEaGNrA==</latexit>g ⇤ y



Proof idea:

<latexit sha1_base64="4eoWeKkvbl/AyczisksUQ2pQDi8="></latexit>

$1 7!
X

g

ei2⇡gh/N |g ⇤ y, (v + g) ⇤ xi

<latexit sha1_base64="EzPDFwl3NGjuDQNiCKhKowiVTcI=">AAACF3icbVDLSgMxFM34tr6qLt0Ei1Ct1JniayOIblyJgn1Ap5ZMejsNzWSGJFMsY//Cjb/ixoUibnXn35jWLrT1wOUezrmX5B4v4kxp2/6yJianpmdm5+ZTC4tLyyvp1bWSCmNJoUhDHsqKRxRwJqComeZQiSSQwONQ9trnfb/cAalYKG50N4JaQHzBmowSbaR6On/iqjio+xhuE1ZwI4Z93Nq77N1n/Vy8vXO3m+3kfNNdSYTPoZ7O2Hl7ADxOnCHJoCGu6ulPtxHSOAChKSdKVR070rWESM0oh17KjRVEhLaJD1VDBQlA1ZLBXT28ZZQGbobSlNB4oP7eSEigVDfwzGRAdEuNen3xP68a6+ZxLWEiijUI+vNQM+ZYh7gfEm4wCVTzriGESmb+immLSEK1iTJlQnBGTx4npULeOcwfXO9nTs+GccyhDbSJsshBR+gUXaArVEQUPaAn9IJerUfr2Xqz3n9GJ6zhzjr6A+vjG9nand4=</latexit>

=
X

g

ei2⇡gh/N |(g + u) ⇤ x, (v + g) ⇤ xi

<latexit sha1_base64="9jgFmkoqWGdkHFoAglA4oUF2p8U="></latexit>

= e�i2⇡uh/N
X

g0

ei2⇡g
0h/N |g0 ⇤ x, (g0 + v � 2u) ⇤ yi

<latexit sha1_base64="5urRVZb4Am86Cmc63wrJFEVWO7A="></latexit>

= e�i2⇡uh/N
X

g0

ei2⇡g
0h/N |g0 ⇤ x, (g0 + v � u) ⇤ xi



<latexit sha1_base64="16f4yWtNNPWVD13trfavoyUn5rs="></latexit>

$1 7! $01 := e�i2⇡uh/N
X

g

ei2⇡gh/N |g ⇤ x, (g + v � 2u) ⇤ yi

Proof idea:

<latexit sha1_base64="1xwcZeF+ec0h3GYvUHT07ThkXfg=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgKewGXxch6MVjBPOAZAmzk9lkyMzsMjMbCEt+wYsHRbz6Q978G2eTPWhiQUNR1U13VxBzpo3rfjuFtfWNza3idmlnd2//oHx41NJRoghtkohHqhNgTTmTtGmY4bQTK4pFwGk7GN9nfntClWaRfDLTmPoCDyULGcEmkya3taRfrrhVdw60SrycVCBHo1/+6g0ikggqDeFY667nxsZPsTKMcDor9RJNY0zGeEi7lkosqPbT+a0zdGaVAQojZUsaNFd/T6RYaD0Vge0U2Iz0speJ/3ndxIQ3fspknBgqyWJRmHBkIpQ9jgZMUWL41BJMFLO3IjLCChNj4ynZELzll1dJq1b1rqqXjxeV+l0eRxFO4BTOwYNrqMMDNKAJBEbwDK/w5gjnxXl3PhatBSefOYY/cD5/ALDfjgY=</latexit>

v = 2u :                  up to phase
<latexit sha1_base64="NOzpIEIabPaIVvaTRXqt1sJkYUQ=">AAAB8XicbVDLSgMxFL3js9ZX1aWbYBVdlRnxtRGKblxWsA9sh5JJM21oJhmSjFCG/oUbF4q49W/c+Tdm2llo64GEwzn3cu89QcyZNq777SwsLi2vrBbWiusbm1vbpZ3dhpaJIrROJJeqFWBNORO0bpjhtBUriqOA02YwvM385hNVmknxYEYx9SPcFyxkBBsrPXYOu97xdfZ3S2W34k6A5omXkzLkqHVLX52eJElEhSEca9323Nj4KVaGEU7HxU6iaYzJEPdp21KBI6r9dLLxGB1ZpYdCqewTBk3U3x0pjrQeRYGtjLAZ6FkvE//z2okJr/yUiTgxVJDpoDDhyEiUnY96TFFi+MgSTBSzuyIywAoTY0Mq2hC82ZPnSeO04l1Uzu/PytWbPI4C7MMBnIAHl1CFO6hBHQgIeIZXeHO08+K8Ox/T0gUn79mDP3A+fwBbzY9s</latexit>

$01 = $1
<latexit sha1_base64="24CZu2q1VtLR6U24RMkz+RuluiI=">AAAB73icbVDLTgJBEOz1ifhCPXqZSEw8kV3i60j04hETeSSwIbNDL0yYnV1mZkkI4Se8eNAYr/6ON//GAfagYCWdVKq6090VJIJr47rfztr6xubWdm4nv7u3f3BYODqu6zhVDGssFrFqBlSj4BJrhhuBzUQhjQKBjWBwP/MbI1Sax/LJjBP0I9qTPOSMGis1R22JQ1JOO4WiW3LnIKvEy0gRMlQ7ha92N2ZphNIwQbVueW5i/AlVhjOB03w71ZhQNqA9bFkqaYTan8zvnZJzq3RJGCtb0pC5+ntiQiOtx1FgOyNq+nrZm4n/ea3UhLf+hMskNSjZYlGYCmJiMnuedLlCZsTYEsoUt7cS1qeKMmMjytsQvOWXV0m9XPKuS1ePl8XKXRZHDk7hDC7AgxuowANUoQYMBDzDK7w5Q+fFeXc+Fq1rTjZzAn/gfP4AmB+PsQ==</latexit>

v 6= 2u :
<latexit sha1_base64="Gu2EtirjopTN9KHzla7/nygmkwA=">AAAB9XicbZC7TsMwFIYdrqXcCowsFgXBVCWI21jBwlgkepGaUDnuSWvVcSzbAVVR34OFAYRYeRc23gan7QAtv2Tp03/O0Tn+Q8mZNq777SwsLi2vrBbWiusbm1vbpZ3dhk5SRaFOE56oVkg0cCagbpjh0JIKSBxyaIaDm7zefASlWSLuzVBCEJOeYBGjxFjrwT/seMe+BCVz6pTKbsUdC8+DN4UymqrWKX353YSmMQhDOdG67bnSBBlRhlEOo6KfapCEDkgP2hYFiUEH2fjqET6yThdHibJPGDx2f09kJNZ6GIe2Myamr2druflfrZ2a6CrImJCpAUEni6KUY5PgPALcZQqo4UMLhCpmb8W0TxShxgZVtCF4s1+eh8ZpxbuonN+dlavX0zgKaB8doBPkoUtURbeohuqIIoWe0St6c56cF+fd+Zi0LjjTmT30R87nD8hmkWo=</latexit>

$01 ? $1

Distinguish using swap test with
   à Break Assumption 1, a contradiction 

<latexit sha1_base64="lEUuIaV1+7GgoRlEKTQhVz00CkQ=">AAAB63icbVDLSgNBEOyNrxhfUY9eBqPgKeyG+DgGvXiMYB6QLGF2MpsMmZldZmaFsOQXvHhQxKs/5M2/cTbZgyYWNBRV3XR3BTFn2rjut1NYW9/Y3Cpul3Z29/YPyodHbR0litAWiXikugHWlDNJW4YZTruxolgEnHaCyV3md56o0iySj2YaU1/gkWQhI9hkUv9sUBuUK27VnQOtEi8nFcjRHJS/+sOIJIJKQzjWuue5sfFTrAwjnM5K/UTTGJMJHtGepRILqv10fusMnVtliMJI2ZIGzdXfEykWWk9FYDsFNmO97GXif14vMeGNnzIZJ4ZKslgUJhyZCGWPoyFTlBg+tQQTxeytiIyxwsTYeEo2BG/55VXSrlW9q+rlQ73SuM3jKMIJnMIFeHANDbiHJrSAwBie4RXeHOG8OO/Ox6K14OQzx/AHzucPQeiNvQ==</latexit>

$2



Proof idea:

Lingering issue: can’t recognize  
<latexit sha1_base64="+vzirD008Gc6QKLqFzvvhF3crG0=">AAACGXicbVDLSsNAFJ3UV62vqks3wSLWIiUpvjZC0Y3LCvYBTSyT6W06dPJwZiKG0N9w46+4caGIS135N07aLmr1wMDhnHOZe48TMiqkYXxrmbn5hcWl7HJuZXVtfSO/udUQQcQJ1EnAAt5ysABGfahLKhm0Qg7Ycxg0ncFl6jfvgQsa+DcyDsH2sOvTHiVYKqmTNywPyz7BLGkN98+tpOiWHg7dUnxgDS0ROQIk3E1FbiudfMEoGyPof4k5IQU0Qa2T/7S6AYk88CVhWIi2aYTSTjCXlDAY5qxIQIjJALvQVtTHHgg7GV021PeU0tV7AVfPl/pInZ5IsCdE7DkqmS4pZr1U/M9rR7J3ZifUDyMJPhl/1IuYLgM9rUnvUg5EslgRTDhVu+qkjzkmUpWZUyWYsyf/JY1K2TwpH18fFaoXkzqyaAftoiIy0SmqoitUQ3VE0CN6Rq/oTXvSXrR37WMczWiTmW30C9rXD3VnoJ0=</latexit>

X 0 = {(g ⇤ x, g ⇤ y)} ✓ X 2

<latexit sha1_base64="RqXV6P4cK/t585O0zWP7VNxF2vQ=">AAACBnicbVDLSsNAFJ3UV62vqEsRgkWsRUoivjZC0Y3LCvYBTSiT6aQdOpmEmYkYQlZu/BU3LhRx6ze482+ctFlo64ELh3Pu5d573JASIU3zWyvMzS8sLhWXSyura+sb+uZWSwQRR7iJAhrwjgsFpoThpiSS4k7IMfRditvu6Drz2/eYCxKwOxmH2PHhgBGPICiV1NN3bR/KIYI06aQHl3ZiN0hlUH04GlTjQzvt6WWzZo5hzBIrJ2WQo9HTv+x+gCIfM4koFKJrmaF0EsglQRSnJTsSOIRoBAe4qyiDPhZOMn4jNfaV0je8gKti0hirvycS6AsR+67qzI4W014m/ud1I+ldOAlhYSQxQ5NFXkQNGRhZJkafcIwkjRWBiBN1q4GGkEMkVXIlFYI1/fIsaR3XrLPa6e1JuX6Vx1EEO2APVIAFzkEd3IAGaAIEHsEzeAVv2pP2or1rH5PWgpbPbIM/0D5/ANgVmBY=</latexit>

X 0 = {⇧(g ⇤ x, g ⇤ y)}Solu@on:                                               for random injec@on 
<latexit sha1_base64="YSmkYoaXCWf4TGMdJiTLRGMWcis=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8eI5gHJEmYns8mQ2dllplcISz7BiwdFvPpF3vwbJ8keNLGgoajqprsrSKQw6LrfTmFldW19o7hZ2tre2d0r7x80TZxqxhsslrFuB9RwKRRvoEDJ24nmNAokbwWj26nfeuLaiFg94jjhfkQHSoSCUbTSQ7cueuWKW3VnIMvEy0kFctR75a9uP2ZpxBUySY3peG6CfkY1Cib5pNRNDU8oG9EB71iqaMSNn81OnZATq/RJGGtbCslM/T2R0ciYcRTYzoji0Cx6U/E/r5NieO1nQiUpcsXmi8JUEozJ9G/SF5ozlGNLKNPC3krYkGrK0KZTsiF4iy8vk+ZZ1busXtyfV2o3eRxFOIJjOAUPrqAGd1CHBjAYwDO8wpsjnRfn3fmYtxacfOYQ/sD5/AEiXY23</latexit>

⇧

“Bad” strings                                            are sparse
<latexit sha1_base64="5rQRdSDCB8j0lf5aKX9C2Byd1dE=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWCR1lJKIr6WRTcuK9gHNKVMptN06GQSZyZiiF34K25cKOLW33Dn3zhts9DWAxcO59zLvfe4IaNSWda3kVlYXFpeya7m1tY3NrfM7Z2GDCKBSR0HLBAtF0nCKCd1RRUjrVAQ5LuMNN3h1dhv3hMhacBvVRySjo88TvsUI6Wlrrnn1GjRKz2UvUIpPip7Did30Ct0zbxVsSaA88ROSR6kqHXNL6cX4MgnXGGGpGzbVqg6CRKKYkZGOSeSJER4iDzS1pQjn8hOMrl/BA+10oP9QOjiCk7U3xMJ8qWMfVd3+kgN5Kw3Fv/z2pHqX3QSysNIEY6ni/oRgyqA4zBgjwqCFYs1QVhQfSvEAyQQVjqynA7Bnn15njSOK/ZZ5fTmJF+9TOPIgn1wAIrABuegCq5BDdQBBo/gGbyCN+PJeDHejY9pa8ZIZ3bBHxifPxnolD4=</latexit>

⇧(g ⇤ x, g0 ⇤ y), g 6= g0

Can show bad set hidden using standard quantum 
query complexity techniques

<latexit sha1_base64="kc76R2Y983Ty4TikC4/UucZm8uc=">AAAB83icbVDLSgMxFL1TX7W+qi7dBIvoqsyIr2XRjcsK9gGdoWTSTBuaSYYkI5Shv+HGhSJu/Rl3/o2ZdhbaeiBwOOde7skJE860cd1vp7Syura+Ud6sbG3v7O5V9w/aWqaK0BaRXKpuiDXlTNCWYYbTbqIojkNOO+H4Lvc7T1RpJsWjmSQ0iPFQsIgRbKzk+zE2I4J51p2e9qs1t+7OgJaJV5AaFGj2q1/+QJI0psIQjrXueW5iggwrwwin04qfappgMsZD2rNU4JjqIJtlnqITqwxQJJV9wqCZ+nsjw7HWkzi0k3lGvejl4n9eLzXRTZAxkaSGCjI/FKUcGYnyAtCAKUoMn1iCiWI2KyIjrDAxtqaKLcFb/PIyaZ/Xvav65cNFrXFb1FGGIziGM/DgGhpwD01oAYEEnuEV3pzUeXHenY/5aMkpdg7hD5zPH/sbkak=</latexit>

X 0 does not fit our criteria for group action



Conclusion

This talk: Public key quantum money from abelian group actions, with 
plausible security justification

Also in paper:
• Extension to isogenies over ellip@c curves (REGAs)
• Comparison of various idealized models for group ac@ons
• Cryptanalysis of certain ``knowledge assump@on” on group ac@ons
 à similar to ”knowledge of path” assump2on used in [Liu-Montgomery-Z’23]


