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Traitor Tracing [Chor-Fiat-Naor-Pinkas’94]: 
Identify “traitor” who leaked key

Prosecute Deter piracyRevoke key



Communication 
grows with #(users)



Major Goal in Cryptography: 
Traitor tracing with small ciphertexts, decryption keys

Want successful tracing even if:
• Multiple traitors collude
• Leaked key embedded in obfuscated decoder program



What is known?
Max ( |ctxt| , |decr key| ) Tool

[Chor-Fiat-Naor-Pinkas’94] Generic Enc
[Boneh-Naor’02, Billet-Phan’08, 

Z’20] Generic Enc

Notes:
• Only showing collusion-resistant schemes
• Can sometimes trade-off between parameter sizes
• Sizes ignore polynomial terms in security parameter
• | encr key | also important

<latexit sha1_base64="oijmQlfsDrm++Gm4TLQocfg+4Dc=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BL54kAfOAZAmzk95kzOzsMjMrhJAv8OJBEa9+kjf/xkmyB00saCiquunuChLBtXHdbye3tr6xuZXfLuzs7u0fFA+PmjpOFcMGi0Ws2gHVKLjEhuFGYDtRSKNAYCsY3c781hMqzWP5YMYJ+hEdSB5yRo2V6ve9Ysktu3OQVeJlpAQZar3iV7cfszRCaZigWnc8NzH+hCrDmcBpoZtqTCgb0QF2LJU0Qu1P5odOyZlV+iSMlS1pyFz9PTGhkdbjKLCdETVDvezNxP+8TmrCa3/CZZIalGyxKEwFMTGZfU36XCEzYmwJZYrbWwkbUkWZsdkUbAje8surpHlR9irlSv2yVL3J4sjDCZzCOXhwBVW4gxo0gAHCM7zCm/PovDjvzseiNedkM8fwB87nD6ojjN0=</latexit>

N
<latexit sha1_base64="HhazVuohQCB3k+u97D2pPXaFAHg=">AAAB7nicbVBNSwMxEJ2tX7V+VT16CRbBU92tUj0WvXiSCvYD2rVk02wbms2GJCuUpT/CiwdFvPp7vPlvTNs9aOuDgcd7M8zMCyRn2rjut5NbWV1b38hvFra2d3b3ivsHTR0nitAGiXms2gHWlDNBG4YZTttSURwFnLaC0c3Ubz1RpVksHsxYUj/CA8FCRrCxUuvuMa2cnU96xZJbdmdAy8TLSAky1HvFr24/JklEhSEca93xXGn8FCvDCKeTQjfRVGIywgPasVTgiGo/nZ07QSdW6aMwVraEQTP190SKI63HUWA7I2yGetGbiv95ncSEV37KhEwMFWS+KEw4MjGa/o76TFFi+NgSTBSztyIyxAoTYxMq2BC8xZeXSbNS9qrl6v1FqXadxZGHIziGU/DgEmpwC3VoAIERPMMrvDnSeXHenY95a87JZg7hD5zPH3U6jwM=</latexit>
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What is known?
Max ( |ctxt| , |decr key| ) Tool

[Chor-Fiat-Naor-Pinkas’94] Generic Enc
[Boneh-Naor’02, Billet-Phan’08, 

Z’20] Generic Enc

[Boneh-Sahai-Waters’06] Pairings

[Z’20, Gong-Luo-Wee’23] Pairings

<latexit sha1_base64="8wQ3fE2A0sy1yOHmCkHoClo42Ns=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8xd0g0WPQiyeJYB6QxDA76U2GzM4uM7NCWPIRXjwo4tXv8ebfOEn2oIkFDUVVN91dfiy4Nq777aysrq1vbOa28ts7u3v7hYPDho4SxbDOIhGplk81Ci6xbrgR2IoV0tAX2PRHN1O/+YRK80g+mHGM3ZAOJA84o8ZKzbvH1DsvT3qFoltyZyDLxMtIETLUeoWvTj9iSYjSMEG1bntubLopVYYzgZN8J9EYUzaiA2xbKmmIupvOzp2QU6v0SRApW9KQmfp7IqWh1uPQt50hNUO96E3F/7x2YoKrbsplnBiUbL4oSAQxEZn+TvpcITNibAllittbCRtSRZmxCeVtCN7iy8ukUS55lVLl/qJYvc7iyMExnMAZeHAJVbiFGtSBwQie4RXenNh5cd6dj3nripPNHMEfOJ8/ci6PAQ==</latexit>

N1/2
<latexit sha1_base64="47wUio29M1/1j9hyz48tjODNz6U=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8xV2V6DHoxZNEMA9I1jA76U2GzM4uM7NCWPIRXjwo4tXv8ebfOHkcNLGgoajqprsrSATXxnW/naXlldW19dxGfnNre2e3sLdf13GqGNZYLGLVDKhGwSXWDDcCm4lCGgUCG8HgZuw3nlBpHssHM0zQj2hP8pAzaqzUuHvMvNPzUadQdEvuBGSReDNShBmqncJXuxuzNEJpmKBatzw3MX5GleFM4CjfTjUmlA1oD1uWShqh9rPJuSNybJUuCWNlSxoyUX9PZDTSehgFtjOipq/nvbH4n9dKTXjlZ1wmqUHJpovCVBATk/HvpMsVMiOGllCmuL2VsD5VlBmbUN6G4M2/vEjqZyWvXCrfXxQr17M4cnAIR3ACHlxCBW6hCjVgMIBneIU3J3FenHfnY9q65MxmDuAPnM8fc7OPAg==</latexit>

N1/3

Notes:
• Only showing collusion-resistant schemes
• Can sometimes trade-off between parameter sizes
• Sizes ignore polynomial terms in security parameter
• | encr key | also important

<latexit sha1_base64="oijmQlfsDrm++Gm4TLQocfg+4Dc=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BL54kAfOAZAmzk95kzOzsMjMrhJAv8OJBEa9+kjf/xkmyB00saCiquunuChLBtXHdbye3tr6xuZXfLuzs7u0fFA+PmjpOFcMGi0Ws2gHVKLjEhuFGYDtRSKNAYCsY3c781hMqzWP5YMYJ+hEdSB5yRo2V6ve9Ysktu3OQVeJlpAQZar3iV7cfszRCaZigWnc8NzH+hCrDmcBpoZtqTCgb0QF2LJU0Qu1P5odOyZlV+iSMlS1pyFz9PTGhkdbjKLCdETVDvezNxP+8TmrCa3/CZZIalGyxKEwFMTGZfU36XCEzYmwJZYrbWwkbUkWZsdkUbAje8surpHlR9irlSv2yVL3J4sjDCZzCOXhwBVW4gxo0gAHCM7zCm/PovDjvzseiNedkM8fwB87nD6ojjN0=</latexit>

N
<latexit sha1_base64="HhazVuohQCB3k+u97D2pPXaFAHg=">AAAB7nicbVBNSwMxEJ2tX7V+VT16CRbBU92tUj0WvXiSCvYD2rVk02wbms2GJCuUpT/CiwdFvPp7vPlvTNs9aOuDgcd7M8zMCyRn2rjut5NbWV1b38hvFra2d3b3ivsHTR0nitAGiXms2gHWlDNBG4YZTttSURwFnLaC0c3Ubz1RpVksHsxYUj/CA8FCRrCxUuvuMa2cnU96xZJbdmdAy8TLSAky1HvFr24/JklEhSEca93xXGn8FCvDCKeTQjfRVGIywgPasVTgiGo/nZ07QSdW6aMwVraEQTP190SKI63HUWA7I2yGetGbiv95ncSEV37KhEwMFWS+KEw4MjGa/o76TFFi+NgSTBSztyIyxAoTYxMq2BC8xZeXSbNS9qrl6v1FqXadxZGHIziGU/DgEmpwC3VoAIERPMMrvDnSeXHenY95a87JZg7hD5zPH3U6jwM=</latexit>
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What is known?
Max ( |ctxt| , |decr key| ) Tool

[Chor-Fiat-Naor-Pinkas’94] Generic Enc
[Boneh-Naor’02, Billet-Phan’08, 

Z’20] Generic Enc

[Boneh-Sahai-Waters’06] Pairings

[Z’20, Gong-Luo-Wee’23] Pairings
[Garg-Gentry-Halevi-Raykova-
Sahao-Waters’13, Boneh-Z’14] Obfuscation

[Goyal-Koppula-Waters’18] Lattices

<latexit sha1_base64="8wQ3fE2A0sy1yOHmCkHoClo42Ns=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8xd0g0WPQiyeJYB6QxDA76U2GzM4uM7NCWPIRXjwo4tXv8ebfOEn2oIkFDUVVN91dfiy4Nq777aysrq1vbOa28ts7u3v7hYPDho4SxbDOIhGplk81Ci6xbrgR2IoV0tAX2PRHN1O/+YRK80g+mHGM3ZAOJA84o8ZKzbvH1DsvT3qFoltyZyDLxMtIETLUeoWvTj9iSYjSMEG1bntubLopVYYzgZN8J9EYUzaiA2xbKmmIupvOzp2QU6v0SRApW9KQmfp7IqWh1uPQt50hNUO96E3F/7x2YoKrbsplnBiUbL4oSAQxEZn+TvpcITNibAllittbCRtSRZmxCeVtCN7iy8ukUS55lVLl/qJYvc7iyMExnMAZeHAJVbiFGtSBwQie4RXenNh5cd6dj3nripPNHMEfOJ8/ci6PAQ==</latexit>
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<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1

<latexit sha1_base64="47wUio29M1/1j9hyz48tjODNz6U=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8xV2V6DHoxZNEMA9I1jA76U2GzM4uM7NCWPIRXjwo4tXv8ebfOHkcNLGgoajqprsrSATXxnW/naXlldW19dxGfnNre2e3sLdf13GqGNZYLGLVDKhGwSXWDDcCm4lCGgUCG8HgZuw3nlBpHssHM0zQj2hP8pAzaqzUuHvMvNPzUadQdEvuBGSReDNShBmqncJXuxuzNEJpmKBatzw3MX5GleFM4CjfTjUmlA1oD1uWShqh9rPJuSNybJUuCWNlSxoyUX9PZDTSehgFtjOipq/nvbH4n9dKTXjlZ1wmqUHJpovCVBATk/HvpMsVMiOGllCmuL2VsD5VlBmbUN6G4M2/vEjqZyWvXCrfXxQr17M4cnAIR3ACHlxCBW6hCjVgMIBneIU3J3FenHfnY9q65MxmDuAPnM8fc7OPAg==</latexit>
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<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1
Notes:
• Only showing collusion-resistant schemes
• Can sometimes trade-off between parameter sizes
• Sizes ignore polynomial terms in security parameter
• | encr key | also important

<latexit sha1_base64="oijmQlfsDrm++Gm4TLQocfg+4Dc=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BL54kAfOAZAmzk95kzOzsMjMrhJAv8OJBEa9+kjf/xkmyB00saCiquunuChLBtXHdbye3tr6xuZXfLuzs7u0fFA+PmjpOFcMGi0Ws2gHVKLjEhuFGYDtRSKNAYCsY3c781hMqzWP5YMYJ+hEdSB5yRo2V6ve9Ysktu3OQVeJlpAQZar3iV7cfszRCaZigWnc8NzH+hCrDmcBpoZtqTCgb0QF2LJU0Qu1P5odOyZlV+iSMlS1pyFz9PTGhkdbjKLCdETVDvezNxP+8TmrCa3/CZZIalGyxKEwFMTGZfU36XCEzYmwJZYrbWwkbUkWZsdkUbAje8surpHlR9irlSv2yVL3J4sjDCZzCOXhwBVW4gxo0gAHCM7zCm/PovDjvzseiNedkM8fwB87nD6ojjN0=</latexit>

N
<latexit sha1_base64="HhazVuohQCB3k+u97D2pPXaFAHg=">AAAB7nicbVBNSwMxEJ2tX7V+VT16CRbBU92tUj0WvXiSCvYD2rVk02wbms2GJCuUpT/CiwdFvPp7vPlvTNs9aOuDgcd7M8zMCyRn2rjut5NbWV1b38hvFra2d3b3ivsHTR0nitAGiXms2gHWlDNBG4YZTttSURwFnLaC0c3Ubz1RpVksHsxYUj/CA8FCRrCxUuvuMa2cnU96xZJbdmdAy8TLSAky1HvFr24/JklEhSEca93xXGn8FCvDCKeTQjfRVGIywgPasVTgiGo/nZ07QSdW6aMwVraEQTP190SKI63HUWA7I2yGetGbiv95ncSEV37KhEwMFWS+KEw4MjGa/o76TFFi+NgSTBSztyIyxAoTYxMq2BC8xZeXSbNS9qrl6v1FqXadxZGHIziGU/DgEmpwC3VoAIERPMMrvDnSeXHenY95a87JZg7hD5zPH3U6jwM=</latexit>
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What is known?
Max ( |ctxt| , |decr key| ) Tool

[Chor-Fiat-Naor-Pinkas’94] Generic Enc
[Boneh-Naor’02, Billet-Phan’08, 

Z’20] Generic Enc

[Boneh-Sahai-Waters’06] Pairings

[Z’20, Gong-Luo-Wee’23] Pairings

This work Pairings
[Garg-Gentry-Halevi-Raykova-
Sahao-Waters’13, Boneh-Z’14] Obfuscation

[Goyal-Koppula-Waters’18] Lattices

<latexit sha1_base64="8wQ3fE2A0sy1yOHmCkHoClo42Ns=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8xd0g0WPQiyeJYB6QxDA76U2GzM4uM7NCWPIRXjwo4tXv8ebfOEn2oIkFDUVVN91dfiy4Nq777aysrq1vbOa28ts7u3v7hYPDho4SxbDOIhGplk81Ci6xbrgR2IoV0tAX2PRHN1O/+YRK80g+mHGM3ZAOJA84o8ZKzbvH1DsvT3qFoltyZyDLxMtIETLUeoWvTj9iSYjSMEG1bntubLopVYYzgZN8J9EYUzaiA2xbKmmIupvOzp2QU6v0SRApW9KQmfp7IqWh1uPQt50hNUO96E3F/7x2YoKrbsplnBiUbL4oSAQxEZn+TvpcITNibAllittbCRtSRZmxCeVtCN7iy8ukUS55lVLl/qJYvc7iyMExnMAZeHAJVbiFGtSBwQie4RXenNh5cd6dj3nripPNHMEfOJ8/ci6PAQ==</latexit>
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<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1

<latexit sha1_base64="47wUio29M1/1j9hyz48tjODNz6U=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8xV2V6DHoxZNEMA9I1jA76U2GzM4uM7NCWPIRXjwo4tXv8ebfOHkcNLGgoajqprsrSATXxnW/naXlldW19dxGfnNre2e3sLdf13GqGNZYLGLVDKhGwSXWDDcCm4lCGgUCG8HgZuw3nlBpHssHM0zQj2hP8pAzaqzUuHvMvNPzUadQdEvuBGSReDNShBmqncJXuxuzNEJpmKBatzw3MX5GleFM4CjfTjUmlA1oD1uWShqh9rPJuSNybJUuCWNlSxoyUX9PZDTSehgFtjOipq/nvbH4n9dKTXjlZ1wmqUHJpovCVBATk/HvpMsVMiOGllCmuL2VsD5VlBmbUN6G4M2/vEjqZyWvXCrfXxQr17M4cnAIR3ACHlxCBW6hCjVgMIBneIU3J3FenHfnY9q65MxmDuAPnM8fc7OPAg==</latexit>
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<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1

<latexit sha1_base64="oijmQlfsDrm++Gm4TLQocfg+4Dc=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BL54kAfOAZAmzk95kzOzsMjMrhJAv8OJBEa9+kjf/xkmyB00saCiquunuChLBtXHdbye3tr6xuZXfLuzs7u0fFA+PmjpOFcMGi0Ws2gHVKLjEhuFGYDtRSKNAYCsY3c781hMqzWP5YMYJ+hEdSB5yRo2V6ve9Ysktu3OQVeJlpAQZar3iV7cfszRCaZigWnc8NzH+hCrDmcBpoZtqTCgb0QF2LJU0Qu1P5odOyZlV+iSMlS1pyFz9PTGhkdbjKLCdETVDvezNxP+8TmrCa3/CZZIalGyxKEwFMTGZfU36XCEzYmwJZYrbWwkbUkWZsdkUbAje8surpHlR9irlSv2yVL3J4sjDCZzCOXhwBVW4gxo0gAHCM7zCm/PovDjvzseiNedkM8fwB87nD6ojjN0=</latexit>

N
<latexit sha1_base64="HhazVuohQCB3k+u97D2pPXaFAHg=">AAAB7nicbVBNSwMxEJ2tX7V+VT16CRbBU92tUj0WvXiSCvYD2rVk02wbms2GJCuUpT/CiwdFvPp7vPlvTNs9aOuDgcd7M8zMCyRn2rjut5NbWV1b38hvFra2d3b3ivsHTR0nitAGiXms2gHWlDNBG4YZTttSURwFnLaC0c3Ubz1RpVksHsxYUj/CA8FCRrCxUuvuMa2cnU96xZJbdmdAy8TLSAky1HvFr24/JklEhSEca93xXGn8FCvDCKeTQjfRVGIywgPasVTgiGo/nZ07QSdW6aMwVraEQTP190SKI63HUWA7I2yGetGbiv95ncSEV37KhEwMFWS+KEw4MjGa/o76TFFi+NgSTBSztyIyxAoTYxMq2BC8xZeXSbNS9qrl6v1FqXadxZGHIziGU/DgEmpwC3VoAIERPMMrvDnSeXHenY95a87JZg7hD5zPH3U6jwM=</latexit>
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<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1



So, isn’t traitor tracing solved?

[Micali]

Cryptographers seldom sleep well.



Traitor Tracing Background



The Private Linear Broadcast Approach
Publicly generated “normal” ciphertexts:

<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1
<latexit sha1_base64="2fvfthwg1mRLBhwA3jth0GTm+tU=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaJQY9ELx4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfju7nffkKleSwfzCRBP6JDyUPOqLFSo9IvltyyuwBZJ15GSpCh3i9+9QYxSyOUhgmqdddzE+NPqTKcCZwVeqnGhLIxHWLXUkkj1P50ceiMXFhlQMJY2ZKGLNTfE1MaaT2JAtsZUTPSq95c/M/rpia88adcJqlByZaLwlQQE5P512TAFTIjJpZQpri9lbARVZQZm03BhuCtvrxOWpWyVy1XG1el2m0WRx7O4BwuwYNrqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AH+zjME=</latexit>

2
<latexit sha1_base64="zAYiae0AiBpVJ1FsFEw+B7zCIFA=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHbVoEeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftkrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1K9K1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIE3jMI=</latexit>

3
<latexit sha1_base64="j7wS8F7tKFAwj8Nbw54mK7S7CAI=">AAAB5HicbVBNS8NAEJ3Urxq/qlcvi0XwVBKR6rHoxWMF+wFtKJvtpF272YTdjVBCf4EXD4pXf5M3/43bNgdtfTDweG+GmXlhKrg2nvftlDY2t7Z3yrvu3v7B4VHFPW7rJFMMWywRieqGVKPgEluGG4HdVCGNQ4GdcHI39zvPqDRP5KOZphjEdCR5xBk1Vnq4GlSqXs1bgKwTvyBVKNAcVL76w4RlMUrDBNW653upCXKqDGcCZ24/05hSNqEj7FkqaYw6yBeHzsi5VYYkSpQtachC/T2R01jraRzazpiasV715uJ/Xi8z0U2Qc5lmBiVbLooyQUxC5l+TIVfIjJhaQpni9lbCxlRRZmw2rg3BX315nbQva369Vq82boswynAKZ3ABPlxDA+6hCS1ggPACb/DuPDmvzseyseQUEyfwB87nDxg5i5k=</latexit>

4
<latexit sha1_base64="B7mI6civTK5iDPdCLQnokqvvyww=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNokeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftUrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1C9L1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIQ/jMQ=</latexit>

5
<latexit sha1_base64="v7QdX3wCxKAv8RtX6oCzxuzfHUg=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqVPulsltx5yCrxMtJGXLU+6Wv3iBmaYTSMEG17npuYvyMKsOZwGmxl2pMKBvTIXYtlTRC7WfzQ6fk3CoDEsbKljRkrv6eyGik9SQKbGdEzUgvezPxP6+bmvDGz7hMUoOSLRaFqSAmJrOvyYArZEZMLKFMcXsrYSOqKDM2m6INwVt+eZW0LitetVJtXJVrt3kcBTiFM7gAD66hBvdQhyYwQHiGV3hzHp0X5935WLSuOfnMCfyB8/kDhcOMxQ==</latexit>

6
<latexit sha1_base64="zzrNYPpBWIKHbYwMLxYOn/tndMQ=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNAY9ELx4hkUcCGzI7NDAyO7uZmTUhG77AiweN8eonefNvHGAPClbSSaWqO91dQSy4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS0eJYthkkYhUJ6AaBZfYNNwI7MQKaRgIbAeTu7nffkKleSQfzDRGP6QjyYecUWOlRrVfLLlldwGyTryMlCBDvV/86g0iloQoDRNU667nxsZPqTKcCZwVeonGmLIJHWHXUklD1H66OHRGLqwyIMNI2ZKGLNTfEykNtZ6Gge0MqRnrVW8u/ud1EzO88VMu48SgZMtFw0QQE5H512TAFTIjppZQpri9lbAxVZQZm03BhuCtvrxOWldlr1KuNK5LtdssjjycwTlcggdVqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AIdHjMY=</latexit>

7
secret keys, indexed by user #:

<latexit sha1_base64="oijmQlfsDrm++Gm4TLQocfg+4Dc=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BL54kAfOAZAmzk95kzOzsMjMrhJAv8OJBEa9+kjf/xkmyB00saCiquunuChLBtXHdbye3tr6xuZXfLuzs7u0fFA+PmjpOFcMGi0Ws2gHVKLjEhuFGYDtRSKNAYCsY3c781hMqzWP5YMYJ+hEdSB5yRo2V6ve9Ysktu3OQVeJlpAQZar3iV7cfszRCaZigWnc8NzH+hCrDmcBpoZtqTCgb0QF2LJU0Qu1P5odOyZlV+iSMlS1pyFz9PTGhkdbjKLCdETVDvezNxP+8TmrCa3/CZZIalGyxKEwFMTGZfU36XCEzYmwJZYrbWwkbUkWZsdkUbAje8surpHlR9irlSv2yVL3J4sjDCZzCOXhwBVW4gxo0gAHCM7zCm/PovDjvzseiNedkM8fwB87nD6ojjN0=</latexit>

N

All secret keys decrypt normal ciphertexts

[Boneh-Sahai-Waters’06]



(privately-generated) indexed “tracing” ciphertexts:

<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1
<latexit sha1_base64="2fvfthwg1mRLBhwA3jth0GTm+tU=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaJQY9ELx4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfju7nffkKleSwfzCRBP6JDyUPOqLFSo9IvltyyuwBZJ15GSpCh3i9+9QYxSyOUhgmqdddzE+NPqTKcCZwVeqnGhLIxHWLXUkkj1P50ceiMXFhlQMJY2ZKGLNTfE1MaaT2JAtsZUTPSq95c/M/rpia88adcJqlByZaLwlQQE5P512TAFTIjJpZQpri9lbARVZQZm03BhuCtvrxOWpWyVy1XG1el2m0WRx7O4BwuwYNrqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AH+zjME=</latexit>

2
<latexit sha1_base64="zAYiae0AiBpVJ1FsFEw+B7zCIFA=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHbVoEeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftkrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1K9K1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIE3jMI=</latexit>

3
<latexit sha1_base64="j7wS8F7tKFAwj8Nbw54mK7S7CAI=">AAAB5HicbVBNS8NAEJ3Urxq/qlcvi0XwVBKR6rHoxWMF+wFtKJvtpF272YTdjVBCf4EXD4pXf5M3/43bNgdtfTDweG+GmXlhKrg2nvftlDY2t7Z3yrvu3v7B4VHFPW7rJFMMWywRieqGVKPgEluGG4HdVCGNQ4GdcHI39zvPqDRP5KOZphjEdCR5xBk1Vnq4GlSqXs1bgKwTvyBVKNAcVL76w4RlMUrDBNW653upCXKqDGcCZ24/05hSNqEj7FkqaYw6yBeHzsi5VYYkSpQtachC/T2R01jraRzazpiasV715uJ/Xi8z0U2Qc5lmBiVbLooyQUxC5l+TIVfIjJhaQpni9lbCxlRRZmw2rg3BX315nbQva369Vq82boswynAKZ3ABPlxDA+6hCS1ggPACb/DuPDmvzseyseQUEyfwB87nDxg5i5k=</latexit>

4
<latexit sha1_base64="B7mI6civTK5iDPdCLQnokqvvyww=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNokeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftUrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1C9L1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIQ/jMQ=</latexit>

5
<latexit sha1_base64="v7QdX3wCxKAv8RtX6oCzxuzfHUg=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqVPulsltx5yCrxMtJGXLU+6Wv3iBmaYTSMEG17npuYvyMKsOZwGmxl2pMKBvTIXYtlTRC7WfzQ6fk3CoDEsbKljRkrv6eyGik9SQKbGdEzUgvezPxP6+bmvDGz7hMUoOSLRaFqSAmJrOvyYArZEZMLKFMcXsrYSOqKDM2m6INwVt+eZW0LitetVJtXJVrt3kcBTiFM7gAD66hBvdQhyYwQHiGV3hzHp0X5935WLSuOfnMCfyB8/kDhcOMxQ==</latexit>

6
<latexit sha1_base64="zzrNYPpBWIKHbYwMLxYOn/tndMQ=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNAY9ELx4hkUcCGzI7NDAyO7uZmTUhG77AiweN8eonefNvHGAPClbSSaWqO91dQSy4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS0eJYthkkYhUJ6AaBZfYNNwI7MQKaRgIbAeTu7nffkKleSQfzDRGP6QjyYecUWOlRrVfLLlldwGyTryMlCBDvV/86g0iloQoDRNU667nxsZPqTKcCZwVeonGmLIJHWHXUklD1H66OHRGLqwyIMNI2ZKGLNTfEykNtZ6Gge0MqRnrVW8u/ud1EzO88VMu48SgZMtFw0QQE5H512TAFTIjppZQpri9lbAxVZQZm03BhuCtvrxOWldlr1KuNK5LtdssjjycwTlcggdVqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AIdHjMY=</latexit>

7

<latexit sha1_base64="j7wS8F7tKFAwj8Nbw54mK7S7CAI=">AAAB5HicbVBNS8NAEJ3Urxq/qlcvi0XwVBKR6rHoxWMF+wFtKJvtpF272YTdjVBCf4EXD4pXf5M3/43bNgdtfTDweG+GmXlhKrg2nvftlDY2t7Z3yrvu3v7B4VHFPW7rJFMMWywRieqGVKPgEluGG4HdVCGNQ4GdcHI39zvPqDRP5KOZphjEdCR5xBk1Vnq4GlSqXs1bgKwTvyBVKNAcVL76w4RlMUrDBNW653upCXKqDGcCZ24/05hSNqEj7FkqaYw6yBeHzsi5VYYkSpQtachC/T2R01jraRzazpiasV715uJ/Xi8z0U2Qc5lmBiVbLooyQUxC5l+TIVfIjJhaQpni9lbCxlRRZmw2rg3BX315nbQva369Vq82boswynAKZ3ABPlxDA+6hCS1ggPACb/DuPDmvzseyseQUEyfwB87nDxg5i5k=</latexit>

4

✘ ✘ ✘
Message-hiding:                    decrypts               if and only if 

<latexit sha1_base64="/cnyKmxVdU7M8ID6ozQbNE+/OJU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZq8H6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A0w+M+A==</latexit>

i
<latexit sha1_base64="MeVe00/0c6YGbDnbinzAefhh3JI=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNQY9ELx4hkUcCGzI79MLA7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAXj+7nfekKleSwfzSRBP6IDyUPOqLFSfdQrltyyuwBZJ15GSpCh1it+dfsxSyOUhgmqdcdzE+NPqTKcCZwVuqnGhLIxHWDHUkkj1P50ceiMXFilT8JY2ZKGLNTfE1MaaT2JAtsZUTPUq95c/M/rpCa89adcJqlByZaLwlQQE5P516TPFTIjJpZQpri9lbAhVZQZm03BhuCtvrxOmldlr1Ku1K9L1bssjjycwTlcggc3UIUHqEEDGCA8wyu8OSPnxXl3PpatOSebOYU/cD5/ANSTjPk=</latexit>

j <latexit sha1_base64="yklAUwpj8iAMrf3JJS5dC7cDxEk=">AAAB7nicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rGC/YA2lM120q7dbOLuRiihP8KLB0W8+nu8+W/ctjlo64OBx3szzMwLEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6mfqtJ1Sax/LejBP0IzqQPOSMGiu1eFfgI3nolcpuxZ2BLBMvJ2XIUe+Vvrr9mKURSsME1brjuYnxM6oMZwInxW6qMaFsRAfYsVTSCLWfzc6dkFOr9EkYK1vSkJn6eyKjkdbjKLCdETVDvehNxf+8TmrCKz/jMkkNSjZfFKaCmJhMfyd9rpAZMbaEMsXtrYQNqaLM2ISKNgRv8eVl0jyveNVK9e6iXLvO4yjAMZzAGXhwCTW4hTo0gMEInuEV3pzEeXHenY9564qTzxzBHzifP/2Ej1w=</latexit>

i  j

The Private Linear Broadcast Approach



Two additional requirements

<latexit sha1_base64="MeVe00/0c6YGbDnbinzAefhh3JI=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNQY9ELx4hkUcCGzI79MLA7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAXj+7nfekKleSwfzSRBP6IDyUPOqLFSfdQrltyyuwBZJ15GSpCh1it+dfsxSyOUhgmqdcdzE+NPqTKcCZwVuqnGhLIxHWDHUkkj1P50ceiMXFilT8JY2ZKGLNTfE1MaaT2JAtsZUTPUq95c/M/rpCa89adcJqlByZaLwlQQE5P516TPFTIjJpZQpri9lbAhVZQZm03BhuCtvrxOmldlr1Ku1K9L1bssjjycwTlcggc3UIUHqEEDGCA8wyu8OSPnxXl3PpatOSebOYU/cD5/ANSTjPk=</latexit>

j
<latexit sha1_base64="eqUQO/2RqiB7X+VOT/HHJ1xFG+I=">AAAB8XicbVDLSgNBEJz1GeMr6tHLYBC8GHZFosegF48RzAOTJcxOepMxs7PLTK8YlvyFFw+KePVvvPk3Th4HTSxoKKq66e4KEikMuu63s7S8srq2ntvIb25t7+wW9vbrJk41hxqPZaybATMghYIaCpTQTDSwKJDQCAbXY7/xCNqIWN3hMAE/Yj0lQsEZWun+oY3whNnpyOsUim7JnYAuEm9GimSGaqfw1e7GPI1AIZfMmJbnJuhnTKPgEkb5dmogYXzAetCyVLEIjJ9NLh7RY6t0aRhrWwrpRP09kbHImGEU2M6IYd/Me2PxP6+VYnjpZ0IlKYLi00VhKinGdPw+7QoNHOXQEsa1sLdS3meacbQh5W0I3vzLi6R+VvLKpfLtebFyNYsjRw7JETkhHrkgFXJDqqRGOFHkmbySN8c4L8678zFtXXJmMwfkD5zPH3Q4kMo=</latexit>

j-1Index-hiding:
<latexit sha1_base64="900002As0Qex1vYDvqKAp2gKKeo=">AAAB8HicbVDLSgNBEOyNrxhfUY9eFoPgKeyKRI/BXDxGMA9JljA7mU2GzIuZWTGEfIUXD4p49XO8+TdOkj1oYkFDUdVNd1esGDU2CL693Nr6xuZWfruws7u3f1A8PGoamWpMGlgyqdsxMoRRQRqWWkbaShPEY0Za8ag281uPRBsqxb0dKxJxNBA0oRhZJz10kVJaPvVqvWIpKAdz+KskzEgJMtR7xa9uX+KUE2ExQ8Z0wkDZaIK0pZiRaaGbGqIQHqEB6TgqECcmmswPnvpnTun7idSuhPXn6u+JCeLGjHnsOjmyQ7PszcT/vE5qk+toQoVKLRF4sShJmW+lP/ve71NNsGVjRxDW1N3q4yHSCFuXUcGFEC6/vEqaF+WwUq7cXZaqN1kceTiBUziHEK6gCrdQhwZg4PAMr/Dmae/Fe/c+Fq05L5s5hj/wPn8A3LiQdw==</latexit>⇡C

<latexit sha1_base64="MeVe00/0c6YGbDnbinzAefhh3JI=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNQY9ELx4hkUcCGzI79MLA7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAXj+7nfekKleSwfzSRBP6IDyUPOqLFSfdQrltyyuwBZJ15GSpCh1it+dfsxSyOUhgmqdcdzE+NPqTKcCZwVuqnGhLIxHWDHUkkj1P50ceiMXFilT8JY2ZKGLNTfE1MaaT2JAtsZUTPUq95c/M/rpCa89adcJqlByZaLwlQQE5P516TPFTIjJpZQpri9lbAhVZQZm03BhuCtvrxOmldlr1Ku1K9L1bssjjycwTlcggc3UIUHqEEDGCA8wyu8OSPnxXl3PpatOSebOYU/cD5/ANSTjPk=</latexit>

junless you possess

<latexit sha1_base64="900002As0Qex1vYDvqKAp2gKKeo=">AAAB8HicbVDLSgNBEOyNrxhfUY9eFoPgKeyKRI/BXDxGMA9JljA7mU2GzIuZWTGEfIUXD4p49XO8+TdOkj1oYkFDUdVNd1esGDU2CL693Nr6xuZWfruws7u3f1A8PGoamWpMGlgyqdsxMoRRQRqWWkbaShPEY0Za8ag281uPRBsqxb0dKxJxNBA0oRhZJz10kVJaPvVqvWIpKAdz+KskzEgJMtR7xa9uX+KUE2ExQ8Z0wkDZaIK0pZiRaaGbGqIQHqEB6TgqECcmmswPnvpnTun7idSuhPXn6u+JCeLGjHnsOjmyQ7PszcT/vE5qk+toQoVKLRF4sShJmW+lP/ve71NNsGVjRxDW1N3q4yHSCFuXUcGFEC6/vEqaF+WwUq7cXZaqN1kceTiBUziHEK6gCrdQhwZg4PAMr/Dmae/Fe/c+Fq05L5s5hj/wPn8A3LiQdw==</latexit>⇡CNormal-hiding:
<latexit sha1_base64="oijmQlfsDrm++Gm4TLQocfg+4Dc=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BL54kAfOAZAmzk95kzOzsMjMrhJAv8OJBEa9+kjf/xkmyB00saCiquunuChLBtXHdbye3tr6xuZXfLuzs7u0fFA+PmjpOFcMGi0Ws2gHVKLjEhuFGYDtRSKNAYCsY3c781hMqzWP5YMYJ+hEdSB5yRo2V6ve9Ysktu3OQVeJlpAQZar3iV7cfszRCaZigWnc8NzH+hCrDmcBpoZtqTCgb0QF2LJU0Qu1P5odOyZlV+iSMlS1pyFz9PTGhkdbjKLCdETVDvezNxP+8TmrCa3/CZZIalGyxKEwFMTGZfU36XCEzYmwJZYrbWwkbUkWZsdkUbAje8surpHlR9irlSv2yVL3J4sjDCZzCOXhwBVW4gxo0gAHCM7zCm/PovDjvzseiNedkM8fwB87nD6ojjN0=</latexit>

N

The Private Linear Broadcast Approach

even with all the keys



<latexit sha1_base64="1H+NT0+5DsCC1+f9tG+XIwOGYAE=">AAACBXicbVC7SgNBFL0bXzG+Vi21GAxCbMKuSBRtgjaWEfKC7BJmJ7PJkNkHM7NCWNLY+Cs2ForY+g92/o2TZIuYeC4XDufcy8w9XsyZVJb1Y+RWVtfWN/Kbha3tnd09c/+gKaNEENogEY9E28OSchbShmKK03YsKA48Tlve8G7itx6pkCwK62oUUzfA/ZD5jGClpa55nDrSR3WBCR2XnJv5OrvumkWrbE2BlomdkSJkqHXNb6cXkSSgoSIcS9mxrVi5KRaKEU7HBSeRNMZkiPu0o2mIAyrddHrFGJ1qpYf8SOgOFZqq8xspDqQcBZ6eDLAayEVvIv7ndRLlX7kpC+NE0ZDMHvITjlSEJpGgHhOUKD7SBBPB9F8RGWAdidLBFXQI9uLJy6R5XrYr5crDRbF6m8WRhyM4gRLYcAlVuIcaNIDAE7zAG7wbz8ar8WF8zkZzRrZzCH9gfP0Cl8KWtg==</latexit>

Trace( ) :

Define 

<latexit sha1_base64="MeVe00/0c6YGbDnbinzAefhh3JI=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNQY9ELx4hkUcCGzI79MLA7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAXj+7nfekKleSwfzSRBP6IDyUPOqLFSfdQrltyyuwBZJ15GSpCh1it+dfsxSyOUhgmqdcdzE+NPqTKcCZwVuqnGhLIxHWDHUkkj1P50ceiMXFilT8JY2ZKGLNTfE1MaaT2JAtsZUTPUq95c/M/rpCa89adcJqlByZaLwlQQE5P516TPFTIjJpZQpri9lbAhVZQZm03BhuCtvrxOmldlr1Ku1K9L1bssjjycwTlcggc3UIUHqEEDGCA8wyu8OSPnxXl3PpatOSebOYU/cD5/ANSTjPk=</latexit>

j<latexit sha1_base64="b7A58R//9Or1++1XWlPuGuAKd9k=">AAACIXicbVDJSgNBEO2JW4zbqEcvg0HwFGZEYkCEoBePEcwCmWHo6VSSNj0L3TViGPIrXvwVLx4UyU38GTvLQRNfUfB4r4ruekEiuELb/jJyK6tr6xv5zcLW9s7unrl/0FBxKhnUWSxi2QqoAsEjqCNHAa1EAg0DAc1gcDPxm48gFY+jexwm4IW0F/EuZxS15JuVxH+4cmuy7V4uFMITZh1gcpigGi3anm8W7ZI9hbVMnDkpkjlqvjl2OzFLQ4iQCapU27ET9DIqkTMBo4KbKkgoG9AetDWNaAjKy6YXjqwTrXSsbix1R2hN1d8bGQ2VGoaBngwp9tWiNxH/89opditexqMkRYjY7KFuKiyMrUlcVodLYCiGmlAmuf6rxfpUUoY61IIOwVk8eZk0zkpOuVS+Oy9Wr+dx5MkROSanxCEXpEpuSY3UCSPP5JW8kw/jxXgzPo3xbDRnzHcOyR8Y3z/zcKIp</latexit>

pj = Pr[ decrypts ]

<latexit sha1_base64="6YdooklqTaLbK8PclBBe44+DFzk=">AAACJHicbVDJSgNBEO1xjXEb9ehlMAiewoxIFIIQ9OIxglkgM4SeTk3SpGehu0YchnyMF3/FiwcXPHjxW+wsB018RcHjvSq66/mJ4Apt+8tYWl5ZXVsvbBQ3t7Z3ds29/aaKU8mgwWIRy7ZPFQgeQQM5CmgnEmjoC2j5w+ux37oHqXgc3WGWgBfSfsQDzihqqWtWk67rx3jp1mXHrc4VwgPmPWAyS1CN5m2va5bssj2BtUicGSmRGepd893txSwNIUImqFIdx07Qy6lEzgSMim6qIKFsSPvQ0TSiISgvnxw5so610rOCWOqO0JqovzdyGiqVhb6eDCkO1Lw3Fv/zOikGF17OoyRFiNj0oSAVFsbWODGrxyUwFJkmlEmu/2qxAZWUoc61qENw5k9eJM3TslMpV27PSrWrWRwFckiOyAlxyDmpkRtSJw3CyCN5Jq/kzXgyXowP43M6umTMdg7IHxjfP4Bpo34=</latexit>

p? = Pr[ decrypts ]

The Private Linear Broadcast Approach



<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1

<latexit sha1_base64="+7Y+mbaigftZyW4HrIlyB8Q4C84=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZquP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfKuMvw==</latexit>

0
<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1
<latexit sha1_base64="2fvfthwg1mRLBhwA3jth0GTm+tU=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaJQY9ELx4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfju7nffkKleSwfzCRBP6JDyUPOqLFSo9IvltyyuwBZJ15GSpCh3i9+9QYxSyOUhgmqdddzE+NPqTKcCZwVeqnGhLIxHWLXUkkj1P50ceiMXFhlQMJY2ZKGLNTfE1MaaT2JAtsZUTPSq95c/M/rpia88adcJqlByZaLwlQQE5P512TAFTIjJpZQpri9lbARVZQZm03BhuCtvrxOWpWyVy1XG1el2m0WRx7O4BwuwYNrqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AH+zjME=</latexit>

2
<latexit sha1_base64="zAYiae0AiBpVJ1FsFEw+B7zCIFA=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHbVoEeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftkrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1K9K1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIE3jMI=</latexit>

3
<latexit sha1_base64="j7wS8F7tKFAwj8Nbw54mK7S7CAI=">AAAB5HicbVBNS8NAEJ3Urxq/qlcvi0XwVBKR6rHoxWMF+wFtKJvtpF272YTdjVBCf4EXD4pXf5M3/43bNgdtfTDweG+GmXlhKrg2nvftlDY2t7Z3yrvu3v7B4VHFPW7rJFMMWywRieqGVKPgEluGG4HdVCGNQ4GdcHI39zvPqDRP5KOZphjEdCR5xBk1Vnq4GlSqXs1bgKwTvyBVKNAcVL76w4RlMUrDBNW653upCXKqDGcCZ24/05hSNqEj7FkqaYw6yBeHzsi5VYYkSpQtachC/T2R01jraRzazpiasV715uJ/Xi8z0U2Qc5lmBiVbLooyQUxC5l+TIVfIjJhaQpni9lbCxlRRZmw2rg3BX315nbQva369Vq82boswynAKZ3ABPlxDA+6hCS1ggPACb/DuPDmvzseyseQUEyfwB87nDxg5i5k=</latexit>

4
<latexit sha1_base64="B7mI6civTK5iDPdCLQnokqvvyww=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNokeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftUrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1C9L1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIQ/jMQ=</latexit>

5
<latexit sha1_base64="v7QdX3wCxKAv8RtX6oCzxuzfHUg=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqVPulsltx5yCrxMtJGXLU+6Wv3iBmaYTSMEG17npuYvyMKsOZwGmxl2pMKBvTIXYtlTRC7WfzQ6fk3CoDEsbKljRkrv6eyGik9SQKbGdEzUgvezPxP6+bmvDGz7hMUoOSLRaFqSAmJrOvyYArZEZMLKFMcXsrYSOqKDM2m6INwVt+eZW0LitetVJtXJVrt3kcBTiFM7gAD66hBvdQhyYwQHiGV3hzHp0X5935WLSuOfnMCfyB8/kDhcOMxQ==</latexit>

6
<latexit sha1_base64="zzrNYPpBWIKHbYwMLxYOn/tndMQ=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNAY9ELx4hkUcCGzI7NDAyO7uZmTUhG77AiweN8eonefNvHGAPClbSSaWqO91dQSy4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS0eJYthkkYhUJ6AaBZfYNNwI7MQKaRgIbAeTu7nffkKleSQfzDRGP6QjyYecUWOlRrVfLLlldwGyTryMlCBDvV/86g0iloQoDRNU667nxsZPqTKcCZwVeonGmLIJHWHXUklD1H66OHRGLqwyIMNI2ZKGLNTfEykNtZ6Gge0MqRnrVW8u/ud1EzO88VMu48SgZMtFw0QQE5H512TAFTIjppZQpri9lbAxVZQZm03BhuCtvrxOWldlr1KuNK5LtdssjjycwTlcggdVqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AIdHjMY=</latexit>

7
<latexit sha1_base64="k9kwca9YgVuWuKTWii71In3SeAM=">AAAB63icbVDLSgNBEJyNrxhfUY9eBoPgKeyKRI9BLx4jmAckS5idzCZD5rHM9AphyS948aCIV3/Im3/jbLIHjRY0FFXddHdFieAWfP/LK62tb2xulbcrO7t7+wfVw6OO1amhrE210KYXEcsEV6wNHATrJYYRGQnWjaa3ud99ZMZyrR5glrBQkrHiMacEcmkQaRhWa37dXwD/JUFBaqhAa1j9HIw0TSVTQAWxth/4CYQZMcCpYPPKILUsIXRKxqzvqCKS2TBb3DrHZ04Z4VgbVwrwQv05kRFp7UxGrlMSmNhVLxf/8/opxNdhxlWSAlN0uShOBQaN88fxiBtGQcwcIdRwdyumE2IIBRdPxYUQrL78l3Qu6kGj3ri/rDVvijjK6ASdonMUoCvURHeohdqIogl6Qi/o1ZPes/fmvS9bS14xc4x+wfv4Bh0Vjk4=</latexit>?

The Private Linear Broadcast Approach

<latexit sha1_base64="POTEcBaz9AlZ2ybX8k7JtjlJC5Y=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LBbBU0mKVI9FLx4r2A9IQ9lsN+3SzW7YnQgl5Gd48aCIV3+NN/+N2zYHbX0w8Hhvhpl5YSK4Adf9dkobm1vbO+Xdyt7+weFR9fika1SqKetQJZTuh8QwwSXrAAfB+olmJA4F64XTu7nfe2LacCUfYZawICZjySNOCVjJH0Sa0MzLs0Y+rNbcursAXideQWqoQHtY/RqMFE1jJoEKYozvuQkEGdHAqWB5ZZAalhA6JWPmWypJzEyQLU7O8YVVRjhS2pYEvFB/T2QkNmYWh7YzJjAxq95c/M/zU4hugozLJAUm6XJRlAoMCs//xyOuGQUxs4RQze2tmE6ITQFsShUbgrf68jrpNupes958uKq1bos4yugMnaNL5KFr1EL3qI06iCKFntErenPAeXHenY9la8kpZk7RHzifPzzSkT4=</latexit>

1

2

For single-bit messages, can guess with 
probability ½. This is baseline



<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1

<latexit sha1_base64="+7Y+mbaigftZyW4HrIlyB8Q4C84=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZquP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfKuMvw==</latexit>

0
<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1
<latexit sha1_base64="2fvfthwg1mRLBhwA3jth0GTm+tU=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaJQY9ELx4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfju7nffkKleSwfzCRBP6JDyUPOqLFSo9IvltyyuwBZJ15GSpCh3i9+9QYxSyOUhgmqdddzE+NPqTKcCZwVeqnGhLIxHWLXUkkj1P50ceiMXFhlQMJY2ZKGLNTfE1MaaT2JAtsZUTPSq95c/M/rpia88adcJqlByZaLwlQQE5P512TAFTIjJpZQpri9lbARVZQZm03BhuCtvrxOWpWyVy1XG1el2m0WRx7O4BwuwYNrqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AH+zjME=</latexit>

2
<latexit sha1_base64="zAYiae0AiBpVJ1FsFEw+B7zCIFA=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHbVoEeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftkrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1K9K1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIE3jMI=</latexit>

3
<latexit sha1_base64="j7wS8F7tKFAwj8Nbw54mK7S7CAI=">AAAB5HicbVBNS8NAEJ3Urxq/qlcvi0XwVBKR6rHoxWMF+wFtKJvtpF272YTdjVBCf4EXD4pXf5M3/43bNgdtfTDweG+GmXlhKrg2nvftlDY2t7Z3yrvu3v7B4VHFPW7rJFMMWywRieqGVKPgEluGG4HdVCGNQ4GdcHI39zvPqDRP5KOZphjEdCR5xBk1Vnq4GlSqXs1bgKwTvyBVKNAcVL76w4RlMUrDBNW653upCXKqDGcCZ24/05hSNqEj7FkqaYw6yBeHzsi5VYYkSpQtachC/T2R01jraRzazpiasV715uJ/Xi8z0U2Qc5lmBiVbLooyQUxC5l+TIVfIjJhaQpni9lbCxlRRZmw2rg3BX315nbQva369Vq82boswynAKZ3ABPlxDA+6hCS1ggPACb/DuPDmvzseyseQUEyfwB87nDxg5i5k=</latexit>

4
<latexit sha1_base64="B7mI6civTK5iDPdCLQnokqvvyww=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNokeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftUrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1C9L1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIQ/jMQ=</latexit>

5
<latexit sha1_base64="v7QdX3wCxKAv8RtX6oCzxuzfHUg=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqVPulsltx5yCrxMtJGXLU+6Wv3iBmaYTSMEG17npuYvyMKsOZwGmxl2pMKBvTIXYtlTRC7WfzQ6fk3CoDEsbKljRkrv6eyGik9SQKbGdEzUgvezPxP6+bmvDGz7hMUoOSLRaFqSAmJrOvyYArZEZMLKFMcXsrYSOqKDM2m6INwVt+eZW0LitetVJtXJVrt3kcBTiFM7gAD66hBvdQhyYwQHiGV3hzHp0X5935WLSuOfnMCfyB8/kDhcOMxQ==</latexit>

6
<latexit sha1_base64="zzrNYPpBWIKHbYwMLxYOn/tndMQ=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNAY9ELx4hkUcCGzI7NDAyO7uZmTUhG77AiweN8eonefNvHGAPClbSSaWqO91dQSy4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS0eJYthkkYhUJ6AaBZfYNNwI7MQKaRgIbAeTu7nffkKleSQfzDRGP6QjyYecUWOlRrVfLLlldwGyTryMlCBDvV/86g0iloQoDRNU667nxsZPqTKcCZwVeonGmLIJHWHXUklD1H66OHRGLqwyIMNI2ZKGLNTfEykNtZ6Gge0MqRnrVW8u/ud1EzO88VMu48SgZMtFw0QQE5H512TAFTIjppZQpri9lbAxVZQZm03BhuCtvrxOWldlr1KuNK5LtdssjjycwTlcggdVqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AIdHjMY=</latexit>

7
<latexit sha1_base64="k9kwca9YgVuWuKTWii71In3SeAM=">AAAB63icbVDLSgNBEJyNrxhfUY9eBoPgKeyKRI9BLx4jmAckS5idzCZD5rHM9AphyS948aCIV3/Im3/jbLIHjRY0FFXddHdFieAWfP/LK62tb2xulbcrO7t7+wfVw6OO1amhrE210KYXEcsEV6wNHATrJYYRGQnWjaa3ud99ZMZyrR5glrBQkrHiMacEcmkQaRhWa37dXwD/JUFBaqhAa1j9HIw0TSVTQAWxth/4CYQZMcCpYPPKILUsIXRKxqzvqCKS2TBb3DrHZ04Z4VgbVwrwQv05kRFp7UxGrlMSmNhVLxf/8/opxNdhxlWSAlN0uShOBQaN88fxiBtGQcwcIdRwdyumE2IIBRdPxYUQrL78l3Qu6kGj3ri/rDVvijjK6ASdonMUoCvURHeohdqIogl6Qi/o1ZPes/fmvS9bS14xc4x+wfv4Bh0Vjk4=</latexit>?

The Private Linear Broadcast Approach

<latexit sha1_base64="POTEcBaz9AlZ2ybX8k7JtjlJC5Y=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LBbBU0mKVI9FLx4r2A9IQ9lsN+3SzW7YnQgl5Gd48aCIV3+NN/+N2zYHbX0w8Hhvhpl5YSK4Adf9dkobm1vbO+Xdyt7+weFR9fika1SqKetQJZTuh8QwwSXrAAfB+olmJA4F64XTu7nfe2LacCUfYZawICZjySNOCVjJH0Sa0MzLs0Y+rNbcursAXideQWqoQHtY/RqMFE1jJoEKYozvuQkEGdHAqWB5ZZAalhA6JWPmWypJzEyQLU7O8YVVRjhS2pYEvFB/T2QkNmYWh7YzJjAxq95c/M/zU4hugozLJAUm6XJRlAoMCs//xyOuGQUxs4RQze2tmE6ITQFsShUbgrf68jrpNupes958uKq1bos4yugMnaNL5KFr1EL3qI06iCKFntErenPAeXHenY9la8kpZk7RHzifPzzSkT4=</latexit>

1

2

Message-hiding security means 
<latexit sha1_base64="1APyIxuAijjt/jXQ/ysOeKr0T9g=">AAAB9XicbVBNTwIxEJ3FL8Qv1KOXRmLiCXeJQY9ELx4xkY8EVtItXWjobpu2q5IN/8OLB43x6n/x5r+xwB4UfMkkL+/NZGZeIDnTxnW/ndzK6tr6Rn6zsLW9s7tX3D9oapEoQhtEcKHaAdaUs5g2DDOctqWiOAo4bQWj66nfeqBKMxHfmbGkfoQHMQsZwcZK97LndrGUSjwh76zSK5bcsjsDWiZeRkqQod4rfnX7giQRjQ3hWOuO50rjp1gZRjidFLqJphKTER7QjqUxjqj209nVE3RilT4KhbIVGzRTf0+kONJ6HAW2M8JmqBe9qfif10lMeOmnLJaJoTGZLwoTjoxA0whQnylKDB9bgoli9lZEhlhhYmxQBRuCt/jyMmlWyl61XL09L9WusjjycATHcAoeXEANbqAODSCg4Ble4c15dF6cd+dj3ppzsplD+APn8wdDK5G4</latexit>

p0 ⇡ 1/2



<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1

<latexit sha1_base64="+7Y+mbaigftZyW4HrIlyB8Q4C84=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZquP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfKuMvw==</latexit>

0
<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1
<latexit sha1_base64="2fvfthwg1mRLBhwA3jth0GTm+tU=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaJQY9ELx4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfju7nffkKleSwfzCRBP6JDyUPOqLFSo9IvltyyuwBZJ15GSpCh3i9+9QYxSyOUhgmqdddzE+NPqTKcCZwVeqnGhLIxHWLXUkkj1P50ceiMXFhlQMJY2ZKGLNTfE1MaaT2JAtsZUTPSq95c/M/rpia88adcJqlByZaLwlQQE5P512TAFTIjJpZQpri9lbARVZQZm03BhuCtvrxOWpWyVy1XG1el2m0WRx7O4BwuwYNrqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AH+zjME=</latexit>

2
<latexit sha1_base64="zAYiae0AiBpVJ1FsFEw+B7zCIFA=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHbVoEeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftkrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1K9K1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIE3jMI=</latexit>

3
<latexit sha1_base64="j7wS8F7tKFAwj8Nbw54mK7S7CAI=">AAAB5HicbVBNS8NAEJ3Urxq/qlcvi0XwVBKR6rHoxWMF+wFtKJvtpF272YTdjVBCf4EXD4pXf5M3/43bNgdtfTDweG+GmXlhKrg2nvftlDY2t7Z3yrvu3v7B4VHFPW7rJFMMWywRieqGVKPgEluGG4HdVCGNQ4GdcHI39zvPqDRP5KOZphjEdCR5xBk1Vnq4GlSqXs1bgKwTvyBVKNAcVL76w4RlMUrDBNW653upCXKqDGcCZ24/05hSNqEj7FkqaYw6yBeHzsi5VYYkSpQtachC/T2R01jraRzazpiasV715uJ/Xi8z0U2Qc5lmBiVbLooyQUxC5l+TIVfIjJhaQpni9lbCxlRRZmw2rg3BX315nbQva369Vq82boswynAKZ3ABPlxDA+6hCS1ggPACb/DuPDmvzseyseQUEyfwB87nDxg5i5k=</latexit>

4
<latexit sha1_base64="B7mI6civTK5iDPdCLQnokqvvyww=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNokeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftUrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1C9L1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIQ/jMQ=</latexit>

5
<latexit sha1_base64="v7QdX3wCxKAv8RtX6oCzxuzfHUg=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqVPulsltx5yCrxMtJGXLU+6Wv3iBmaYTSMEG17npuYvyMKsOZwGmxl2pMKBvTIXYtlTRC7WfzQ6fk3CoDEsbKljRkrv6eyGik9SQKbGdEzUgvezPxP6+bmvDGz7hMUoOSLRaFqSAmJrOvyYArZEZMLKFMcXsrYSOqKDM2m6INwVt+eZW0LitetVJtXJVrt3kcBTiFM7gAD66hBvdQhyYwQHiGV3hzHp0X5935WLSuOfnMCfyB8/kDhcOMxQ==</latexit>

6
<latexit sha1_base64="zzrNYPpBWIKHbYwMLxYOn/tndMQ=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNAY9ELx4hkUcCGzI7NDAyO7uZmTUhG77AiweN8eonefNvHGAPClbSSaWqO91dQSy4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS0eJYthkkYhUJ6AaBZfYNNwI7MQKaRgIbAeTu7nffkKleSQfzDRGP6QjyYecUWOlRrVfLLlldwGyTryMlCBDvV/86g0iloQoDRNU667nxsZPqTKcCZwVeonGmLIJHWHXUklD1H66OHRGLqwyIMNI2ZKGLNTfEykNtZ6Gge0MqRnrVW8u/ud1EzO88VMu48SgZMtFw0QQE5H512TAFTIjppZQpri9lbAxVZQZm03BhuCtvrxOWldlr1KuNK5LtdssjjycwTlcggdVqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AIdHjMY=</latexit>

7
<latexit sha1_base64="k9kwca9YgVuWuKTWii71In3SeAM=">AAAB63icbVDLSgNBEJyNrxhfUY9eBoPgKeyKRI9BLx4jmAckS5idzCZD5rHM9AphyS948aCIV3/Im3/jbLIHjRY0FFXddHdFieAWfP/LK62tb2xulbcrO7t7+wfVw6OO1amhrE210KYXEcsEV6wNHATrJYYRGQnWjaa3ud99ZMZyrR5glrBQkrHiMacEcmkQaRhWa37dXwD/JUFBaqhAa1j9HIw0TSVTQAWxth/4CYQZMcCpYPPKILUsIXRKxqzvqCKS2TBb3DrHZ04Z4VgbVwrwQv05kRFp7UxGrlMSmNhVLxf/8/opxNdhxlWSAlN0uShOBQaN88fxiBtGQcwcIdRwdyumE2IIBRdPxYUQrL78l3Qu6kGj3ri/rDVvijjK6ASdonMUoCvURHeohdqIogl6Qi/o1ZPes/fmvS9bS14xc4x+wfv4Bh0Vjk4=</latexit>?

The Private Linear Broadcast Approach

<latexit sha1_base64="POTEcBaz9AlZ2ybX8k7JtjlJC5Y=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LBbBU0mKVI9FLx4r2A9IQ9lsN+3SzW7YnQgl5Gd48aCIV3+NN/+N2zYHbX0w8Hhvhpl5YSK4Adf9dkobm1vbO+Xdyt7+weFR9fika1SqKetQJZTuh8QwwSXrAAfB+olmJA4F64XTu7nfe2LacCUfYZawICZjySNOCVjJH0Sa0MzLs0Y+rNbcursAXideQWqoQHtY/RqMFE1jJoEKYozvuQkEGdHAqWB5ZZAalhA6JWPmWypJzEyQLU7O8YVVRjhS2pYEvFB/T2QkNmYWh7YzJjAxq95c/M/zU4hugozLJAUm6XJRlAoMCs//xyOuGQUxs4RQze2tmE6ITQFsShUbgrf68jrpNupes958uKq1bos4yugMnaNL5KFr1EL3qI06iCKFntErenPAeXHenY9la8kpZk7RHzifPzzSkT4=</latexit>

1

2

Correctness of decoder. Should be able to 
trace if         is inverse poly better than  <latexit sha1_base64="PiymV3HMVqyV1snTNk1iogyMN00=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69BIvgqSQi1WPRi8cK9gPaUDbbTbt2sxt2J0IJ/Q9ePCji1f/jzX/jts1BWx8MPN6bYWZemAhu0PO+ncLa+sbmVnG7tLO7t39QPjxqGZVqyppUCaU7ITFMcMmayFGwTqIZiUPB2uH4dua3n5g2XMkHnCQsiMlQ8ohTglZqJf1eqLBfrnhVbw53lfg5qUCORr/81RsomsZMIhXEmK7vJRhkRCOngk1LvdSwhNAxGbKupZLEzATZ/Nqpe2aVgRspbUuiO1d/T2QkNmYSh7YzJjgyy95M/M/rphhdBxmXSYpM0sWiKBUuKnf2ujvgmlEUE0sI1dze6tIR0YSiDahkQ/CXX14lrYuqX6vW7i8r9Zs8jiKcwCmcgw9XUIc7aEATKDzCM7zCm6OcF+fd+Vi0Fpx85hj+wPn8AaRijzE=</latexit>p?

<latexit sha1_base64="bbjfk8bD0qkr7ZB8z1Zz5dtZgaA=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxhLvEoEeiF48Y5ZHAhswOvTBhdnYzM2tCCJ/gxYPGePWLvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR7cxvPaHSPJaPZpygH9GB5CFn1Fjpwbuo9Iolt+zOQVaJl5ESZKj3il/dfszSCKVhgmrd8dzE+BOqDGcCp4VuqjGhbEQH2LFU0gi1P5mfOiVnVumTMFa2pCFz9ffEhEZaj6PAdkbUDPWyNxP/8zqpCa/9CZdJalCyxaIwFcTEZPY36XOFzIixJZQpbm8lbEgVZcamU7AheMsvr5JmpexVy9X7y1LtJosjDydwCufgwRXU4A7q0AAGA3iGV3hzhPPivDsfi9ack80cwx84nz9bnY01</latexit>
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<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1

<latexit sha1_base64="+7Y+mbaigftZyW4HrIlyB8Q4C84=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZquP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfKuMvw==</latexit>

0
<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1
<latexit sha1_base64="2fvfthwg1mRLBhwA3jth0GTm+tU=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaJQY9ELx4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfju7nffkKleSwfzCRBP6JDyUPOqLFSo9IvltyyuwBZJ15GSpCh3i9+9QYxSyOUhgmqdddzE+NPqTKcCZwVeqnGhLIxHWLXUkkj1P50ceiMXFhlQMJY2ZKGLNTfE1MaaT2JAtsZUTPSq95c/M/rpia88adcJqlByZaLwlQQE5P512TAFTIjJpZQpri9lbARVZQZm03BhuCtvrxOWpWyVy1XG1el2m0WRx7O4BwuwYNrqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AH+zjME=</latexit>

2
<latexit sha1_base64="zAYiae0AiBpVJ1FsFEw+B7zCIFA=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHbVoEeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftkrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1K9K1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIE3jMI=</latexit>

3
<latexit sha1_base64="j7wS8F7tKFAwj8Nbw54mK7S7CAI=">AAAB5HicbVBNS8NAEJ3Urxq/qlcvi0XwVBKR6rHoxWMF+wFtKJvtpF272YTdjVBCf4EXD4pXf5M3/43bNgdtfTDweG+GmXlhKrg2nvftlDY2t7Z3yrvu3v7B4VHFPW7rJFMMWywRieqGVKPgEluGG4HdVCGNQ4GdcHI39zvPqDRP5KOZphjEdCR5xBk1Vnq4GlSqXs1bgKwTvyBVKNAcVL76w4RlMUrDBNW653upCXKqDGcCZ24/05hSNqEj7FkqaYw6yBeHzsi5VYYkSpQtachC/T2R01jraRzazpiasV715uJ/Xi8z0U2Qc5lmBiVbLooyQUxC5l+TIVfIjJhaQpni9lbCxlRRZmw2rg3BX315nbQva369Vq82boswynAKZ3ABPlxDA+6hCS1ggPACb/DuPDmvzseyseQUEyfwB87nDxg5i5k=</latexit>

4
<latexit sha1_base64="B7mI6civTK5iDPdCLQnokqvvyww=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNokeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftUrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1C9L1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIQ/jMQ=</latexit>

5
<latexit sha1_base64="v7QdX3wCxKAv8RtX6oCzxuzfHUg=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqVPulsltx5yCrxMtJGXLU+6Wv3iBmaYTSMEG17npuYvyMKsOZwGmxl2pMKBvTIXYtlTRC7WfzQ6fk3CoDEsbKljRkrv6eyGik9SQKbGdEzUgvezPxP6+bmvDGz7hMUoOSLRaFqSAmJrOvyYArZEZMLKFMcXsrYSOqKDM2m6INwVt+eZW0LitetVJtXJVrt3kcBTiFM7gAD66hBvdQhyYwQHiGV3hzHp0X5935WLSuOfnMCfyB8/kDhcOMxQ==</latexit>

6
<latexit sha1_base64="zzrNYPpBWIKHbYwMLxYOn/tndMQ=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNAY9ELx4hkUcCGzI7NDAyO7uZmTUhG77AiweN8eonefNvHGAPClbSSaWqO91dQSy4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS0eJYthkkYhUJ6AaBZfYNNwI7MQKaRgIbAeTu7nffkKleSQfzDRGP6QjyYecUWOlRrVfLLlldwGyTryMlCBDvV/86g0iloQoDRNU667nxsZPqTKcCZwVeonGmLIJHWHXUklD1H66OHRGLqwyIMNI2ZKGLNTfEykNtZ6Gge0MqRnrVW8u/ud1EzO88VMu48SgZMtFw0QQE5H512TAFTIjppZQpri9lbAxVZQZm03BhuCtvrxOWldlr1KuNK5LtdssjjycwTlcggdVqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AIdHjMY=</latexit>

7
<latexit sha1_base64="k9kwca9YgVuWuKTWii71In3SeAM=">AAAB63icbVDLSgNBEJyNrxhfUY9eBoPgKeyKRI9BLx4jmAckS5idzCZD5rHM9AphyS948aCIV3/Im3/jbLIHjRY0FFXddHdFieAWfP/LK62tb2xulbcrO7t7+wfVw6OO1amhrE210KYXEcsEV6wNHATrJYYRGQnWjaa3ud99ZMZyrR5glrBQkrHiMacEcmkQaRhWa37dXwD/JUFBaqhAa1j9HIw0TSVTQAWxth/4CYQZMcCpYPPKILUsIXRKxqzvqCKS2TBb3DrHZ04Z4VgbVwrwQv05kRFp7UxGrlMSmNhVLxf/8/opxNdhxlWSAlN0uShOBQaN88fxiBtGQcwcIdRwdyumE2IIBRdPxYUQrL78l3Qu6kGj3ri/rDVvijjK6ASdonMUoCvURHeohdqIogl6Qi/o1ZPes/fmvS9bS14xc4x+wfv4Bh0Vjk4=</latexit>?

Normal-hiding security means 
<latexit sha1_base64="wFyw+x4aMrxyOoJAiqm2NggmIJ0=">AAAB+nicbVDLSgMxFM3UV62vqS7dBIvgqsyIVJdFN66kgn1AOwyZNNOGZpKQZNQy9lPcuFDErV/izr8xbWehrQcuHM65l3vviSSj2njet1NYWV1b3yhulra2d3b33PJ+S4tUYdLEggnViZAmjHLSNNQw0pGKoCRipB2NrqZ++54oTQW/M2NJggQNOI0pRsZKoVuW4U0PSanEI5RhLxImdCte1ZsBLhM/JxWQoxG6X72+wGlCuMEMad31PWmCDClDMSOTUi/VRCI8QgPStZSjhOggm50+gcdW6cNYKFvcwJn6eyJDidbjJLKdCTJDvehNxf+8bmriiyCjXKaGcDxfFKcMGgGnOcA+VQQbNrYEYUXtrRAPkULY2LRKNgR/8eVl0jqt+rVq7fasUr/M4yiCQ3AEToAPzkEdXIMGaAIMHsAzeAVvzpPz4rw7H/PWgpPPHIA/cD5/AD+PlAM=</latexit>pN ⇡ p?

The Private Linear Broadcast Approach

<latexit sha1_base64="POTEcBaz9AlZ2ybX8k7JtjlJC5Y=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LBbBU0mKVI9FLx4r2A9IQ9lsN+3SzW7YnQgl5Gd48aCIV3+NN/+N2zYHbX0w8Hhvhpl5YSK4Adf9dkobm1vbO+Xdyt7+weFR9fika1SqKetQJZTuh8QwwSXrAAfB+olmJA4F64XTu7nfe2LacCUfYZawICZjySNOCVjJH0Sa0MzLs0Y+rNbcursAXideQWqoQHtY/RqMFE1jJoEKYozvuQkEGdHAqWB5ZZAalhA6JWPmWypJzEyQLU7O8YVVRjhS2pYEvFB/T2QkNmYWh7YzJjAxq95c/M/zU4hugozLJAUm6XJRlAoMCs//xyOuGQUxs4RQze2tmE6ITQFsShUbgrf68jrpNupes958uKq1bos4yugMnaNL5KFr1EL3qI06iCKFntErenPAeXHenY9la8kpZk7RHzifPzzSkT4=</latexit>

1

2



<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1

<latexit sha1_base64="+7Y+mbaigftZyW4HrIlyB8Q4C84=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZquP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfKuMvw==</latexit>

0
<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1
<latexit sha1_base64="2fvfthwg1mRLBhwA3jth0GTm+tU=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaJQY9ELx4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfju7nffkKleSwfzCRBP6JDyUPOqLFSo9IvltyyuwBZJ15GSpCh3i9+9QYxSyOUhgmqdddzE+NPqTKcCZwVeqnGhLIxHWLXUkkj1P50ceiMXFhlQMJY2ZKGLNTfE1MaaT2JAtsZUTPSq95c/M/rpia88adcJqlByZaLwlQQE5P512TAFTIjJpZQpri9lbARVZQZm03BhuCtvrxOWpWyVy1XG1el2m0WRx7O4BwuwYNrqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AH+zjME=</latexit>

2
<latexit sha1_base64="zAYiae0AiBpVJ1FsFEw+B7zCIFA=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHbVoEeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftkrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1K9K1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIE3jMI=</latexit>

3
<latexit sha1_base64="j7wS8F7tKFAwj8Nbw54mK7S7CAI=">AAAB5HicbVBNS8NAEJ3Urxq/qlcvi0XwVBKR6rHoxWMF+wFtKJvtpF272YTdjVBCf4EXD4pXf5M3/43bNgdtfTDweG+GmXlhKrg2nvftlDY2t7Z3yrvu3v7B4VHFPW7rJFMMWywRieqGVKPgEluGG4HdVCGNQ4GdcHI39zvPqDRP5KOZphjEdCR5xBk1Vnq4GlSqXs1bgKwTvyBVKNAcVL76w4RlMUrDBNW653upCXKqDGcCZ24/05hSNqEj7FkqaYw6yBeHzsi5VYYkSpQtachC/T2R01jraRzazpiasV715uJ/Xi8z0U2Qc5lmBiVbLooyQUxC5l+TIVfIjJhaQpni9lbCxlRRZmw2rg3BX315nbQva369Vq82boswynAKZ3ABPlxDA+6hCS1ggPACb/DuPDmvzseyseQUEyfwB87nDxg5i5k=</latexit>

4
<latexit sha1_base64="B7mI6civTK5iDPdCLQnokqvvyww=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNokeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftUrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1C9L1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIQ/jMQ=</latexit>

5
<latexit sha1_base64="v7QdX3wCxKAv8RtX6oCzxuzfHUg=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqVPulsltx5yCrxMtJGXLU+6Wv3iBmaYTSMEG17npuYvyMKsOZwGmxl2pMKBvTIXYtlTRC7WfzQ6fk3CoDEsbKljRkrv6eyGik9SQKbGdEzUgvezPxP6+bmvDGz7hMUoOSLRaFqSAmJrOvyYArZEZMLKFMcXsrYSOqKDM2m6INwVt+eZW0LitetVJtXJVrt3kcBTiFM7gAD66hBvdQhyYwQHiGV3hzHp0X5935WLSuOfnMCfyB8/kDhcOMxQ==</latexit>

6
<latexit sha1_base64="zzrNYPpBWIKHbYwMLxYOn/tndMQ=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNAY9ELx4hkUcCGzI7NDAyO7uZmTUhG77AiweN8eonefNvHGAPClbSSaWqO91dQSy4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS0eJYthkkYhUJ6AaBZfYNNwI7MQKaRgIbAeTu7nffkKleSQfzDRGP6QjyYecUWOlRrVfLLlldwGyTryMlCBDvV/86g0iloQoDRNU667nxsZPqTKcCZwVeonGmLIJHWHXUklD1H66OHRGLqwyIMNI2ZKGLNTfEykNtZ6Gge0MqRnrVW8u/ud1EzO88VMu48SgZMtFw0QQE5H512TAFTIjppZQpri9lbAxVZQZm03BhuCtvrxOWldlr1KuNK5LtdssjjycwTlcggdVqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AIdHjMY=</latexit>

7
<latexit sha1_base64="k9kwca9YgVuWuKTWii71In3SeAM=">AAAB63icbVDLSgNBEJyNrxhfUY9eBoPgKeyKRI9BLx4jmAckS5idzCZD5rHM9AphyS948aCIV3/Im3/jbLIHjRY0FFXddHdFieAWfP/LK62tb2xulbcrO7t7+wfVw6OO1amhrE210KYXEcsEV6wNHATrJYYRGQnWjaa3ud99ZMZyrR5glrBQkrHiMacEcmkQaRhWa37dXwD/JUFBaqhAa1j9HIw0TSVTQAWxth/4CYQZMcCpYPPKILUsIXRKxqzvqCKS2TBb3DrHZ04Z4VgbVwrwQv05kRFp7UxGrlMSmNhVLxf/8/opxNdhxlWSAlN0uShOBQaN88fxiBtGQcwcIdRwdyumE2IIBRdPxYUQrL78l3Qu6kGj3ri/rDVvijjK6ASdonMUoCvURHeohdqIogl6Qi/o1ZPes/fmvS9bS14xc4x+wfv4Bh0Vjk4=</latexit>?

Index-hiding security means                      for honest users <latexit sha1_base64="6PcSYIEfJLGi53/MDGY0qNsMjk4=">AAAB+3icbVDLSgMxFM34rPU11qWbYBHcWGZEqsuiG5cV7APaYcikmTY0k4QkIy3D/IobF4q49Ufc+Tem7Sy09cCFwzn3cu89kWRUG8/7dtbWNza3tks75d29/YND96jS1iJVmLSwYEJ1I6QJo5y0DDWMdKUiKIkY6UTju5nfeSJKU8EfzVSSIEFDTmOKkbFS6FZkSPtISiUmUIYZvfDz0K16NW8OuEr8glRBgWbofvUHAqcJ4QYzpHXP96QJMqQMxYzk5X6qiUR4jIakZylHCdFBNr89h2dWGcBYKFvcwLn6eyJDidbTJLKdCTIjvezNxP+8XmrimyCjXKaGcLxYFKcMGgFnQcABVQQbNrUEYUXtrRCPkELY2LjKNgR/+eVV0r6s+fVa/eGq2rgt4iiBE3AKzoEPrkED3IMmaAEMJuAZvII3J3denHfnY9G65hQzx+APnM8fwxiURg==</latexit>pi ⇡ pi�1

The Private Linear Broadcast Approach

<latexit sha1_base64="POTEcBaz9AlZ2ybX8k7JtjlJC5Y=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LBbBU0mKVI9FLx4r2A9IQ9lsN+3SzW7YnQgl5Gd48aCIV3+NN/+N2zYHbX0w8Hhvhpl5YSK4Adf9dkobm1vbO+Xdyt7+weFR9fika1SqKetQJZTuh8QwwSXrAAfB+olmJA4F64XTu7nfe2LacCUfYZawICZjySNOCVjJH0Sa0MzLs0Y+rNbcursAXideQWqoQHtY/RqMFE1jJoEKYozvuQkEGdHAqWB5ZZAalhA6JWPmWypJzEyQLU7O8YVVRjhS2pYEvFB/T2QkNmYWh7YzJjAxq95c/M/zU4hugozLJAUm6XJRlAoMCs//xyOuGQUxs4RQze2tmE6ITQFsShUbgrf68jrpNupes958uKq1bos4yugMnaNL5KFr1EL3qI06iCKFntErenPAeXHenY9la8kpZk7RHzifPzzSkT4=</latexit>

1

2



<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1

<latexit sha1_base64="+7Y+mbaigftZyW4HrIlyB8Q4C84=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZquP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfKuMvw==</latexit>

0
<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1
<latexit sha1_base64="2fvfthwg1mRLBhwA3jth0GTm+tU=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaJQY9ELx4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfju7nffkKleSwfzCRBP6JDyUPOqLFSo9IvltyyuwBZJ15GSpCh3i9+9QYxSyOUhgmqdddzE+NPqTKcCZwVeqnGhLIxHWLXUkkj1P50ceiMXFhlQMJY2ZKGLNTfE1MaaT2JAtsZUTPSq95c/M/rpia88adcJqlByZaLwlQQE5P512TAFTIjJpZQpri9lbARVZQZm03BhuCtvrxOWpWyVy1XG1el2m0WRx7O4BwuwYNrqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AH+zjME=</latexit>

2
<latexit sha1_base64="zAYiae0AiBpVJ1FsFEw+B7zCIFA=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHbVoEeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftkrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1K9K1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIE3jMI=</latexit>

3
<latexit sha1_base64="j7wS8F7tKFAwj8Nbw54mK7S7CAI=">AAAB5HicbVBNS8NAEJ3Urxq/qlcvi0XwVBKR6rHoxWMF+wFtKJvtpF272YTdjVBCf4EXD4pXf5M3/43bNgdtfTDweG+GmXlhKrg2nvftlDY2t7Z3yrvu3v7B4VHFPW7rJFMMWywRieqGVKPgEluGG4HdVCGNQ4GdcHI39zvPqDRP5KOZphjEdCR5xBk1Vnq4GlSqXs1bgKwTvyBVKNAcVL76w4RlMUrDBNW653upCXKqDGcCZ24/05hSNqEj7FkqaYw6yBeHzsi5VYYkSpQtachC/T2R01jraRzazpiasV715uJ/Xi8z0U2Qc5lmBiVbLooyQUxC5l+TIVfIjJhaQpni9lbCxlRRZmw2rg3BX315nbQva369Vq82boswynAKZ3ABPlxDA+6hCS1ggPACb/DuPDmvzseyseQUEyfwB87nDxg5i5k=</latexit>

4
<latexit sha1_base64="B7mI6civTK5iDPdCLQnokqvvyww=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNokeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftUrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1C9L1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIQ/jMQ=</latexit>

5
<latexit sha1_base64="v7QdX3wCxKAv8RtX6oCzxuzfHUg=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqVPulsltx5yCrxMtJGXLU+6Wv3iBmaYTSMEG17npuYvyMKsOZwGmxl2pMKBvTIXYtlTRC7WfzQ6fk3CoDEsbKljRkrv6eyGik9SQKbGdEzUgvezPxP6+bmvDGz7hMUoOSLRaFqSAmJrOvyYArZEZMLKFMcXsrYSOqKDM2m6INwVt+eZW0LitetVJtXJVrt3kcBTiFM7gAD66hBvdQhyYwQHiGV3hzHp0X5935WLSuOfnMCfyB8/kDhcOMxQ==</latexit>

6
<latexit sha1_base64="zzrNYPpBWIKHbYwMLxYOn/tndMQ=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNAY9ELx4hkUcCGzI7NDAyO7uZmTUhG77AiweN8eonefNvHGAPClbSSaWqO91dQSy4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS0eJYthkkYhUJ6AaBZfYNNwI7MQKaRgIbAeTu7nffkKleSQfzDRGP6QjyYecUWOlRrVfLLlldwGyTryMlCBDvV/86g0iloQoDRNU667nxsZPqTKcCZwVeonGmLIJHWHXUklD1H66OHRGLqwyIMNI2ZKGLNTfEykNtZ6Gge0MqRnrVW8u/ud1EzO88VMu48SgZMtFw0QQE5H512TAFTIjppZQpri9lbAxVZQZm03BhuCtvrxOWldlr1KuNK5LtdssjjycwTlcggdVqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AIdHjMY=</latexit>

7
<latexit sha1_base64="k9kwca9YgVuWuKTWii71In3SeAM=">AAAB63icbVDLSgNBEJyNrxhfUY9eBoPgKeyKRI9BLx4jmAckS5idzCZD5rHM9AphyS948aCIV3/Im3/jbLIHjRY0FFXddHdFieAWfP/LK62tb2xulbcrO7t7+wfVw6OO1amhrE210KYXEcsEV6wNHATrJYYRGQnWjaa3ud99ZMZyrR5glrBQkrHiMacEcmkQaRhWa37dXwD/JUFBaqhAa1j9HIw0TSVTQAWxth/4CYQZMcCpYPPKILUsIXRKxqzvqCKS2TBb3DrHZ04Z4VgbVwrwQv05kRFp7UxGrlMSmNhVLxf/8/opxNdhxlWSAlN0uShOBQaN88fxiBtGQcwcIdRwdyumE2IIBRdPxYUQrL78l3Qu6kGj3ri/rDVvijjK6ASdonMUoCvURHeohdqIogl6Qi/o1ZPes/fmvS9bS14xc4x+wfv4Bh0Vjk4=</latexit>?

Thus, there must exist at least one jump, 
and that jump must occur at a traitor. 
Note: not all traitors must have jumps

The Private Linear Broadcast Approach

<latexit sha1_base64="POTEcBaz9AlZ2ybX8k7JtjlJC5Y=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LBbBU0mKVI9FLx4r2A9IQ9lsN+3SzW7YnQgl5Gd48aCIV3+NN/+N2zYHbX0w8Hhvhpl5YSK4Adf9dkobm1vbO+Xdyt7+weFR9fika1SqKetQJZTuh8QwwSXrAAfB+olmJA4F64XTu7nfe2LacCUfYZawICZjySNOCVjJH0Sa0MzLs0Y+rNbcursAXideQWqoQHtY/RqMFE1jJoEKYozvuQkEGdHAqWB5ZZAalhA6JWPmWypJzEyQLU7O8YVVRjhS2pYEvFB/T2QkNmYWh7YzJjAxq95c/M/zU4hugozLJAUm6XJRlAoMCs//xyOuGQUxs4RQze2tmE6ITQFsShUbgrf68jrpNupes958uKq1bos4yugMnaNL5KFr1EL3qI06iCKFntErenPAeXHenY9la8kpZk7RHzifPzzSkT4=</latexit>

1

2



Formalizing Security: 1-Ctxt Security is Insufficient

<latexit sha1_base64="UWFNxOR7kP94mysIRL0FuQ76w68=">AAAB9HicbVDLSgNBEJyNrxhfUY9eBoPgQcKuSPQY9OIxgnlAdgmzk95kyOzDmd5AWPIdXjwo4tWP8ebfOEn2oIkFDUVVN91dfiKFRtv+tgpr6xubW8Xt0s7u3v5B+fCopeNUcWjyWMaq4zMNUkTQRIESOokCFvoS2v7obua3x6C0iKNHnCTghWwQiUBwhkbyfHcAqN3MvnDcaa9csav2HHSVODmpkByNXvnL7cc8DSFCLpnWXcdO0MuYQsElTEtuqiFhfMQG0DU0YiFoL5sfPaVnRunTIFamIqRz9fdExkKtJ6FvOkOGQ73szcT/vG6KwY2XiShJESK+WBSkkmJMZwnQvlDAUU4MYVwJcyvlQ6YYR5NTyYTgLL+8SlqXVadWrT1cVeq3eRxFckJOyTlxyDWpk3vSIE3CyRN5Jq/kzRpbL9a79bFoLVj5zDH5A+vzByTTkbU=</latexit>

b {0, 1}

<latexit sha1_base64="giX4jazC00QEvlGE4BNHI9hZ9xE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqBP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwByHOM8Q==</latexit>

b
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<latexit sha1_base64="qP+IPgff2WjhXhakhQx5+qbbBxs=">AAAB6XicbVDLSgNBEOyNrxhfUY9eBoPgQcKuSPQY9OIxinlAEsLspDcZMzu7zMwKYckfePGgiFf/yJt/4yTZgyYWNBRV3XR3+bHg2rjut5NbWV1b38hvFra2d3b3ivsHDR0limGdRSJSLZ9qFFxi3XAjsBUrpKEvsOmPbqZ+8wmV5pF8MOMYuyEdSB5wRo2V7h/PesWSW3ZnIMvEy0gJMtR6xa9OP2JJiNIwQbVue25suilVhjOBk0In0RhTNqIDbFsqaYi6m84unZATq/RJEClb0pCZ+nsipaHW49C3nSE1Q73oTcX/vHZigqtuymWcGJRsvihIBDERmb5N+lwhM2JsCWWK21sJG1JFmbHhFGwI3uLLy6RxXvYq5crdRal6ncWRhyM4hlPw4BKqcAs1qAODAJ7hFd6ckfPivDsf89ack80cwh84nz88oI0v</latexit>

j,

<latexit sha1_base64="/cnyKmxVdU7M8ID6ozQbNE+/OJU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZq8H6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A0w+M+A==</latexit>

i

<latexit sha1_base64="/cnyKmxVdU7M8ID6ozQbNE+/OJU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZq8H6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A0w+M+A==</latexit>

i

<latexit sha1_base64="PDqK1KetMblD2+hSWRHvnO2HNaA=">AAAB8XicbVDLSgNBEJz1GeMr6tHLYBC8GHZFosegF48RzAOTJcxOepMxs7PLTK8YlvyFFw+KePVvvPk3Th4HTSxoKKq66e4KEikMuu63s7S8srq2ntvIb25t7+wW9vbrJk41hxqPZaybATMghYIaCpTQTDSwKJDQCAbXY7/xCNqIWN3hMAE/Yj0lQsEZWun+oY3whNnpKOgUim7JnYAuEm9GimSGaqfw1e7GPI1AIZfMmJbnJuhnTKPgEkb5dmogYXzAetCyVLEIjJ9NLh7RY6t0aRhrWwrpRP09kbHImGEU2M6IYd/Me2PxP6+VYnjpZ0IlKYLi00VhKinGdPw+7QoNHOXQEsa1sLdS3meacbQh5W0I3vzLi6R+VvLKpfLtebFyNYsjRw7JETkhHrkgFXJDqqRGOFHkmbySN8c4L8678zFtXXJmMwfkD5zPH758kPs=</latexit>

j-b

Constraints:
• For any secret key query, 

<latexit sha1_base64="F+zn9vO4DUUZVcM0Ef9lUX/zTfM=">AAAB7nicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rGC/YA2lM120q7dbOLuRiihP8KLB0W8+nu8+W/ctjlo64OBx3szzMwLEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6mfqtJ1Sax/LejBP0IzqQPOSMGiu1eFfiI3nolcpuxZ2BLBMvJ2XIUe+Vvrr9mKURSsME1brjuYnxM6oMZwInxW6qMaFsRAfYsVTSCLWfzc6dkFOr9EkYK1vSkJn6eyKjkdbjKLCdETVDvehNxf+8TmrCKz/jMkkNSjZfFKaCmJhMfyd9rpAZMbaEMsXtrYQNqaLM2ISKNgRv8eVl0jyveNVK9e6iXLvO4yjAMZzAGXhwCTW4hTo0gMEInuEV3pzEeXHenY9564qTzxzBHzifPwCjj14=</latexit>

i 6= j

[Goyal-Koppula-Waters’18] 



<latexit sha1_base64="MeVe00/0c6YGbDnbinzAefhh3JI=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNQY9ELx4hkUcCGzI79MLA7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAXj+7nfekKleSwfzSRBP6IDyUPOqLFSfdQrltyyuwBZJ15GSpCh1it+dfsxSyOUhgmqdcdzE+NPqTKcCZwVuqnGhLIxHWDHUkkj1P50ceiMXFilT8JY2ZKGLNTfE1MaaT2JAtsZUTPUq95c/M/rpCa89adcJqlByZaLwlQQE5P516TPFTIjJpZQpri9lbAhVZQZm03BhuCtvrxOmldlr1Ku1K9L1bssjjycwTlcggc3UIUHqEEDGCA8wyu8OSPnxXl3PpatOSebOYU/cD5/ANSTjPk=</latexit>

j
<latexit sha1_base64="eqUQO/2RqiB7X+VOT/HHJ1xFG+I=">AAAB8XicbVDLSgNBEJz1GeMr6tHLYBC8GHZFosegF48RzAOTJcxOepMxs7PLTK8YlvyFFw+KePVvvPk3Th4HTSxoKKq66e4KEikMuu63s7S8srq2ntvIb25t7+wW9vbrJk41hxqPZaybATMghYIaCpTQTDSwKJDQCAbXY7/xCNqIWN3hMAE/Yj0lQsEZWun+oY3whNnpyOsUim7JnYAuEm9GimSGaqfw1e7GPI1AIZfMmJbnJuhnTKPgEkb5dmogYXzAetCyVLEIjJ9NLh7RY6t0aRhrWwrpRP09kbHImGEU2M6IYd/Me2PxP6+VYnjpZ0IlKYLi00VhKinGdPw+7QoNHOXQEsa1sLdS3meacbQh5W0I3vzLi6R+VvLKpfLtebFyNYsjRw7JETkhHrkgFXJDqqRGOFHkmbySN8c4L8678zFtXXJmMwfkD5zPH3Q4kMo=</latexit>

j-1

<latexit sha1_base64="MeVe00/0c6YGbDnbinzAefhh3JI=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNQY9ELx4hkUcCGzI79MLA7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAXj+7nfekKleSwfzSRBP6IDyUPOqLFSfdQrltyyuwBZJ15GSpCh1it+dfsxSyOUhgmqdcdzE+NPqTKcCZwVuqnGhLIxHWDHUkkj1P50ceiMXFilT8JY2ZKGLNTfE1MaaT2JAtsZUTPUq95c/M/rpCa89adcJqlByZaLwlQQE5P516TPFTIjJpZQpri9lbAhVZQZm03BhuCtvrxOmldlr1Ku1K9L1bssjjycwTlcggc3UIUHqEEDGCA8wyu8OSPnxXl3PpatOSebOYU/cD5/ANSTjPk=</latexit>

j
<latexit sha1_base64="eqUQO/2RqiB7X+VOT/HHJ1xFG+I=">AAAB8XicbVDLSgNBEJz1GeMr6tHLYBC8GHZFosegF48RzAOTJcxOepMxs7PLTK8YlvyFFw+KePVvvPk3Th4HTSxoKKq66e4KEikMuu63s7S8srq2ntvIb25t7+wW9vbrJk41hxqPZaybATMghYIaCpTQTDSwKJDQCAbXY7/xCNqIWN3hMAE/Yj0lQsEZWun+oY3whNnpyOsUim7JnYAuEm9GimSGaqfw1e7GPI1AIZfMmJbnJuhnTKPgEkb5dmogYXzAetCyVLEIjJ9NLh7RY6t0aRhrWwrpRP09kbHImGEU2M6IYd/Me2PxP6+VYnjpZ0IlKYLi00VhKinGdPw+7QoNHOXQEsa1sLdS3meacbQh5W0I3vzLi6R+VvLKpfLtebFyNYsjRw7JETkhHrkgFXJDqqRGOFHkmbySN8c4L8678zFtXXJmMwfkD5zPH3Q4kMo=</latexit>

j-1

<latexit sha1_base64="MeVe00/0c6YGbDnbinzAefhh3JI=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNQY9ELx4hkUcCGzI79MLA7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAXj+7nfekKleSwfzSRBP6IDyUPOqLFSfdQrltyyuwBZJ15GSpCh1it+dfsxSyOUhgmqdcdzE+NPqTKcCZwVuqnGhLIxHWDHUkkj1P50ceiMXFilT8JY2ZKGLNTfE1MaaT2JAtsZUTPUq95c/M/rpCa89adcJqlByZaLwlQQE5P516TPFTIjJpZQpri9lbAhVZQZm03BhuCtvrxOmldlr1Ku1K9L1bssjjycwTlcggc3UIUHqEEDGCA8wyu8OSPnxXl3PpatOSebOYU/cD5/ANSTjPk=</latexit>

j
<latexit sha1_base64="eqUQO/2RqiB7X+VOT/HHJ1xFG+I=">AAAB8XicbVDLSgNBEJz1GeMr6tHLYBC8GHZFosegF48RzAOTJcxOepMxs7PLTK8YlvyFFw+KePVvvPk3Th4HTSxoKKq66e4KEikMuu63s7S8srq2ntvIb25t7+wW9vbrJk41hxqPZaybATMghYIaCpTQTDSwKJDQCAbXY7/xCNqIWN3hMAE/Yj0lQsEZWun+oY3whNnpyOsUim7JnYAuEm9GimSGaqfw1e7GPI1AIZfMmJbnJuhnTKPgEkb5dmogYXzAetCyVLEIjJ9NLh7RY6t0aRhrWwrpRP09kbHImGEU2M6IYd/Me2PxP6+VYnjpZ0IlKYLi00VhKinGdPw+7QoNHOXQEsa1sLdS3meacbQh5W0I3vzLi6R+VvLKpfLtebFyNYsjRw7JETkhHrkgFXJDqqRGOFHkmbySN8c4L8678zFtXXJmMwfkD5zPH3Q4kMo=</latexit>

j-1

Not contradicted 
by 1-ctxt security!!!

Formalizing Security: 1-Ctxt Security is Insufficient
[Goyal-Koppula-Waters’18] 



Formalizing Security: 2-ctxt security is Sufficient

<latexit sha1_base64="UWFNxOR7kP94mysIRL0FuQ76w68=">AAAB9HicbVDLSgNBEJyNrxhfUY9eBoPgQcKuSPQY9OIxgnlAdgmzk95kyOzDmd5AWPIdXjwo4tWP8ebfOEn2oIkFDUVVN91dfiKFRtv+tgpr6xubW8Xt0s7u3v5B+fCopeNUcWjyWMaq4zMNUkTQRIESOokCFvoS2v7obua3x6C0iKNHnCTghWwQiUBwhkbyfHcAqN3MvnDcaa9csav2HHSVODmpkByNXvnL7cc8DSFCLpnWXcdO0MuYQsElTEtuqiFhfMQG0DU0YiFoL5sfPaVnRunTIFamIqRz9fdExkKtJ6FvOkOGQ73szcT/vG6KwY2XiShJESK+WBSkkmJMZwnQvlDAUU4MYVwJcyvlQ6YYR5NTyYTgLL+8SlqXVadWrT1cVeq3eRxFckJOyTlxyDWpk3vSIE3CyRN5Jq/kzRpbL9a79bFoLVj5zDH5A+vzByTTkbU=</latexit>

b {0, 1}

<latexit sha1_base64="giX4jazC00QEvlGE4BNHI9hZ9xE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqBP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwByHOM8Q==</latexit>

b

Se
cr

et
 k

ey
 q

ue
rie

s
Ci

ph
er

te
xt

 q
ue

rie
s

<latexit sha1_base64="/cnyKmxVdU7M8ID6ozQbNE+/OJU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZq8H6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A0w+M+A==</latexit>

i

<latexit sha1_base64="/cnyKmxVdU7M8ID6ozQbNE+/OJU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZq8H6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A0w+M+A==</latexit>

i

<latexit sha1_base64="0dO9vT8545Xsdo9p1IDEMIPDn4Y=">AAAB73icbVBNS8NAEJ3Ur1q/qh69LBbBQymJSPVY9OKxgv2ANoTNdtNuu9nE3Y1QQv+EFw+KePXvePPfuE1z0NYHA4/3ZpiZ58ecKW3b31ZhbX1jc6u4XdrZ3ds/KB8etVWUSEJbJOKR7PpYUc4EbWmmOe3GkuLQ57TjT27nfueJSsUi8aCnMXVDPBQsYARrI3XHnl0de07VK1fsmp0BrRInJxXI0fTKX/1BRJKQCk04Vqrn2LF2Uyw1I5zOSv1E0RiTCR7SnqECh1S5aXbvDJ0ZZYCCSJoSGmXq74kUh0pNQ990hliP1LI3F//zeokOrt2UiTjRVJDFoiDhSEdo/jwaMEmJ5lNDMJHM3IrICEtMtImoZEJwll9eJe2LmlOv1e8vK42bPI4inMApnIMDV9CAO2hCCwhweIZXeLMerRfr3fpYtBasfOYY/sD6/AG5Jo8g</latexit>

j0, j1,

<latexit sha1_base64="V1rvDYmrwBflXsW6x2uzHQ83u9k=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rGi/YA2lM12067dbMLuRCihP8GLB0W8+ou8+W/ctjlo64OBx3szzMwLEikMuu63s7K6tr6xWdgqbu/s7u2XDg6bJk414w0Wy1i3A2q4FIo3UKDk7URzGgWSt4LRzdRvPXFtRKwecJxwP6IDJULBKFrp/rEX9Eplt+LOQJaJl5My5Kj3Sl/dfszSiCtkkhrT8dwE/YxqFEzySbGbGp5QNqID3rFU0YgbP5udOiGnVumTMNa2FJKZ+nsio5Ex4yiwnRHFoVn0puJ/XifF8MrPhEpS5IrNF4WpJBiT6d+kLzRnKMeWUKaFvZWwIdWUoU2naEPwFl9eJs3ziletVO8uyrXrPI4CHMMJnIEHl1CDW6hDAxgM4Ble4c2Rzovz7nzMW1ecfOYI/sD5/AFEMo3O</latexit>

jb

Constraints:
• For any pair of queries,
• At most 2 ciphertext queries 

<latexit sha1_base64="MdeDMFIlwJ/9GcTyFUdUZQVmtxA=">AAAB+nicbVBNS8NAEN3Ur1q/Uj16WSxCD1ISkeqx6MVjBfsBbQib7abddrMJuxOl1P4ULx4U8eov8ea/cdvmoK0PBh7vzTAzL0gE1+A431ZubX1jcyu/XdjZ3ds/sIuHTR2nirIGjUWs2gHRTHDJGsBBsHaiGIkCwVrB6Gbmtx6Y0jyW9zBOmBeRvuQhpwSM5NtF3pUxcInLQ985G/qu59slp+LMgVeJm5ESylD37a9uL6ZpxCRQQbTuuE4C3oQo4FSwaaGbapYQOiJ91jFUkohpbzI/fYpPjdLDYaxMScBz9ffEhERaj6PAdEYEBnrZm4n/eZ0UwitvwmWSApN0sShMBYYYz3LAPa4YBTE2hFDFza2YDogiFExaBROCu/zyKmmeV9xqpXp3UapdZ3Hk0TE6QWXkoktUQ7eojhqIokf0jF7Rm/VkvVjv1seiNWdlM0foD6zPH80ekxE=</latexit>

i /2 (j0, j1]

[Goyal-Koppula-Waters’18] 



Formalizing Security: 2-ctxt security is Sufficient

2 ctxts squares 

advantage

2 ctxts squares 

advantage

<latexit sha1_base64="MeVe00/0c6YGbDnbinzAefhh3JI=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNQY9ELx4hkUcCGzI79MLA7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAXj+7nfekKleSwfzSRBP6IDyUPOqLFSfdQrltyyuwBZJ15GSpCh1it+dfsxSyOUhgmqdcdzE+NPqTKcCZwVuqnGhLIxHWDHUkkj1P50ceiMXFilT8JY2ZKGLNTfE1MaaT2JAtsZUTPUq95c/M/rpCa89adcJqlByZaLwlQQE5P516TPFTIjJpZQpri9lbAhVZQZm03BhuCtvrxOmldlr1Ku1K9L1bssjjycwTlcggc3UIUHqEEDGCA8wyu8OSPnxXl3PpatOSebOYU/cD5/ANSTjPk=</latexit>

j
<latexit sha1_base64="eqUQO/2RqiB7X+VOT/HHJ1xFG+I=">AAAB8XicbVDLSgNBEJz1GeMr6tHLYBC8GHZFosegF48RzAOTJcxOepMxs7PLTK8YlvyFFw+KePVvvPk3Th4HTSxoKKq66e4KEikMuu63s7S8srq2ntvIb25t7+wW9vbrJk41hxqPZaybATMghYIaCpTQTDSwKJDQCAbXY7/xCNqIWN3hMAE/Yj0lQsEZWun+oY3whNnpyOsUim7JnYAuEm9GimSGaqfw1e7GPI1AIZfMmJbnJuhnTKPgEkb5dmogYXzAetCyVLEIjJ9NLh7RY6t0aRhrWwrpRP09kbHImGEU2M6IYd/Me2PxP6+VYnjpZ0IlKYLi00VhKinGdPw+7QoNHOXQEsa1sLdS3meacbQh5W0I3vzLi6R+VvLKpfLtebFyNYsjRw7JETkhHrkgFXJDqqRGOFHkmbySN8c4L8678zFtXXJmMwfkD5zPH3Q4kMo=</latexit>

j-1

<latexit sha1_base64="MeVe00/0c6YGbDnbinzAefhh3JI=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNQY9ELx4hkUcCGzI79MLA7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAXj+7nfekKleSwfzSRBP6IDyUPOqLFSfdQrltyyuwBZJ15GSpCh1it+dfsxSyOUhgmqdcdzE+NPqTKcCZwVuqnGhLIxHWDHUkkj1P50ceiMXFilT8JY2ZKGLNTfE1MaaT2JAtsZUTPUq95c/M/rpCa89adcJqlByZaLwlQQE5P516TPFTIjJpZQpri9lbAhVZQZm03BhuCtvrxOmldlr1Ku1K9L1bssjjycwTlcggc3UIUHqEEDGCA8wyu8OSPnxXl3PpatOSebOYU/cD5/ANSTjPk=</latexit>

j
<latexit sha1_base64="eqUQO/2RqiB7X+VOT/HHJ1xFG+I=">AAAB8XicbVDLSgNBEJz1GeMr6tHLYBC8GHZFosegF48RzAOTJcxOepMxs7PLTK8YlvyFFw+KePVvvPk3Th4HTSxoKKq66e4KEikMuu63s7S8srq2ntvIb25t7+wW9vbrJk41hxqPZaybATMghYIaCpTQTDSwKJDQCAbXY7/xCNqIWN3hMAE/Yj0lQsEZWun+oY3whNnpyOsUim7JnYAuEm9GimSGaqfw1e7GPI1AIZfMmJbnJuhnTKPgEkb5dmogYXzAetCyVLEIjJ9NLh7RY6t0aRhrWwrpRP09kbHImGEU2M6IYd/Me2PxP6+VYnjpZ0IlKYLi00VhKinGdPw+7QoNHOXQEsa1sLdS3meacbQh5W0I3vzLi6R+VvLKpfLtebFyNYsjRw7JETkhHrkgFXJDqqRGOFHkmbySN8c4L8678zFtXXJmMwfkD5zPH3Q4kMo=</latexit>

j-1

<latexit sha1_base64="F6KlziYQZmsVxlQgDNZcNeAUhP0=">AAACBHicbVC7SgNBFJ2Nrxhfq5ZpBoNgFXeDRMugjZ0RzAOyS5idzG6GzD6YuSuGJYWNv2JjoYitH2Hn3zhJttDEAwOHc+7lzjleIrgCy/o2Ciura+sbxc3S1vbO7p65f9BWcSopa9FYxLLrEcUEj1gLOAjWTSQjoSdYxxtdTf3OPZOKx9EdjBPmhiSIuM8pAS31zbLTlD0H2ANkNykkKeCJ5zpBgO3TWt+sWFVrBrxM7JxUUI5m3/xyBjFNQxYBFUSpnm0l4GZEAqeCTUpOqlhC6IgErKdpREKm3GwWYoKPtTLAfiz1iwDP1N8bGQmVGoeengwJDNWiNxX/83op+BduxiMdjkV0fshPBYYYTxvBAy4ZBTHWhFDJ9V8xHRJJKOjeSroEezHyMmnXqna9Wr89qzQu8zqKqIyO0Amy0TlqoGvURC1E0SN6Rq/ozXgyXox342M+WjDynUP0B8bnD+8ul6I=</latexit>

Pr[Output b] � 1/2

[Goyal-Koppula-Waters’18] 



Theorem [Goyal-Koppula-Waters’18]: 

2-ctxt index-hiding
2-ctxt normal-hiding

Message-less PLBE w/

2-ctxt message-hiding

Plain PLBE w/

<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+ ABE for circuits

2-ctxt index-hiding
2-ctxt normal-hiding

Theorem [Boneh-Sahai-Waters’06, Goyal-Koppula-Waters’18]: 

2-ctxt message-hiding
2-ctxt index-hiding
2-ctxt normal-hiding

<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+
<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+
Traitor tracing

empty

Decryption just indicates        or ✘✓

From lattices [Gorbunov-Vaikuntanathan-Wee’13]



Theorem [Boneh-Sahai-Waters’06, Goyal-Koppula-Waters’18]: 

2-ctxt message-hiding
2-ctxt index-hiding
2-ctxt normal-hiding

<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+
<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+
Traitor tracing

Theorem [Goyal-Koppula-Waters’18]: 

-ctxt index-hiding
-ctxt normal-hiding

Message-less PLBE w/

-ctxt message-hiding

Plain PLBE w/

<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+ ABE which handles 
PLBE decryption

<latexit sha1_base64="Aqaf4kZZ4oZw9yMa1yfljHA69HY=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rGi/YA2lM120i7dbOLuRiihP8GLB0W8+ou8+W/ctjlo64OBx3szzMwLEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6mfqtJ1Sax/LBjBP0IzqQPOSMGivdP/bcXqnsVtwZyDLxclKGHPVe6avbj1kaoTRMUK07npsYP6PKcCZwUuymGhPKRnSAHUsljVD72ezUCTm1Sp+EsbIlDZmpvycyGmk9jgLbGVEz1IveVPzP66QmvPIzLpPUoGTzRWEqiInJ9G/S5wqZEWNLKFPc3krYkCrKjE2naEPwFl9eJs3ziletVO8uyrXrPI4CHMMJnIEHl1CDW6hDAxgM4Ble4c0Rzovz7nzMW1ecfOYI/sD5/AEDFI2j</latexit>q0
<latexit sha1_base64="HAVxy/77DfEejtoQbW/WOeu2/bM=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rGi/YA2lM120i7dbOLuRiihP8GLB0W8+ou8+W/ctjlo64OBx3szzMwLEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6mfqtJ1Sax/LBjBP0IzqQPOSMGivdP/a8XqnsVtwZyDLxclKGHPVe6avbj1kaoTRMUK07npsYP6PKcCZwUuymGhPKRnSAHUsljVD72ezUCTm1Sp+EsbIlDZmpvycyGmk9jgLbGVEz1IveVPzP66QmvPIzLpPUoGTzRWEqiInJ9G/S5wqZEWNLKFPc3krYkCrKjE2naEPwFl9eJs3ziletVO8uyrXrPI4CHMMJnIEHl1CDW6hDAxgM4Ble4c0Rzovz7nzMW1ecfOYI/sD5/AEEmI2k</latexit>q1

<latexit sha1_base64="qb/tfXDey1ZHG0Gq1YoCB5K5dGA=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHaJQY9ELx4xyiOBDZkdZmHC7Ow602tCCJ/gxYPGePWLvPk3DrAHBSvppFLVne6uIJHCoOt+O7m19Y3Nrfx2YWd3b/+geHjUNHGqGW+wWMa6HVDDpVC8gQIlbyea0yiQvBWMbmZ+64lrI2L1gOOE+xEdKBEKRtFK94+9Sq9YcsvuHGSVeBkpQYZ6r/jV7ccsjbhCJqkxHc9N0J9QjYJJPi10U8MTykZ0wDuWKhpx40/mp07JmVX6JIy1LYVkrv6emNDImHEU2M6I4tAsezPxP6+TYnjlT4RKUuSKLRaFqSQYk9nfpC80ZyjHllCmhb2VsCHVlKFNp2BD8JZfXiXNStmrlqt3F6XadRZHHk7gFM7Bg0uowS3UoQEMBvAMr/DmSOfFeXc+Fq05J5s5hj9wPn8ABhyNpQ==</latexit>q2 -ctxt index-hiding
-ctxt normal-hiding

<latexit sha1_base64="HAVxy/77DfEejtoQbW/WOeu2/bM=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rGi/YA2lM120i7dbOLuRiihP8GLB0W8+ou8+W/ctjlo64OBx3szzMwLEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6mfqtJ1Sax/LBjBP0IzqQPOSMGivdP/a8XqnsVtwZyDLxclKGHPVe6avbj1kaoTRMUK07npsYP6PKcCZwUuymGhPKRnSAHUsljVD72ezUCTm1Sp+EsbIlDZmpvycyGmk9jgLbGVEz1IveVPzP66QmvPIzLpPUoGTzRWEqiInJ9G/S5wqZEWNLKFPc3krYkCrKjE2naEPwFl9eJs3ziletVO8uyrXrPI4CHMMJnIEHl1CDW6hDAxgM4Ble4c0Rzovz7nzMW1ecfOYI/sD5/AEEmI2k</latexit>q1
<latexit sha1_base64="qb/tfXDey1ZHG0Gq1YoCB5K5dGA=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHaJQY9ELx4xyiOBDZkdZmHC7Ow602tCCJ/gxYPGePWLvPk3DrAHBSvppFLVne6uIJHCoOt+O7m19Y3Nrfx2YWd3b/+geHjUNHGqGW+wWMa6HVDDpVC8gQIlbyea0yiQvBWMbmZ+64lrI2L1gOOE+xEdKBEKRtFK94+9Sq9YcsvuHGSVeBkpQYZ6r/jV7ccsjbhCJqkxHc9N0J9QjYJJPi10U8MTykZ0wDuWKhpx40/mp07JmVX6JIy1LYVkrv6emNDImHEU2M6I4tAsezPxP6+TYnjlT4RKUuSKLRaFqSQYk9nfpC80ZyjHllCmhb2VsCHVlKFNp2BD8JZfXiXNStmrlqt3F6XadRZHHk7gFM7Bg0uowS3UoQEMBvAMr/DmSOfFeXc+Fq05J5s5hj9wPn8ABhyNpQ==</latexit>q2

ABE for log-depth from pairings [Goyal-Pandey-
Sahai-Waters’06, Ishai-Wee’14, Chen-Gay-Wee’15, Lin-Luo’20]



Constructing 2-ctxt Message-less PLBE?

Theorem [Goyal-Koppula-Waters’18]: Lattices à 2-ctxt message-less PLBE

Theorem [Chen-Vaikuntanathan-Waters-Wee-Wichs ’18]: 

2-ctxt secret 
key functional 

encryption

Lockable 
obfuscation

<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+ <latexit sha1_base64="dfa12l/r87/D93uS51ywGerJGEM=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRC9C0IvHBMwDkiXMTnqTMbOzy8ysEEK+wIsHRbz6Sd78GyfJHjSxoKGo6qa7K0gE18Z1v53c2vrG5lZ+u7Czu7d/UDw8auo4VQwbLBaxagdUo+ASG4Ybge1EIY0Cga1gdDfzW0+oNI/lgxkn6Ed0IHnIGTVWqt/0iiW37M5BVomXkRJkqPWKX91+zNIIpWGCat3x3MT4E6oMZwKnhW6qMaFsRAfYsVTSCLU/mR86JWdW6ZMwVrakIXP198SERlqPo8B2RtQM9bI3E//zOqkJr/0Jl0lqULLFojAVxMRk9jXpc4XMiLEllClubyVsSBVlxmZTsCF4yy+vkuZF2auUK/XLUvU2iyMPJ3AK5+DBFVThHmrQAAYIz/AKb86j8+K8Ox+L1pyTzRzDHzifP5BfjMw=</latexit>=
2-ctxt 

message-less 
PLBE

Thm [Goyal-Koppula-Waters’17, Wichs-Zirdelis’17]: Lattices à lockable Obf

Both approaches firmly rooted in lattices



Our Techniques



Theorem (This Work): 
2-ctxt index-hiding
1-ctxt normal-hiding

<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+Weak PRFs

Message-less PLBE w/

Similar depth to weak PRF

Theorem (This Work): 

2-ctxt message-hiding
2-ctxt index-hiding
1-ctxt normal-hiding

<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+
<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+
Traitor tracing

Plain PLBE w/

Corollary (informal): 

Traitor Tracing(log-depth) Weak PRFs
<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+ ABE (for log-depth comp.)

Completely removes lockable obfuscation 
from prior lattice-based schemes In log-depth setting, both can be 

instantiated from pairings



Message-less PLBE from weak PRFs 



A 1-ctxt Secure Message-less PLBE

[Barrington’86]: Can represent         as matrix branching program 

Iterated matrix 
product gives

Predicate                                        is computable in log-depth 

[Kilian’88]: Can make blue matrices uniformly random conditioned given 
product. Simultaneously holds for any input

<latexit sha1_base64="shiTa3JQOujJPLlUoivGyCEZlh0=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rGi/YA2lM12067dbMLuRCihP8GLB0W8+ou8+W/ctjlo64OBx3szzMwLEikMuu63s7K6tr6xWdgqbu/s7u2XDg6bJk414w0Wy1i3A2q4FIo3UKDk7URzGgWSt4LRzdRvPXFtRKwecJxwP6IDJULBKFrp/rHn9Uplt+LOQJaJl5My5Kj3Sl/dfszSiCtkkhrT8dwE/YxqFEzySbGbGp5QNqID3rFU0YgbP5udOiGnVumTMNa2FJKZ+nsio5Ex4yiwnRHFoVn0puJ/XifF8MrPhEpS5IrNF4WpJBiT6d+kLzRnKMeWUKaFvZWwIdWUoU2naEPwFl9eJs3ziletVO8uyrXrPI4CHMMJnIEHl1CDW6hDAxgM4Ble4c2Rzovz7nzMW1ecfOYI/sD5/AH5342d</latexit>

j1
<latexit sha1_base64="SXGsJaxXXgTr3g/bB0p2Lt5iKRI=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHaJQY9ELx4xyiOBDZkdZmFkdnYz02tCCJ/gxYPGePWLvPk3DrAHBSvppFLVne6uIJHCoOt+O7m19Y3Nrfx2YWd3b/+geHjUNHGqGW+wWMa6HVDDpVC8gQIlbyea0yiQvBWMbmZ+64lrI2L1gOOE+xEdKBEKRtFK94+9Sq9YcsvuHGSVeBkpQYZ6r/jV7ccsjbhCJqkxHc9N0J9QjYJJPi10U8MTykZ0wDuWKhpx40/mp07JmVX6JIy1LYVkrv6emNDImHEU2M6I4tAsezPxP6+TYnjlT4RKUuSKLRaFqSQYk9nfpC80ZyjHllCmhb2VsCHVlKFNp2BD8JZfXiXNStmrlqt3F6XadRZHHk7gFM7Bg0uowS3UoQEMBvAMr/DmSOfFeXc+Fq05J5s5hj9wPn8A+2ONng==</latexit>

j2
<latexit sha1_base64="kL6FALmxGtjZiqh0J7X2udNY/ws=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHbVoEeiF48Y5ZHAhswOA4zMzm5mek3Ihk/w4kFjvPpF3vwbB9iDgpV0UqnqTndXEEth0HW/ndzK6tr6Rn6zsLW9s7tX3D9omCjRjNdZJCPdCqjhUiheR4GSt2LNaRhI3gxGN1O/+cS1EZF6wHHM/ZAOlOgLRtFK94/d826x5JbdGcgy8TJSggy1bvGr04tYEnKFTFJj2p4bo59SjYJJPil0EsNjykZ0wNuWKhpy46ezUyfkxCo90o+0LYVkpv6eSGlozDgMbGdIcWgWvan4n9dOsH/lp0LFCXLF5ov6iSQYkenfpCc0ZyjHllCmhb2VsCHVlKFNp2BD8BZfXiaNs7JXKVfuLkrV6yyOPBzBMZyCB5dQhVuoQR0YDOAZXuHNkc6L8+58zFtzTjZzCH/gfP4A/OeNnw==</latexit>

j3
<latexit sha1_base64="nmyj18TyOtNLLHzG7BU3dbjiCR4=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHYNQY9ELx4xyiOBDZkdZmFkdnYz02tCCJ/gxYPGePWLvPk3DrAHBSvppFLVne6uIJHCoOt+O7m19Y3Nrfx2YWd3b/+geHjUNHGqGW+wWMa6HVDDpVC8gQIlbyea0yiQvBWMbmZ+64lrI2L1gOOE+xEdKBEKRtFK94+9Sq9YcsvuHGSVeBkpQYZ6r/jV7ccsjbhCJqkxHc9N0J9QjYJJPi10U8MTykZ0wDuWKhpx40/mp07JmVX6JIy1LYVkrv6emNDImHEU2M6I4tAsezPxP6+TYnjlT4RKUuSKLRaFqSQYk9nfpC80ZyjHllCmhb2VsCHVlKFNp2BD8JZfXiXNi7JXLVfvKqXadRZHHk7gFM7Bg0uowS3UoQEMBvAMr/DmSOfFeXc+Fq05J5s5hj9wPn8A/muNoA==</latexit>

j4

<latexit sha1_base64="BmKqQ5oDxEr1T19nLC44Rkh2GAo=">AAAB+XicbVDLSgNBEJyNrxhfqx69DAYhuYRdkehFCObiMYJ5QLIss5PeZJLZhzOzgbDkT7x4UMSrf+LNv3GS7EETCxqKqm66u7yYM6ks69vIbWxube/kdwt7+weHR+bxSUtGiaDQpBGPRMcjEjgLoamY4tCJBZDA49D2xvW5356AkCwKH9U0Bicgg5D5jBKlJdc06y4rjcq3Jdbj8IRHZdcsWhVrAbxO7IwUUYaGa371+hFNAggV5UTKrm3FykmJUIxymBV6iYSY0DEZQFfTkAQgnXRx+QxfaKWP/UjoChVeqL8nUhJIOQ083RkQNZSr3lz8z+smyr9xUhbGiYKQLhf5CccqwvMYcJ8JoIpPNSFUMH0rpkMiCFU6rIIOwV59eZ20Lit2tVJ9uCrW7rI48ugMnaMSstE1qqF71EBNRNEEPaNX9GakxovxbnwsW3NGNnOK/sD4/AFmLJI7</latexit>

Ci(j) = (i  j)
<latexit sha1_base64="GOsu1F3xVlVr7+i89m6MiqElDJw=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqsdiLx4rWltoQ9lsJ+3SzSbsboQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fDoUcepYthisYhVJ6AaBZfYMtwI7CQKaRQIbAfjxsxvP6HSPJYPZpKgH9Gh5CFn1FjpvtHn/XLFrbpzkFXi5aQCOZr98ldvELM0QmmYoFp3PTcxfkaV4UzgtNRLNSaUjekQu5ZKGqH2s/mpU3JmlQEJY2VLGjJXf09kNNJ6EgW2M6JmpJe9mfif101NeO1nXCapQckWi8JUEBOT2d9kwBUyIyaWUKa4vZWwEVWUGZtOyYbgLb+8Sh4vql6tWru7rNRv8jiKcAKncA4eXEEdbqEJLWAwhGd4hTdHOC/Ou/OxaC04+cwx/IHz+QMTZI2u</latexit>

Ci

<latexit sha1_base64="shiTa3JQOujJPLlUoivGyCEZlh0=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rGi/YA2lM12067dbMLuRCihP8GLB0W8+ou8+W/ctjlo64OBx3szzMwLEikMuu63s7K6tr6xWdgqbu/s7u2XDg6bJk414w0Wy1i3A2q4FIo3UKDk7URzGgWSt4LRzdRvPXFtRKwecJxwP6IDJULBKFrp/rHn9Uplt+LOQJaJl5My5Kj3Sl/dfszSiCtkkhrT8dwE/YxqFEzySbGbGp5QNqID3rFU0YgbP5udOiGnVumTMNa2FJKZ+nsio5Ex4yiwnRHFoVn0puJ/XifF8MrPhEpS5IrNF4WpJBiT6d+kLzRnKMeWUKaFvZWwIdWUoU2naEPwFl9eJs3ziletVO8uyrXrPI4CHMMJnIEHl1CDW6hDAxgM4Ble4c2Rzovz7nzMW1ecfOYI/sD5/AH5342d</latexit>

j1
<latexit sha1_base64="SXGsJaxXXgTr3g/bB0p2Lt5iKRI=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHaJQY9ELx4xyiOBDZkdZmFkdnYz02tCCJ/gxYPGePWLvPk3DrAHBSvppFLVne6uIJHCoOt+O7m19Y3Nrfx2YWd3b/+geHjUNHGqGW+wWMa6HVDDpVC8gQIlbyea0yiQvBWMbmZ+64lrI2L1gOOE+xEdKBEKRtFK94+9Sq9YcsvuHGSVeBkpQYZ6r/jV7ccsjbhCJqkxHc9N0J9QjYJJPi10U8MTykZ0wDuWKhpx40/mp07JmVX6JIy1LYVkrv6emNDImHEU2M6I4tAsezPxP6+TYnjlT4RKUuSKLRaFqSQYk9nfpC80ZyjHllCmhb2VsCHVlKFNp2BD8JZfXiXNStmrlqt3F6XadRZHHk7gFM7Bg0uowS3UoQEMBvAMr/DmSOfFeXc+Fq05J5s5hj9wPn8A+2ONng==</latexit>

j2
<latexit sha1_base64="kL6FALmxGtjZiqh0J7X2udNY/ws=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHbVoEeiF48Y5ZHAhswOA4zMzm5mek3Ihk/w4kFjvPpF3vwbB9iDgpV0UqnqTndXEEth0HW/ndzK6tr6Rn6zsLW9s7tX3D9omCjRjNdZJCPdCqjhUiheR4GSt2LNaRhI3gxGN1O/+cS1EZF6wHHM/ZAOlOgLRtFK94/d826x5JbdGcgy8TJSggy1bvGr04tYEnKFTFJj2p4bo59SjYJJPil0EsNjykZ0wNuWKhpy46ezUyfkxCo90o+0LYVkpv6eSGlozDgMbGdIcWgWvan4n9dOsH/lp0LFCXLF5ov6iSQYkenfpCc0ZyjHllCmhb2VsCHVlKFNp2BD8BZfXiaNs7JXKVfuLkrV6yyOPBzBMZyCB5dQhVuoQR0YDOAZXuHNkc6L8+58zFtzTjZzCH/gfP4A/OeNnw==</latexit>

j3
<latexit sha1_base64="nmyj18TyOtNLLHzG7BU3dbjiCR4=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHYNQY9ELx4xyiOBDZkdZmFkdnYz02tCCJ/gxYPGePWLvPk3DrAHBSvppFLVne6uIJHCoOt+O7m19Y3Nrfx2YWd3b/+geHjUNHGqGW+wWMa6HVDDpVC8gQIlbyea0yiQvBWMbmZ+64lrI2L1gOOE+xEdKBEKRtFK94+9Sq9YcsvuHGSVeBkpQYZ6r/jV7ccsjbhCJqkxHc9N0J9QjYJJPi10U8MTykZ0wDuWKhpx40/mp07JmVX6JIy1LYVkrv6emNDImHEU2M6I4tAsezPxP6+TYnjlT4RKUuSKLRaFqSQYk9nfpC80ZyjHllCmhb2VsCHVlKFNp2BD8JZfXiXNi7JXLVfvKqXadRZHHk7gFM7Bg0uowS3UoQEMBvAMr/DmSOfFeXc+Fq05J5s5hj9wPn8A/muNoA==</latexit>

j4
<latexit sha1_base64="cUj99vX8aSamq4cwgWHmzcjWwqU=">AAAB73icbVBNSwMxEJ2tX7V+rXr0EiyCp7IRqV6EohePFewHtEvJptk2Nptdk6xQlv4JLx4U8erf8ea/MW33oK0PBh7vzTAzL0gE18bzvp3Cyura+kZxs7S1vbO75+4fNHWcKsoaNBaxagdEM8ElaxhuBGsnipEoEKwVjG6mfuuJKc1jeW/GCfMjMpA85JQYK7UfrjyMcS/ouWWv4s2AlgnOSRly1HvuV7cf0zRi0lBBtO5gLzF+RpThVLBJqZtqlhA6IgPWsVSSiGk/m907QSdW6aMwVrakQTP190RGIq3HUWA7I2KGetGbiv95ndSEl37GZZIaJul8UZgKZGI0fR71uWLUiLElhCpub0V0SBShxkZUsiHgxZeXSfOsgquV6t15uXadx1GEIziGU8BwATW4hTo0gIKAZ3iFN+fReXHenY95a8HJZw7hD5zPH4cVjwA=</latexit>

j = 0111b

<latexit sha1_base64="icEGFySu8NTJ3C5ImuVn0Y6IYtU=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRahXsquSPVY7MVjBfsB7VKyabZNm02WJCuUpf/BiwdFvPp/vPlvTNs9aOuDgcd7M8zMC2LOtHHdbye3sbm1vZPfLeztHxweFY9PWlomitAmkVyqToA15UzQpmGG006sKI4CTtvBpD73209UaSbFo5nG1I/wULCQEWys1Kr3WXl82S+W3Iq7AFonXkZKkKHRL371BpIkERWGcKx113Nj46dYGUY4nRV6iaYxJhM8pF1LBY6o9tPFtTN0YZUBCqWyJQxaqL8nUhxpPY0C2xlhM9Kr3lz8z+smJrz1UybixFBBlovChCMj0fx1NGCKEsOnlmCimL0VkRFWmBgbUMGG4K2+vE5aVxWvWqk+XJdqd1kceTiDcyiDBzdQg3toQBMIjOEZXuHNkc6L8+58LFtzTjZzCn/gfP4AoXiOhw==</latexit>

Ci(j)

Based on [Sahai-Seyalioglu’10, Gorbunov-Vaikuntanathan-Wee’12]



A 1-ctxt Secure Message-less PLBE

<latexit sha1_base64="dfa12l/r87/D93uS51ywGerJGEM=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRC9C0IvHBMwDkiXMTnqTMbOzy8ysEEK+wIsHRbz6Sd78GyfJHjSxoKGo6qa7K0gE18Z1v53c2vrG5lZ+u7Czu7d/UDw8auo4VQwbLBaxagdUo+ASG4Ybge1EIY0Cga1gdDfzW0+oNI/lgxkn6Ed0IHnIGTVWqt/0iiW37M5BVomXkRJkqPWKX91+zNIIpWGCat3x3MT4E6oMZwKnhW6qMaFsRAfYsVTSCLU/mR86JWdW6ZMwVrakIXP198SERlqPo8B2RtQM9bI3E//zOqkJr/0Jl0lqULLFojAVxMRk9jXpc4XMiLEllClubyVsSBVlxmZTsCF4yy+vkuZF2auUK/XLUvU2iyMPJ3AK5+DBFVThHmrQAAYIz/AKb86j8+K8Ox+L1pyTzRzDHzifP5BfjMw=</latexit>= Ordinary 
encryption 

keys

<latexit sha1_base64="dfa12l/r87/D93uS51ywGerJGEM=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRC9C0IvHBMwDkiXMTnqTMbOzy8ysEEK+wIsHRbz6Sd78GyfJHjSxoKGo6qa7K0gE18Z1v53c2vrG5lZ+u7Czu7d/UDw8auo4VQwbLBaxagdUo+ASG4Ybge1EIY0Cga1gdDfzW0+oNI/lgxkn6Ed0IHnIGTVWqt/0iiW37M5BVomXkRJkqPWKX91+zNIIpWGCat3x3MT4E6oMZwKnhW6qMaFsRAfYsVTSCLU/mR86JWdW6ZMwVrakIXP198SERlqPo8B2RtQM9bI3E//zOqkJr/0Jl0lqULLFojAVxMRk9jXpc4XMiLEllClubyVsSBVlxmZTsCF4yy+vkuZF2auUK/XLUvU2iyMPJ3AK5+DBFVThHmrQAAYIz/AKb86j8+K8Ox+L1pyTzRzDHzifP5BfjMw=</latexit>=<latexit sha1_base64="/cnyKmxVdU7M8ID6ozQbNE+/OJU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZq8H6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A0w+M+A==</latexit>

i
<latexit sha1_base64="GOsu1F3xVlVr7+i89m6MiqElDJw=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqsdiLx4rWltoQ9lsJ+3SzSbsboQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fDoUcepYthisYhVJ6AaBZfYMtwI7CQKaRQIbAfjxsxvP6HSPJYPZpKgH9Gh5CFn1FjpvtHn/XLFrbpzkFXi5aQCOZr98ldvELM0QmmYoFp3PTcxfkaV4UzgtNRLNSaUjekQu5ZKGqH2s/mpU3JmlQEJY2VLGjJXf09kNNJ6EgW2M6JmpJe9mfif101NeO1nXCapQckWi8JUEBOT2d9kwBUyIyaWUKa4vZWwEVWUGZtOyYbgLb+8Sh4vql6tWru7rNRv8jiKcAKncA4eXEEdbqEJLWAwhGd4hTdHOC/Ou/OxaC04+cwx/IHz+QMTZI2u</latexit>

Ci

Based on [Sahai-Seyalioglu’10, Gorbunov-Vaikuntanathan-Wee’12]

<latexit sha1_base64="dfa12l/r87/D93uS51ywGerJGEM=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRC9C0IvHBMwDkiXMTnqTMbOzy8ysEEK+wIsHRbz6Sd78GyfJHjSxoKGo6qa7K0gE18Z1v53c2vrG5lZ+u7Czu7d/UDw8auo4VQwbLBaxagdUo+ASG4Ybge1EIY0Cga1gdDfzW0+oNI/lgxkn6Ed0IHnIGTVWqt/0iiW37M5BVomXkRJkqPWKX91+zNIIpWGCat3x3MT4E6oMZwKnhW6qMaFsRAfYsVTSCLU/mR86JWdW6ZMwVrakIXP198SERlqPo8B2RtQM9bI3E//zOqkJr/0Jl0lqULLFojAVxMRk9jXpc4XMiLEllClubyVsSBVlxmZTsCF4yy+vkuZF2auUK/XLUvU2iyMPJ3AK5+DBFVThHmrQAAYIz/AKb86j8+K8Ox+L1pyTzRzDHzifP5BfjMw=</latexit>=
<latexit sha1_base64="MeVe00/0c6YGbDnbinzAefhh3JI=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNQY9ELx4hkUcCGzI79MLA7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAXj+7nfekKleSwfzSRBP6IDyUPOqLFSfdQrltyyuwBZJ15GSpCh1it+dfsxSyOUhgmqdcdzE+NPqTKcCZwVuqnGhLIxHWDHUkkj1P50ceiMXFilT8JY2ZKGLNTfE1MaaT2JAtsZUTPUq95c/M/rpCa89adcJqlByZaLwlQQE5P516TPFTIjJpZQpri9lbAhVZQZm03BhuCtvrxOmldlr1Ku1K9L1bssjjycwTlcggc3UIUHqEEDGCA8wyu8OSPnxXl3PpatOSebOYU/cD5/ANSTjPk=</latexit>

j
<latexit sha1_base64="cUj99vX8aSamq4cwgWHmzcjWwqU=">AAAB73icbVBNSwMxEJ2tX7V+rXr0EiyCp7IRqV6EohePFewHtEvJptk2Nptdk6xQlv4JLx4U8erf8ea/MW33oK0PBh7vzTAzL0gE18bzvp3Cyura+kZxs7S1vbO75+4fNHWcKsoaNBaxagdEM8ElaxhuBGsnipEoEKwVjG6mfuuJKc1jeW/GCfMjMpA85JQYK7UfrjyMcS/ouWWv4s2AlgnOSRly1HvuV7cf0zRi0lBBtO5gLzF+RpThVLBJqZtqlhA6IgPWsVSSiGk/m907QSdW6aMwVrakQTP190RGIq3HUWA7I2KGetGbiv95ndSEl37GZZIaJul8UZgKZGI0fR71uWLUiLElhCpub0V0SBShxkZUsiHgxZeXSfOsgquV6t15uXadx1GEIziGU8BwATW4hTo0gIKAZ3iFN+fReXHenY95a8HJZw7hD5zPH4cVjwA=</latexit>

j = 0111b



A 1-ctxt Secure Message-less PLBE

<latexit sha1_base64="dfa12l/r87/D93uS51ywGerJGEM=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRC9C0IvHBMwDkiXMTnqTMbOzy8ysEEK+wIsHRbz6Sd78GyfJHjSxoKGo6qa7K0gE18Z1v53c2vrG5lZ+u7Czu7d/UDw8auo4VQwbLBaxagdUo+ASG4Ybge1EIY0Cga1gdDfzW0+oNI/lgxkn6Ed0IHnIGTVWqt/0iiW37M5BVomXkRJkqPWKX91+zNIIpWGCat3x3MT4E6oMZwKnhW6qMaFsRAfYsVTSCLU/mR86JWdW6ZMwVrakIXP198SERlqPo8B2RtQM9bI3E//zOqkJr/0Jl0lqULLFojAVxMRk9jXpc4XMiLEllClubyVsSBVlxmZTsCF4yy+vkuZF2auUK/XLUvU2iyMPJ3AK5+DBFVThHmrQAAYIz/AKb86j8+K8Ox+L1pyTzRzDHzifP5BfjMw=</latexit>=<latexit sha1_base64="/cnyKmxVdU7M8ID6ozQbNE+/OJU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZq8H6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A0w+M+A==</latexit>

i
<latexit sha1_base64="GOsu1F3xVlVr7+i89m6MiqElDJw=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqsdiLx4rWltoQ9lsJ+3SzSbsboQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fDoUcepYthisYhVJ6AaBZfYMtwI7CQKaRQIbAfjxsxvP6HSPJYPZpKgH9Gh5CFn1FjpvtHn/XLFrbpzkFXi5aQCOZr98ldvELM0QmmYoFp3PTcxfkaV4UzgtNRLNSaUjekQu5ZKGqH2s/mpU3JmlQEJY2VLGjJXf09kNNJ6EgW2M6JmpJe9mfif101NeO1nXCapQckWi8JUEBOT2d9kwBUyIyaWUKa4vZWwEVWUGZtOyYbgLb+8Sh4vql6tWru7rNRv8jiKcAKncA4eXEEdbqEJLWAwhGd4hTdHOC/Ou/OxaC04+cwx/IHz+QMTZI2u</latexit>

Ci

Based on [Sahai-Seyalioglu’10, Gorbunov-Vaikuntanathan-Wee’12]

<latexit sha1_base64="dfa12l/r87/D93uS51ywGerJGEM=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRC9C0IvHBMwDkiXMTnqTMbOzy8ysEEK+wIsHRbz6Sd78GyfJHjSxoKGo6qa7K0gE18Z1v53c2vrG5lZ+u7Czu7d/UDw8auo4VQwbLBaxagdUo+ASG4Ybge1EIY0Cga1gdDfzW0+oNI/lgxkn6Ed0IHnIGTVWqt/0iiW37M5BVomXkRJkqPWKX91+zNIIpWGCat3x3MT4E6oMZwKnhW6qMaFsRAfYsVTSCLU/mR86JWdW6ZMwVrakIXP198SERlqPo8B2RtQM9bI3E//zOqkJr/0Jl0lqULLFojAVxMRk9jXpc4XMiLEllClubyVsSBVlxmZTsCF4yy+vkuZF2auUK/XLUvU2iyMPJ3AK5+DBFVThHmrQAAYIz/AKb86j8+K8Ox+L1pyTzRzDHzifP5BfjMw=</latexit>=
<latexit sha1_base64="MeVe00/0c6YGbDnbinzAefhh3JI=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNQY9ELx4hkUcCGzI79MLA7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAXj+7nfekKleSwfzSRBP6IDyUPOqLFSfdQrltyyuwBZJ15GSpCh1it+dfsxSyOUhgmqdcdzE+NPqTKcCZwVuqnGhLIxHWDHUkkj1P50ceiMXFilT8JY2ZKGLNTfE1MaaT2JAtsZUTPUq95c/M/rpCa89adcJqlByZaLwlQQE5P516TPFTIjJpZQpri9lbAhVZQZm03BhuCtvrxOmldlr1Ku1K9L1bssjjycwTlcggc3UIUHqEEDGCA8wyu8OSPnxXl3PpatOSebOYU/cD5/ANSTjPk=</latexit>

j
<latexit sha1_base64="cUj99vX8aSamq4cwgWHmzcjWwqU=">AAAB73icbVBNSwMxEJ2tX7V+rXr0EiyCp7IRqV6EohePFewHtEvJptk2Nptdk6xQlv4JLx4U8erf8ea/MW33oK0PBh7vzTAzL0gE18bzvp3Cyura+kZxs7S1vbO75+4fNHWcKsoaNBaxagdEM8ElaxhuBGsnipEoEKwVjG6mfuuJKc1jeW/GCfMjMpA85JQYK7UfrjyMcS/ouWWv4s2AlgnOSRly1HvuV7cf0zRi0lBBtO5gLzF+RpThVLBJqZtqlhA6IgPWsVSSiGk/m907QSdW6aMwVrakQTP190RGIq3HUWA7I2KGetGbiv95ndSEl37GZZIaJul8UZgKZGI0fR71uWLUiLElhCpub0V0SBShxkZUsiHgxZeXSfOsgquV6t15uXadx1GEIziGU8BwATW4hTo0gIKAZ3iFN+fReXHenY95a8HJZw7hD5zPH4cVjwA=</latexit>

j = 0111b

<latexit sha1_base64="icEGFySu8NTJ3C5ImuVn0Y6IYtU=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRahXsquSPVY7MVjBfsB7VKyabZNm02WJCuUpf/BiwdFvPp/vPlvTNs9aOuDgcd7M8zMC2LOtHHdbye3sbm1vZPfLeztHxweFY9PWlomitAmkVyqToA15UzQpmGG006sKI4CTtvBpD73209UaSbFo5nG1I/wULCQEWys1Kr3WXl82S+W3Iq7AFonXkZKkKHRL371BpIkERWGcKx113Nj46dYGUY4nRV6iaYxJhM8pF1LBY6o9tPFtTN0YZUBCqWyJQxaqL8nUhxpPY0C2xlhM9Kr3lz8z+smJrz1UybixFBBlovChCMj0fx1NGCKEsOnlmCimL0VkRFWmBgbUMGG4K2+vE5aVxWvWqk+XJdqd1kceTiDcyiDBzdQg3toQBMIjOEZXuHNkc6L8+58LFtzTjZzCn/gfP4AoXiOhw==</latexit>

Ci(j)

Decryption:



A 1-ctxt Secure Message-less PLBE
Based on [Sahai-Seyalioglu’10, Gorbunov-Vaikuntanathan-Wee’12]

Our crucial modification:

<latexit sha1_base64="dfa12l/r87/D93uS51ywGerJGEM=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRC9C0IvHBMwDkiXMTnqTMbOzy8ysEEK+wIsHRbz6Sd78GyfJHjSxoKGo6qa7K0gE18Z1v53c2vrG5lZ+u7Czu7d/UDw8auo4VQwbLBaxagdUo+ASG4Ybge1EIY0Cga1gdDfzW0+oNI/lgxkn6Ed0IHnIGTVWqt/0iiW37M5BVomXkRJkqPWKX91+zNIIpWGCat3x3MT4E6oMZwKnhW6qMaFsRAfYsVTSCLU/mR86JWdW6ZMwVrakIXP198SERlqPo8B2RtQM9bI3E//zOqkJr/0Jl0lqULLFojAVxMRk9jXpc4XMiLEllClubyVsSBVlxmZTsCF4yy+vkuZF2auUK/XLUvU2iyMPJ3AK5+DBFVThHmrQAAYIz/AKb86j8+K8Ox+L1pyTzRzDHzifP5BfjMw=</latexit>=<latexit sha1_base64="/cnyKmxVdU7M8ID6ozQbNE+/OJU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZq8H6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A0w+M+A==</latexit>

i

uniform for each key<latexit sha1_base64="sRi7l3Hwc7rJPzc+7upOlxRLVts=">AAAB73icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqseiF48V7Ae0oUy2m3bpZhN3N0IJ/RNePCji1b/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqKGvSWMSqE6BmgkvWNNwI1kkUwygQrB2Mb2d++4kpzWP5YCYJ8yMcSh5yisZKnR6KZIR93i9X3Ko7B1klXk4qkKPRL3/1BjFNIyYNFah113MT42eoDKeCTUu9VLME6RiHrGupxIhpP5vfOyVnVhmQMFa2pCFz9fdEhpHWkyiwnRGakV72ZuJ/Xjc14bWfcZmkhkm6WBSmgpiYzJ4nA64YNWJiCVLF7a2EjlAhNTaikg3BW355lbQuql6tWru/rNRv8jiKcAKncA4eXEEd7qABTaAg4Ble4c15dF6cd+dj0Vpw8plj+APn8wcNUo//</latexit>↵i
<latexit sha1_base64="BqITsOBsefTcMySlmzuZU+LoV4s=">AAAB83icbVBNS8NAEN3Ur1q/qh69LBbBU0lEqsdiLx4r2A9oQphsN+3SzWbZ3Qgl9G948aCIV/+MN/+N2zYHbX0w8Hhvhpl5keRMG9f9dkobm1vbO+Xdyt7+weFR9fikq9NMEdohKU9VPwJNORO0Y5jhtC8VhSTitBdNWnO/90SVZql4NFNJgwRGgsWMgLGS7wOXYwgZboUsrNbcursAXideQWqoQDusfvnDlGQJFYZw0HrgudIEOSjDCKezip9pKoFMYEQHlgpIqA7yxc0zfGGVIY5TZUsYvFB/T+SQaD1NItuZgBnrVW8u/ucNMhPfBjkTMjNUkOWiOOPYpHgeAB4yRYnhU0uAKGZvxWQMCoixMVVsCN7qy+uke1X3GvXGw3WteVfEUUZn6BxdIg/doCa6R23UQQRJ9Ixe0ZuTOS/Ou/OxbC05xcwp+gPn8wd0XZFS</latexit>

↵iCi



Our crucial modification: uniform for each key<latexit sha1_base64="sRi7l3Hwc7rJPzc+7upOlxRLVts=">AAAB73icbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqseiF48V7Ae0oUy2m3bpZhN3N0IJ/RNePCji1b/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqKGvSWMSqE6BmgkvWNNwI1kkUwygQrB2Mb2d++4kpzWP5YCYJ8yMcSh5yisZKnR6KZIR93i9X3Ko7B1klXk4qkKPRL3/1BjFNIyYNFah113MT42eoDKeCTUu9VLME6RiHrGupxIhpP5vfOyVnVhmQMFa2pCFz9fdEhpHWkyiwnRGakV72ZuJ/Xjc14bWfcZmkhkm6WBSmgpiYzJ4nA64YNWJiCVLF7a2EjlAhNTaikg3BW355lbQuql6tWru/rNRv8jiKcAKncA4eXEEd7qABTaAg4Ble4c15dF6cd+dj0Vpw8plj+APn8wcNUo//</latexit>↵i
<latexit sha1_base64="BqITsOBsefTcMySlmzuZU+LoV4s=">AAAB83icbVBNS8NAEN3Ur1q/qh69LBbBU0lEqsdiLx4r2A9oQphsN+3SzWbZ3Qgl9G948aCIV/+MN/+N2zYHbX0w8Hhvhpl5keRMG9f9dkobm1vbO+Xdyt7+weFR9fikq9NMEdohKU9VPwJNORO0Y5jhtC8VhSTitBdNWnO/90SVZql4NFNJgwRGgsWMgLGS7wOXYwgZboUsrNbcursAXideQWqoQDusfvnDlGQJFYZw0HrgudIEOSjDCKezip9pKoFMYEQHlgpIqA7yxc0zfGGVIY5TZUsYvFB/T+SQaD1NItuZgBnrVW8u/ucNMhPfBjkTMjNUkOWiOOPYpHgeAB4yRYnhU0uAKGZvxWQMCoixMVVsCN7qy+uke1X3GvXGw3WteVfEUUZn6BxdIg/doCa6R23UQQRJ9Ixe0ZuTOS/Ou/OxbC05xcwp+gPn8wd0XZFS</latexit>

↵iCi

uniformly random

decrypts to uniformly random matrices
<latexit sha1_base64="/cnyKmxVdU7M8ID6ozQbNE+/OJU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZq8H6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A0w+M+A==</latexit>

i

<latexit sha1_base64="yklAUwpj8iAMrf3JJS5dC7cDxEk=">AAAB7nicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rGC/YA2lM120q7dbOLuRiihP8KLB0W8+nu8+W/ctjlo64OBx3szzMwLEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6mfqtJ1Sax/LejBP0IzqQPOSMGiu1eFfgI3nolcpuxZ2BLBMvJ2XIUe+Vvrr9mKURSsME1brjuYnxM6oMZwInxW6qMaFsRAfYsVTSCLWfzc6dkFOr9EkYK1vSkJn6eyKjkdbjKLCdETVDvehNxf+8TmrCKz/jMkkNSjZfFKaCmJhMfyd9rpAZMbaEMsXtrYQNqaLM2ISKNgRv8eVl0jyveNVK9e6iXLvO4yjAMZzAGXhwCTW4hTo0gMEInuEV3pzEeXHenY9564qTzxzBHzifP/2Ej1w=</latexit>

i  j
<latexit sha1_base64="GM3fKxG4wiK8GBpZiHR5rJFTK3A=">AAAB73icbVBNSwMxEJ31s9avqkcvwSLUS9kVqV6EYi8eK9gPaJeSTbNtbJJdk6xQlv4JLx4U8erf8ea/MW33oK0PBh7vzTAzL4g508Z1v52V1bX1jc3cVn57Z3dvv3Bw2NRRoghtkIhHqh1gTTmTtGGY4bQdK4pFwGkrGNWmfuuJKs0ieW/GMfUFHkgWMoKNldq1His9nF17vULRLbszoGXiZaQIGeq9wle3H5FEUGkIx1p3PDc2foqVYYTTSb6baBpjMsID2rFUYkG1n87unaBTq/RRGClb0qCZ+nsixULrsQhsp8BmqBe9qfif10lMeOWnTMaJoZLMF4UJRyZC0+dRnylKDB9bgoli9lZEhlhhYmxEeRuCt/jyMmmel71KuXJ3UazeZHHk4BhOoAQeXEIVbqEODSDA4Rle4c15dF6cd+dj3rriZDNH8AfO5w+V5o8J</latexit>

Ci(j) = 1
<latexit sha1_base64="8buRZiE01TL+cA3iyPaSaopMNZo=">AAACAXicbVDLSgMxFM3UV62vUTeCm2AR6qbMiFQ3QrEblxXsA9phuJNm2tjMgyQjlKFu/BU3LhRx61+4829M2xG09cCFk3PuJfceL+ZMKsv6MnJLyyura/n1wsbm1vaOubvXlFEiCG2QiEei7YGknIW0oZjitB0LCoHHacsb1iZ+654KyaLwVo1i6gTQD5nPCCgtueZBF3g8AJfhmstKdyeXP2/XLFplawq8SOyMFFGGumt+dnsRSQIaKsJByo5txcpJQShGOB0XuomkMZAh9GlH0xACKp10esEYH2ulh/1I6AoVnqq/J1IIpBwFnu4MQA3kvDcR//M6ifIvnJSFcaJoSGYf+QnHKsKTOHCPCUoUH2kCRDC9KyYDEECUDq2gQ7DnT14kzdOyXSlXbs6K1assjjw6REeohGx0jqroGtVRAxH0gJ7QC3o1Ho1n4814n7XmjGxmH/2B8fENNaSWHQ==</latexit>

↵iCi(j) = ↵i



Adding Public Mode to Obtain Message-less PLE

<latexit sha1_base64="dfa12l/r87/D93uS51ywGerJGEM=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRC9C0IvHBMwDkiXMTnqTMbOzy8ysEEK+wIsHRbz6Sd78GyfJHjSxoKGo6qa7K0gE18Z1v53c2vrG5lZ+u7Czu7d/UDw8auo4VQwbLBaxagdUo+ASG4Ybge1EIY0Cga1gdDfzW0+oNI/lgxkn6Ed0IHnIGTVWqt/0iiW37M5BVomXkRJkqPWKX91+zNIIpWGCat3x3MT4E6oMZwKnhW6qMaFsRAfYsVTSCLU/mR86JWdW6ZMwVrakIXP198SERlqPo8B2RtQM9bI3E//zOqkJr/0Jl0lqULLFojAVxMRk9jXpc4XMiLEllClubyVsSBVlxmZTsCF4yy+vkuZF2auUK/XLUvU2iyMPJ3AK5+DBFVThHmrQAAYIz/AKb86j8+K8Ox+L1pyTzRzDHzifP5BfjMw=</latexit>=
Random keys in random positions

Easy to obtain 
from weak PRFs

decrypts to random under  
<latexit sha1_base64="900002As0Qex1vYDvqKAp2gKKeo=">AAAB8HicbVDLSgNBEOyNrxhfUY9eFoPgKeyKRI/BXDxGMA9JljA7mU2GzIuZWTGEfIUXD4p49XO8+TdOkj1oYkFDUdVNd1esGDU2CL693Nr6xuZWfruws7u3f1A8PGoamWpMGlgyqdsxMoRRQRqWWkbaShPEY0Za8ag281uPRBsqxb0dKxJxNBA0oRhZJz10kVJaPvVqvWIpKAdz+KskzEgJMtR7xa9uX+KUE2ExQ8Z0wkDZaIK0pZiRaaGbGqIQHqEB6TgqECcmmswPnvpnTun7idSuhPXn6u+JCeLGjHnsOjmyQ7PszcT/vE5qk+toQoVKLRF4sShJmW+lP/ve71NNsGVjRxDW1N3q4yHSCFuXUcGFEC6/vEqaF+WwUq7cXZaqN1kceTiBUziHEK6gCrdQhwZg4PAMr/Dmae/Fe/c+Fq05L5s5hj/wPn8A3LiQdw==</latexit>⇡C

<latexit sha1_base64="/cnyKmxVdU7M8ID6ozQbNE+/OJU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZq8H6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A0w+M+A==</latexit>

i <latexit sha1_base64="oijmQlfsDrm++Gm4TLQocfg+4Dc=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BL54kAfOAZAmzk95kzOzsMjMrhJAv8OJBEa9+kjf/xkmyB00saCiquunuChLBtXHdbye3tr6xuZXfLuzs7u0fFA+PmjpOFcMGi0Ws2gHVKLjEhuFGYDtRSKNAYCsY3c781hMqzWP5YMYJ+hEdSB5yRo2V6ve9Ysktu3OQVeJlpAQZar3iV7cfszRCaZigWnc8NzH+hCrDmcBpoZtqTCgb0QF2LJU0Qu1P5odOyZlV+iSMlS1pyFz9PTGhkdbjKLCdETVDvezNxP+8TmrCa3/CZZIalGyxKEwFMTGZfU36XCEzYmwJZYrbWwkbUkWZsdkUbAje8surpHlR9irlSv2yVL3J4sjDCZzCOXhwBVW4gxo0gAHCM7zCm/PovDjvzseiNedkM8fwB87nD6ojjN0=</latexit>

N
<latexit sha1_base64="oijmQlfsDrm++Gm4TLQocfg+4Dc=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BL54kAfOAZAmzk95kzOzsMjMrhJAv8OJBEa9+kjf/xkmyB00saCiquunuChLBtXHdbye3tr6xuZXfLuzs7u0fFA+PmjpOFcMGi0Ws2gHVKLjEhuFGYDtRSKNAYCsY3c781hMqzWP5YMYJ+hEdSB5yRo2V6ve9Ysktu3OQVeJlpAQZar3iV7cfszRCaZigWnc8NzH+hCrDmcBpoZtqTCgb0QF2LJU0Qu1P5odOyZlV+iSMlS1pyFz9PTGhkdbjKLCdETVDvezNxP+8TmrCa3/CZZIalGyxKEwFMTGZfU36XCEzYmwJZYrbWwkbUkWZsdkUbAje8surpHlR9irlSv2yVL3J4sjDCZzCOXhwBVW4gxo0gAHCM7zCm/PovDjvzseiNedkM8fwB87nD6ojjN0=</latexit>

N

<latexit sha1_base64="YfE/K0PBz2DisPEVjXWhWwmNKgg=">AAAB6XicbVBNS8NAEJ34WetX1aOXxSp4KolI9Vj04rGK/YA2lM120i7dbMLuRiih/8CLB0W8+o+8+W/ctjlo64OBx3szzMwLEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6nfqtJ1Sax/LRjBP0IzqQPOSMGis9dE97pbJbcWcgy8TLSRly1Hulr24/ZmmE0jBBte54bmL8jCrDmcBJsZtqTCgb0QF2LJU0Qu1ns0sn5MwqfRLGypY0ZKb+nshopPU4CmxnRM1QL3pT8T+vk5rw2s+4TFKDks0XhakgJibTt0mfK2RGjC2hTHF7K2FDqigzNpyiDcFbfHmZNC8qXrVSvb8s127yOApwDCdwDh5cQQ3uoA4NYBDCM7zCmzNyXpx352PeuuLkM0fwB87nDxs6jRk=</latexit>

$Suppose            ,       ,                               ,       ,
<latexit sha1_base64="900002As0Qex1vYDvqKAp2gKKeo=">AAAB8HicbVDLSgNBEOyNrxhfUY9eFoPgKeyKRI/BXDxGMA9JljA7mU2GzIuZWTGEfIUXD4p49XO8+TdOkj1oYkFDUdVNd1esGDU2CL693Nr6xuZWfruws7u3f1A8PGoamWpMGlgyqdsxMoRRQRqWWkbaShPEY0Za8ag281uPRBsqxb0dKxJxNBA0oRhZJz10kVJaPvVqvWIpKAdz+KskzEgJMtR7xa9uX+KUE2ExQ8Z0wkDZaIK0pZiRaaGbGqIQHqEB6TgqECcmmswPnvpnTun7idSuhPXn6u+JCeLGjHnsOjmyQ7PszcT/vE5qk+toQoVKLRF4sShJmW+lP/ve71NNsGVjRxDW1N3q4yHSCFuXUcGFEC6/vEqaF+WwUq7cXZaqN1kceTiBUziHEK6gCrdQhwZg4PAMr/Dmae/Fe/c+Fq05L5s5hj/wPn8A3LiQdw==</latexit>⇡C

<latexit sha1_base64="YfE/K0PBz2DisPEVjXWhWwmNKgg=">AAAB6XicbVBNS8NAEJ34WetX1aOXxSp4KolI9Vj04rGK/YA2lM120i7dbMLuRiih/8CLB0W8+o+8+W/ctjlo64OBx3szzMwLEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6nfqtJ1Sax/LRjBP0IzqQPOSMGis9dE97pbJbcWcgy8TLSRly1Hulr24/ZmmE0jBBte54bmL8jCrDmcBJsZtqTCgb0QF2LJU0Qu1ns0sn5MwqfRLGypY0ZKb+nshopPU4CmxnRM1QL3pT8T+vk5rw2s+4TFKDks0XhakgJibTt0mfK2RGjC2hTHF7K2FDqigzNpyiDcFbfHmZNC8qXrVSvb8s127yOApwDCdwDh5cQQ3uoA4NYBDCM7zCmzNyXpx352PeuuLkM0fwB87nDxs6jRk=</latexit>

$



Upgrading to 2-ctxt Security

[Gorbunov-Vaikuntanathan-Wee’12]: 
 non-trivial techniques à upgrade to 2-ctxt security

Techniques do not upgrade normal-hiding. Nevertheless, 
they do preserve 1-ctxt normal-hiding

Theorem (This Work): 
2-ctxt index-hiding
1-ctxt normal-hiding

<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+Weak PRFs

Message-less PLBE w/

Similar depth to weak PRF



Traitor Tracing from 1-ctxt Normal-Hiding



Can We Upgrade to 2-Bounded Security?

Simple black-box Idea: several parallel instances
2-bounded master key

<latexit sha1_base64="dfa12l/r87/D93uS51ywGerJGEM=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRC9C0IvHBMwDkiXMTnqTMbOzy8ysEEK+wIsHRbz6Sd78GyfJHjSxoKGo6qa7K0gE18Z1v53c2vrG5lZ+u7Czu7d/UDw8auo4VQwbLBaxagdUo+ASG4Ybge1EIY0Cga1gdDfzW0+oNI/lgxkn6Ed0IHnIGTVWqt/0iiW37M5BVomXkRJkqPWKX91+zNIIpWGCat3x3MT4E6oMZwKnhW6qMaFsRAfYsVTSCLU/mR86JWdW6ZMwVrakIXP198SERlqPo8B2RtQM9bI3E//zOqkJr/0Jl0lqULLFojAVxMRk9jXpc4XMiLEllClubyVsSBVlxmZTsCF4yy+vkuZF2auUK/XLUvU2iyMPJ3AK5+DBFVThHmrQAAYIz/AKb86j8+K8Ox+L1pyTzRzDHzifP5BfjMw=</latexit>=
Several independent 1-bounded master keys

<latexit sha1_base64="dfa12l/r87/D93uS51ywGerJGEM=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRC9C0IvHBMwDkiXMTnqTMbOzy8ysEEK+wIsHRbz6Sd78GyfJHjSxoKGo6qa7K0gE18Z1v53c2vrG5lZ+u7Czu7d/UDw8auo4VQwbLBaxagdUo+ASG4Ybge1EIY0Cga1gdDfzW0+oNI/lgxkn6Ed0IHnIGTVWqt/0iiW37M5BVomXkRJkqPWKX91+zNIIpWGCat3x3MT4E6oMZwKnhW6qMaFsRAfYsVTSCLU/mR86JWdW6ZMwVrakIXP198SERlqPo8B2RtQM9bI3E//zOqkJr/0Jl0lqULLFojAVxMRk9jXpc4XMiLEllClubyVsSBVlxmZTsCF4yy+vkuZF2auUK/XLUvU2iyMPJ3AK5+DBFVThHmrQAAYIz/AKb86j8+K8Ox+L1pyTzRzDHzifP5BfjMw=</latexit>=
<latexit sha1_base64="dfa12l/r87/D93uS51ywGerJGEM=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRC9C0IvHBMwDkiXMTnqTMbOzy8ysEEK+wIsHRbz6Sd78GyfJHjSxoKGo6qa7K0gE18Z1v53c2vrG5lZ+u7Czu7d/UDw8auo4VQwbLBaxagdUo+ASG4Ybge1EIY0Cga1gdDfzW0+oNI/lgxkn6Ed0IHnIGTVWqt/0iiW37M5BVomXkRJkqPWKX91+zNIIpWGCat3x3MT4E6oMZwKnhW6qMaFsRAfYsVTSCLU/mR86JWdW6ZMwVrakIXP198SERlqPo8B2RtQM9bI3E//zOqkJr/0Jl0lqULLFojAVxMRk9jXpc4XMiLEllClubyVsSBVlxmZTsCF4yy+vkuZF2auUK/XLUvU2iyMPJ3AK5+DBFVThHmrQAAYIz/AKb86j8+K8Ox+L1pyTzRzDHzifP5BfjMw=</latexit>=

2-bounded secret key Several independent 1-bounded secret keys

2-bounded ciphertext Random choice of single 1-bounded ciphertext

<latexit sha1_base64="/cnyKmxVdU7M8ID6ozQbNE+/OJU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZq8H6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A0w+M+A==</latexit>

i
<latexit sha1_base64="/cnyKmxVdU7M8ID6ozQbNE+/OJU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZq8H6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A0w+M+A==</latexit>

i
<latexit sha1_base64="/cnyKmxVdU7M8ID6ozQbNE+/OJU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZq8H6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A0w+M+A==</latexit>

i
<latexit sha1_base64="/cnyKmxVdU7M8ID6ozQbNE+/OJU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZq8H6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A0w+M+A==</latexit>

i
<latexit sha1_base64="/cnyKmxVdU7M8ID6ozQbNE+/OJU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZq8H6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A0w+M+A==</latexit>

i
<latexit sha1_base64="/cnyKmxVdU7M8ID6ozQbNE+/OJU=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZq8H6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4A0w+M+A==</latexit>

i

<latexit sha1_base64="MeVe00/0c6YGbDnbinzAefhh3JI=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNQY9ELx4hkUcCGzI79MLA7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAXj+7nfekKleSwfzSRBP6IDyUPOqLFSfdQrltyyuwBZJ15GSpCh1it+dfsxSyOUhgmqdcdzE+NPqTKcCZwVuqnGhLIxHWDHUkkj1P50ceiMXFilT8JY2ZKGLNTfE1MaaT2JAtsZUTPUq95c/M/rpCa89adcJqlByZaLwlQQE5P516TPFTIjJpZQpri9lbAhVZQZm03BhuCtvrxOmldlr1Ku1K9L1bssjjycwTlcggc3UIUHqEEDGCA8wyu8OSPnxXl3PpatOSebOYU/cD5/ANSTjPk=</latexit>

j
<latexit sha1_base64="MeVe00/0c6YGbDnbinzAefhh3JI=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNQY9ELx4hkUcCGzI79MLA7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAXj+7nfekKleSwfzSRBP6IDyUPOqLFSfdQrltyyuwBZJ15GSpCh1it+dfsxSyOUhgmqdcdzE+NPqTKcCZwVuqnGhLIxHWDHUkkj1P50ceiMXFilT8JY2ZKGLNTfE1MaaT2JAtsZUTPUq95c/M/rpCa89adcJqlByZaLwlQQE5P516TPFTIjJpZQpri9lbAhVZQZm03BhuCtvrxOmldlr1Ku1K9L1bssjjycwTlcggc3UIUHqEEDGCA8wyu8OSPnxXl3PpatOSebOYU/cD5/ANSTjPk=</latexit>

j
<latexit sha1_base64="2APpwhYowSzor1lMlwRZxv8TX7w=">AAAB+3icbVDLSgMxFL1TX7W+xrp0EyxCBSkzUqrgpujGZQX7gHYomTTThmYyQ5IRy9BfceNCEbf+iDv/xrSdhbaey4XDOfeSm+PHnCntON9Wbm19Y3Mrv13Y2d3bP7APiy0VJZLQJol4JDs+VpQzQZuaaU47saQ49Dlt++Pbmd9+pFKxSDzoSUy9EA8FCxjB2kh9u1iunveuf9dZ3y45FWcOtErcjJQgQ6Nvf/UGEUlCKjThWKmu68TaS7HUjHA6LfQSRWNMxnhIu4YKHFLlpfPbp+jUKAMURNK00Giu/t5IcajUJPTNZIj1SC17M/E/r5vo4MpLmYgTTQVZPBQkHOkIzYJAAyYp0XxiCCaSmVsRGWGJiTZxFUwI7vKXV0nrouLWKrX7aql+k8WRh2M4gTK4cAl1uIMGNIHAEzzDK7xZU+vFerc+FqM5K9s5gj+wPn8AlvaSPA==</latexit>

(4, )



Can We Upgrade to 2-Bounded Security?

<latexit sha1_base64="2APpwhYowSzor1lMlwRZxv8TX7w=">AAAB+3icbVDLSgMxFL1TX7W+xrp0EyxCBSkzUqrgpujGZQX7gHYomTTThmYyQ5IRy9BfceNCEbf+iDv/xrSdhbaey4XDOfeSm+PHnCntON9Wbm19Y3Mrv13Y2d3bP7APiy0VJZLQJol4JDs+VpQzQZuaaU47saQ49Dlt++Pbmd9+pFKxSDzoSUy9EA8FCxjB2kh9u1iunveuf9dZ3y45FWcOtErcjJQgQ6Nvf/UGEUlCKjThWKmu68TaS7HUjHA6LfQSRWNMxnhIu4YKHFLlpfPbp+jUKAMURNK00Giu/t5IcajUJPTNZIj1SC17M/E/r5vo4MpLmYgTTQVZPBQkHOkIzYJAAyYp0XxiCCaSmVsRGWGJiTZxFUwI7vKXV0nrouLWKrX7aql+k8WRh2M4gTK4cAl1uIMGNIHAEzzDK7xZU+vFerc+FqM5K9s5gj+wPn8AlvaSPA==</latexit>

(4, )
<latexit sha1_base64="Xfy+vzMnw/TxQ3DutG7etaYZJpQ=">AAAB+3icbVDLSgMxFL1TX7W+xrp0EyxCBSkzRargpujGZQX7gHYomTTThmYyQ5IRy9BfceNCEbf+iDv/xrSdhbaey4XDOfeSm+PHnCntON9Wbm19Y3Mrv13Y2d3bP7APiy0VJZLQJol4JDs+VpQzQZuaaU47saQ49Dlt++Pbmd9+pFKxSDzoSUy9EA8FCxjB2kh9u1iunveuf9dZ3y45FWcOtErcjJQgQ6Nvf/UGEUlCKjThWKmu68TaS7HUjHA6LfQSRWNMxnhIu4YKHFLlpfPbp+jUKAMURNK00Giu/t5IcajUJPTNZIj1SC17M/E/r5vo4MpLmYgTTQVZPBQkHOkIzYJAAyYp0XxiCCaSmVsRGWGJiTZxFUwI7vKXV0mrWnFrldr9Ral+k8WRh2M4gTK4cAl1uIMGNIHAEzzDK7xZU+vFerc+FqM5K9s5gj+wPn8Ak86SOg==</latexit>

(2, )

As long as instances are different, 
each instance gets single ciphertext

In this case, security reduces to 1-
ctxt security

Problem: always non-trivial 
probability instances are same 

In these cases, no security



Weak Decoder-Based Normal-Hiding

That is, very good decoders can’t have tiny         too often  <latexit sha1_base64="VSimYiEoDANqKlpQNtuAIYbjhRA=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqseiF09S0X5AG8pmO2mXbjZhdyOU0J/gxYMiXv1F3vw3btsctPpg4PHeDDPzgkRwbVz3yymsrK6tbxQ3S1vbO7t75f2Dlo5TxbDJYhGrTkA1Ci6xabgR2EkU0igQ2A7G1zO//YhK81g+mEmCfkSHkoecUWOl+6R/2y9X3Ko7B/lLvJxUIEejX/7sDWKWRigNE1Trrucmxs+oMpwJnJZ6qcaEsjEdYtdSSSPUfjY/dUpOrDIgYaxsSUPm6s+JjEZaT6LAdkbUjPSyNxP/87qpCS/9jMskNSjZYlGYCmJiMvubDLhCZsTEEsoUt7cSNqKKMmPTKdkQvOWX/5LWWdWrVWt355X6VR5HEY7gGE7Bgwuoww00oAkMhvAEL/DqCOfZeXPeF60FJ585hF9wPr4BLwaNwA==</latexit>pN

Lemma (This Work, informal): Instantiate with 5 parallel instances. Then 
among decoders with                          , at least a fraction              of them have    

<latexit sha1_base64="t+HJETDDLdyhVTlUsvpyUf38Drg=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbBU020VL0VvXisYD+gCWGz3bZLN9m4uymU0H/ixYMiXv0n3vw3btsctPpg4PHeDDPzwoQzpR3nyyqsrK6tbxQ3S1vbO7t79v5BS4lUEtokggvZCbGinMW0qZnmtJNIiqOQ03Y4up357TGVion4QU8S6kd4ELM+I1gbKbDtJPBCob0BfUQX12dVJ7DLTsWZA/0lbk7KkKMR2J9eT5A0orEmHCvVdZ1E+xmWmhFOpyUvVTTBZIQHtGtojCOq/Gx++RSdGKWH+kKaijWaqz8nMhwpNYlC0xlhPVTL3kz8z+umun/lZyxOUk1jsljUTznSAs1iQD0mKdF8YggmkplbERliiYk2YZVMCO7yy39J67zi1iq1+2q5fpPHUYQjOIZTcOES6nAHDWgCgTE8wQu8Wpn1bL1Z74vWgpXPHMIvWB/f0/ySfg==</latexit>

p? � 39/40
<latexit sha1_base64="UA3F6+2zd7LG7RNFRkO3Nec4jAk=">AAAB9HicbVDLTgJBEOzFF+IL9ehlIjHxhLuEoEeiF08GE3kksCGzQwMTZh/MzJKQDd/hxYPGePVjvPk3DrAHBSvppFLVne4uLxJcadv+tjIbm1vbO9nd3N7+weFR/vikocJYMqyzUISy5VGFggdY11wLbEUSqe8JbHqju7nfnKBUPAye9DRC16eDgPc5o9pIbtR96AxwTErOVdnu5gt20V6ArBMnJQVIUevmvzq9kMU+BpoJqlTbsSPtJlRqzgTOcp1YYUTZiA6wbWhAfVRusjh6Ri6M0iP9UJoKNFmovycS6is19T3T6VM9VKveXPzPa8e6f+MmPIhijQFbLurHguiQzBMgPS6RaTE1hDLJza2EDamkTJucciYEZ/XlddIoFZ1KsfJYLlRv0ziycAbncAkOXEMV7qEGdWAwhmd4hTdrYr1Y79bHsjVjpTOn8AfW5w/Lg5DT</latexit>

pN � 21/40

<latexit sha1_base64="r0k9bqJ3YXd5QmMm4DnILPq8wxs=">AAAB63icbVBNSwMxEJ2tX7V+VT16CRbBU90tUnssevFYwX5Au5Rsmm1Dk+ySZIWy9C948aCIV/+QN/+N2XYP2vpg4PHeDDPzgpgzbVz32ylsbG5t7xR3S3v7B4dH5eOTjo4SRWibRDxSvQBrypmkbcMMp71YUSwCTrvB9C7zu09UaRbJRzOLqS/wWLKQEWwyybtq1Iblilt1F0DrxMtJBXK0huWvwSgiiaDSEI617ntubPwUK8MIp/PSINE0xmSKx7RvqcSCaj9d3DpHF1YZoTBStqRBC/X3RIqF1jMR2E6BzUSvepn4n9dPTNjwUybjxFBJlovChCMToexxNGKKEsNnlmCimL0VkQlWmBgbT8mG4K2+vE46tapXr9YfrivN2zyOIpzBOVyCBzfQhHtoQRsITOAZXuHNEc6L8+58LFsLTj5zCn/gfP4A1f2Ndw==</latexit>

1/82



Weak Decoder-Based Normal-Hiding

Re-interpreting Proof of Tracing from 2-ctxt Security:

Define
<latexit sha1_base64="Wa8VEdYTGuRWPUgoULoYJd6CBpo=">AAACBnicbVDLSsNAFJ3UV62vqEsRgkWoC0siUgURirpwJRXsA5oQJtNJO3TyYOZGKKErN/6KGxeKuPUb3Pk3TtsI2nouFw7n3MvMPV7MmQTT/NJyc/MLi0v55cLK6tr6hr651ZBRIgitk4hHouVhSTkLaR0YcNqKBcWBx2nT61+O/OY9FZJF4R0MYuoEuBsynxEMSnL1XfuKcsAl++ynDs5j1/YiOIzdG1cvmmVzDGOWWBkpogw1V/+0OxFJAhoC4VjKtmXG4KRYACOcDgt2ImmMSR93aVvREAdUOun4jKGxr5SO4UdCdQjGWP29keJAykHgqckAQ09OeyPxP6+dgH/qpCyME6AhmTzkJ9yAyBhlYnSYoAT4QBFMBFN/NUgPC0xAJVdQIVjTJ8+SxlHZqpQrt8fF6kUWRx7toD1UQhY6QVV0jWqojgh6QE/oBb1qj9qz9qa9T0ZzWrazjf5A+/gGpYKXWQ==</latexit>

�( ) = p? � pN

2-ctxt normal-hiding
<latexit sha1_base64="dQaO+WRrDQErXemcPmbfJBnBmvo=">AAACBnicbVDLSsNAFJ34rPUVdSnCYBFclaRIdVl8gMsK9gFJLJPppB06yQwzE7GErtz4K25cKOLWb3Dn3zhpu9DWAxcO59zLvfeEglGlHefbWlhcWl5ZLawV1zc2t7btnd2m4qnEpIE547IdIkUYTUhDU81IW0iC4pCRVji4yP3WPZGK8uRWDwUJYtRLaEQx0kbq2Ad+jHQ/DLOrkedfEqbRXSXwkRCSP0CnY5ecsjMGnCfulJTAFPWO/eV3OU5jkmjMkFKe6wgdZEhqihkZFf1UEYHwAPWIZ2iCYqKCbPzGCB4ZpQsjLk0lGo7V3xMZipUaxqHpzI9Ws14u/ud5qY7OgowmItUkwZNFUcqg5jDPBHapJFizoSEIS2puhbiPJMLaJFc0IbizL8+TZqXsVsvVm5NS7XwaRwHsg0NwDFxwCmrgGtRBA2DwCJ7BK3iznqwX6936mLQuWNOZPfAH1ucPy5qYsw==</latexit>

E[�2] ⇡ 0
<latexit sha1_base64="gaaSpJ3EaGyjtRRCH47WYoQ7fzc=">AAACC3icbZDLSgMxFIYzXmu9VV26CS2CqzIjUl0WdeGygr1AZyiZNNOGZpIhOSOWoXs3voobF4q49QXc+TamF0Rbfwh8/OccTs4fJoIbcN0vZ2l5ZXVtPbeR39za3tkt7O03jEo1ZXWqhNKtkBgmuGR14CBYK9GMxKFgzXBwOa4375g2XMlbGCYsiElP8ohTAtbqFIp+Tbf9KyaAYF8q8EmSaHWP3eCHOoWSW3YnwovgzaCEZqp1Cp9+V9E0ZhKoIMa0PTeBICMaOBVslPdTwxJCB6TH2hYliZkJssktI3xknS6OlLZPAp64vycyEhszjEPbGRPom/na2Pyv1k4hOg8yLpMUmKTTRVEqMCg8DgZ3uWYUxNACoZrbv2LaJ5pQsPHlbQje/MmL0Dgpe5Vy5ea0VL2YxZFDh6iIjpGHzlAVXaMaqiOKHtATekGvzqPz7Lw579PWJWc2c4D+yPn4BiaGmn8=</latexit>

Pr[� 6⇡ 0] ⇡ 0

Lemma (This Work, informal): Instantiate with 5 parallel instances. Then 
among decoders with                          , at least a fraction              of them have    

<latexit sha1_base64="t+HJETDDLdyhVTlUsvpyUf38Drg=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbBU020VL0VvXisYD+gCWGz3bZLN9m4uymU0H/ixYMiXv0n3vw3btsctPpg4PHeDDPzwoQzpR3nyyqsrK6tbxQ3S1vbO7t79v5BS4lUEtokggvZCbGinMW0qZnmtJNIiqOQ03Y4up357TGVion4QU8S6kd4ELM+I1gbKbDtJPBCob0BfUQX12dVJ7DLTsWZA/0lbk7KkKMR2J9eT5A0orEmHCvVdZ1E+xmWmhFOpyUvVTTBZIQHtGtojCOq/Gx++RSdGKWH+kKaijWaqz8nMhwpNYlC0xlhPVTL3kz8z+umun/lZyxOUk1jsljUTznSAs1iQD0mKdF8YggmkplbERliiYk2YZVMCO7yy39J67zi1iq1+2q5fpPHUYQjOIZTcOES6nAHDWgCgTE8wQu8Wpn1bL1Z74vWgpXPHMIvWB/f0/ySfg==</latexit>

p? � 39/40
<latexit sha1_base64="UA3F6+2zd7LG7RNFRkO3Nec4jAk=">AAAB9HicbVDLTgJBEOzFF+IL9ehlIjHxhLuEoEeiF08GE3kksCGzQwMTZh/MzJKQDd/hxYPGePVjvPk3DrAHBSvppFLVne4uLxJcadv+tjIbm1vbO9nd3N7+weFR/vikocJYMqyzUISy5VGFggdY11wLbEUSqe8JbHqju7nfnKBUPAye9DRC16eDgPc5o9pIbtR96AxwTErOVdnu5gt20V6ArBMnJQVIUevmvzq9kMU+BpoJqlTbsSPtJlRqzgTOcp1YYUTZiA6wbWhAfVRusjh6Ri6M0iP9UJoKNFmovycS6is19T3T6VM9VKveXPzPa8e6f+MmPIhijQFbLurHguiQzBMgPS6RaTE1hDLJza2EDamkTJucciYEZ/XlddIoFZ1KsfJYLlRv0ziycAbncAkOXEMV7qEGdWAwhmd4hTdrYr1Y79bHsjVjpTOn8AfW5w/Lg5DT</latexit>

pN � 21/40

<latexit sha1_base64="r0k9bqJ3YXd5QmMm4DnILPq8wxs=">AAAB63icbVBNSwMxEJ2tX7V+VT16CRbBU90tUnssevFYwX5Au5Rsmm1Dk+ySZIWy9C948aCIV/+QN/+N2XYP2vpg4PHeDDPzgpgzbVz32ylsbG5t7xR3S3v7B4dH5eOTjo4SRWibRDxSvQBrypmkbcMMp71YUSwCTrvB9C7zu09UaRbJRzOLqS/wWLKQEWwyybtq1Iblilt1F0DrxMtJBXK0huWvwSgiiaDSEI617ntubPwUK8MIp/PSINE0xmSKx7RvqcSCaj9d3DpHF1YZoTBStqRBC/X3RIqF1jMR2E6BzUSvepn4n9dPTNjwUybjxFBJlovChCMToexxNGKKEsNnlmCimL0VkQlWmBgbT8mG4K2+vE46tapXr9YfrivN2zyOIpzBOVyCBzfQhHtoQRsITOAZXuHNEc6L8+58LFsLTj5zCn/gfP4A1f2Ndw==</latexit>
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Weak Decoder-Based Normal-Hiding

Proof: Assume for simplicity that all decoders have 

Define                             as          when encrypting to instance

Similarly define   

Adapting same proof

<latexit sha1_base64="NHLhpxaNxcp0aoP9Jn94OjZ96nc=">AAAB/3icbVDLSgMxFM3UV62vUcGNm2ARKkiZEamCm6IblxXsAzrDkEkzbWgmGZKMUMYu/BU3LhRx62+4829M2xG0ei4XDufcS25OmDCqtON8WoWFxaXlleJqaW19Y3PL3t5pKZFKTJpYMCE7IVKEUU6ammpGOokkKA4ZaYfDq4nfviNSUcFv9Sghfoz6nEYUI22kwN5LgswLhT4ejivexXcdBXbZqTpTwL/EzUkZ5GgE9ofXEziNCdeYIaW6rpNoP0NSU8zIuOSliiQID1GfdA3lKCbKz6b3j+GhUXowEtI013Cq/tzIUKzUKA7NZIz0QM17E/E/r5vq6NzPKE9STTiePRSlDGoBJ2HAHpUEazYyBGFJza0QD5BEWJvISiYEd/7Lf0nrpOrWqrWb03L9Mo+jCPbBAagAF5yBOrgGDdAEGNyDR/AMXqwH68l6td5mowUr39kFv2C9fwELp5TV</latexit>

p?,k( ) <latexit sha1_base64="PiymV3HMVqyV1snTNk1iogyMN00=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69BIvgqSQi1WPRi8cK9gPaUDbbTbt2sxt2J0IJ/Q9ePCji1f/jzX/jts1BWx8MPN6bYWZemAhu0PO+ncLa+sbmVnG7tLO7t39QPjxqGZVqyppUCaU7ITFMcMmayFGwTqIZiUPB2uH4dua3n5g2XMkHnCQsiMlQ8ohTglZqJf1eqLBfrnhVbw53lfg5qUCORr/81RsomsZMIhXEmK7vJRhkRCOngk1LvdSwhNAxGbKupZLEzATZ/Nqpe2aVgRspbUuiO1d/T2QkNmYSh7YzJjgyy95M/M/rphhdBxmXSYpM0sWiKBUuKnf2ujvgmlEUE0sI1dze6tIR0YSiDahkQ/CXX14lrYuqX6vW7i8r9Zs8jiKcwCmcgw9XUIc7aEATKDzCM7zCm6OcF+fd+Vi0Fpx85hj+wPn8AaRijzE=</latexit>p?
<latexit sha1_base64="NsjKO6FvOGDmdJJbvTvwmNzF414=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqjPulsltx5yCrxMtJGXLU+6Wv3iBmaYTSMEG17npuYvyMKsOZwGmxl2pMKBvTIXYtlTRC7WfzQ6fk3CoDEsbKljRkrv6eyGik9SQKbGdEzUgvezPxP6+bmvDGz7hMUoOSLRaFqSAmJrOvyYArZEZMLKFMcXsrYSOqKDM2m6INwVt+eZW0LitetVJtXJVrt3kcBTiFM7gAD66hBvdQhyYwQHiGV3hzHp0X5935WLSuOfnMCfyB8/kD1heM+g==</latexit>

k
<latexit sha1_base64="4BVeNDJ+ONYqD5QXEdDyrV7rpaA=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbBQymJSPVY1IMnqWA/oA1hs920SzebsLsplNB/4sWDIl79J978N27bHLT1wcDjvRlm5gUJZ0o7zrdVWFvf2Nwqbpd2dvf2D+zDo5aKU0lok8Q8lp0AK8qZoE3NNKedRFIcBZy2g9HtzG+PqVQsFk96klAvwgPBQkawNpJv24mfPVRG00rvjnKN/ZFvl52qMwdaJW5OypCj4dtfvX5M0ogKTThWqus6ifYyLDUjnE5LvVTRBJMRHtCuoQJHVHnZ/PIpOjNKH4WxNCU0mqu/JzIcKTWJAtMZYT1Uy95M/M/rpjq89jImklRTQRaLwpQjHaNZDKjPJCWaTwzBRDJzKyJDLDHRJqySCcFdfnmVtC6qbq1ae7ws12/yOIpwAqdwDi5cQR3uoQFNIDCGZ3iFNyuzXqx362PRWrDymWP4A+vzB/X0kz4=</latexit>

pN,k,�k

<latexit sha1_base64="YaErHm7eix/uYRry+trkMeF6Kac=">AAACEXicbVDLSsNAFJ34rPUVdelmsAhdlUSkuiw+wGUF+4AmhMn0ph06eTAzEUvoL7jxV9y4UMStO3f+jZM2C209MMzhnHu59x4/4Uwqy/o2lpZXVtfWSxvlza3tnV1zb78t41RQaNGYx6LrEwmcRdBSTHHoJgJI6HPo+KPL3O/cg5Asju7UOAE3JIOIBYwSpSXPrDohUUPfz64nPecKuCLeqPgd4Nx1SJKI+AFbnlmxatYUeJHYBamgAk3P/HL6MU1DiBTlRMqebSXKzYhQjHKYlJ1UQkLoiAygp2lEQpBuNr1ogo+10sdBLPSLFJ6qvzsyEko5Dn1dme8v571c/M/rpSo4dzMWJamCiM4GBSnHKsZ5PLjPBFDFx5oQKpjeFdMhEYQqHWJZh2DPn7xI2ic1u16r355WGhdFHCV0iI5QFdnoDDXQDWqiFqLoET2jV/RmPBkvxrvxMStdMoqeA/QHxucPvwqdmQ==</latexit>

E[�k�`] ⇡ 0
<latexit sha1_base64="MhNk1sPxyYlwF1GPphv0ULB6b+M=">AAAB8HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rGC/ZAmlM120i7dbOLuRiilv8KLB0W8+nO8+W/ctjlo64OBx3szzMwLU8G1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZIphg2WiES1Q6pRcIkNw43AdqqQxqHAVji8mfqtJ1SaJ/LejFIMYtqXPOKMGis9DH2Jjz4K0S2V3Yo7A1kmXk7KkKPeLX35vYRlMUrDBNW647mpCcZUGc4ETop+pjGlbEj72LFU0hh1MJ4dPCGnVumRKFG2pCEz9ffEmMZaj+LQdsbUDPSiNxX/8zqZia6CMZdpZlCy+aIoE8QkZPo96XGFzIiRJZQpbm8lbEAVZcZmVLQheIsvL5PmecWrVqp3F+XadR5HAY7hBM7Ag0uowS3UoQEMYniGV3hzlPPivDsf89YVJ585gj9wPn8A7qSQgw==</latexit>

k != !for

<latexit sha1_base64="t+HJETDDLdyhVTlUsvpyUf38Drg=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbBU020VL0VvXisYD+gCWGz3bZLN9m4uymU0H/ixYMiXv0n3vw3btsctPpg4PHeDDPzwoQzpR3nyyqsrK6tbxQ3S1vbO7t79v5BS4lUEtokggvZCbGinMW0qZnmtJNIiqOQ03Y4up357TGVion4QU8S6kd4ELM+I1gbKbDtJPBCob0BfUQX12dVJ7DLTsWZA/0lbk7KkKMR2J9eT5A0orEmHCvVdZ1E+xmWmhFOpyUvVTTBZIQHtGtojCOq/Gx++RSdGKWH+kKaijWaqz8nMhwpNYlC0xlhPVTL3kz8z+umun/lZyxOUk1jsljUTznSAs1iQD0mKdF8YggmkplbERliiYk2YZVMCO7yy39J67zi1iq1+2q5fpPHUYQjOIZTcOES6nAHDWgCgTE8wQu8Wpn1bL1Z74vWgpXPHMIvWB/f0/ySfg==</latexit>

p? � 39/40

Lemma (This Work, informal): Instantiate with 5 parallel instances. Then 
among decoders with                          , at least a fraction              of them have    

<latexit sha1_base64="t+HJETDDLdyhVTlUsvpyUf38Drg=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbBU020VL0VvXisYD+gCWGz3bZLN9m4uymU0H/ixYMiXv0n3vw3btsctPpg4PHeDDPzwoQzpR3nyyqsrK6tbxQ3S1vbO7t79v5BS4lUEtokggvZCbGinMW0qZnmtJNIiqOQ03Y4up357TGVion4QU8S6kd4ELM+I1gbKbDtJPBCob0BfUQX12dVJ7DLTsWZA/0lbk7KkKMR2J9eT5A0orEmHCvVdZ1E+xmWmhFOpyUvVTTBZIQHtGtojCOq/Gx++RSdGKWH+kKaijWaqz8nMhwpNYlC0xlhPVTL3kz8z+umun/lZyxOUk1jsljUTznSAs1iQD0mKdF8YggmkplbERliiYk2YZVMCO7yy39J67zi1iq1+2q5fpPHUYQjOIZTcOES6nAHDWgCgTE8wQu8Wpn1bL1Z74vWgpXPHMIvWB/f0/ySfg==</latexit>

p? � 39/40
<latexit sha1_base64="UA3F6+2zd7LG7RNFRkO3Nec4jAk=">AAAB9HicbVDLTgJBEOzFF+IL9ehlIjHxhLuEoEeiF08GE3kksCGzQwMTZh/MzJKQDd/hxYPGePVjvPk3DrAHBSvppFLVne4uLxJcadv+tjIbm1vbO9nd3N7+weFR/vikocJYMqyzUISy5VGFggdY11wLbEUSqe8JbHqju7nfnKBUPAye9DRC16eDgPc5o9pIbtR96AxwTErOVdnu5gt20V6ArBMnJQVIUevmvzq9kMU+BpoJqlTbsSPtJlRqzgTOcp1YYUTZiA6wbWhAfVRusjh6Ri6M0iP9UJoKNFmovycS6is19T3T6VM9VKveXPzPa8e6f+MmPIhijQFbLurHguiQzBMgPS6RaTE1hDLJza2EDamkTJucciYEZ/XlddIoFZ1KsfJYLlRv0ziycAbncAkOXEMV7qEGdWAwhmd4hTdrYr1Y79bHsjVjpTOn8AfW5w/Lg5DT</latexit>

pN � 21/40

<latexit sha1_base64="r0k9bqJ3YXd5QmMm4DnILPq8wxs=">AAAB63icbVBNSwMxEJ2tX7V+VT16CRbBU90tUnssevFYwX5Au5Rsmm1Dk+ySZIWy9C948aCIV/+QN/+N2XYP2vpg4PHeDDPzgpgzbVz32ylsbG5t7xR3S3v7B4dH5eOTjo4SRWibRDxSvQBrypmkbcMMp71YUSwCTrvB9C7zu09UaRbJRzOLqS/wWLKQEWwyybtq1Iblilt1F0DrxMtJBXK0huWvwSgiiaDSEI617ntubPwUK8MIp/PSINE0xmSKx7RvqcSCaj9d3DpHF1YZoTBStqRBC/X3RIqF1jMR2E6BzUSvepn4n9dPTNjwUybjxFBJlovChCMToexxNGKKEsNnlmCimL0VkQlWmBgbT8mG4K2+vE46tapXr9YfrivN2zyOIpzBOVyCBzfQhHtoQRsITOAZXuHNEc6L8+58LFsLTj5zCn/gfP4A1f2Ndw==</latexit>
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Weak Decoder-Based Normal-Hiding

Proof:
<latexit sha1_base64="YaErHm7eix/uYRry+trkMeF6Kac=">AAACEXicbVDLSsNAFJ34rPUVdelmsAhdlUSkuiw+wGUF+4AmhMn0ph06eTAzEUvoL7jxV9y4UMStO3f+jZM2C209MMzhnHu59x4/4Uwqy/o2lpZXVtfWSxvlza3tnV1zb78t41RQaNGYx6LrEwmcRdBSTHHoJgJI6HPo+KPL3O/cg5Asju7UOAE3JIOIBYwSpSXPrDohUUPfz64nPecKuCLeqPgd4Nx1SJKI+AFbnlmxatYUeJHYBamgAk3P/HL6MU1DiBTlRMqebSXKzYhQjHKYlJ1UQkLoiAygp2lEQpBuNr1ogo+10sdBLPSLFJ6qvzsyEko5Dn1dme8v571c/M/rpSo4dzMWJamCiM4GBSnHKsZ5PLjPBFDFx5oQKpjeFdMhEYQqHWJZh2DPn7xI2ic1u16r355WGhdFHCV0iI5QFdnoDDXQDWqiFqLoET2jV/RmPBkvxrvxMStdMoqeA/QHxucPvwqdmQ==</latexit>

E[�k�`] ⇡ 0
<latexit sha1_base64="MhNk1sPxyYlwF1GPphv0ULB6b+M=">AAAB8HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rGC/ZAmlM120i7dbOLuRiilv8KLB0W8+nO8+W/ctjlo64OBx3szzMwLU8G1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZIphg2WiES1Q6pRcIkNw43AdqqQxqHAVji8mfqtJ1SaJ/LejFIMYtqXPOKMGis9DH2Jjz4K0S2V3Yo7A1kmXk7KkKPeLX35vYRlMUrDBNW647mpCcZUGc4ETop+pjGlbEj72LFU0hh1MJ4dPCGnVumRKFG2pCEz9ffEmMZaj+LQdsbUDPSiNxX/8zqZia6CMZdpZlCy+aIoE8QkZPo96XGFzIiRJZQpbm8lbEAVZcZmVLQheIsvL5PmecWrVqp3F+XadR5HAY7hBM7Ag0uowS3UoQEMYniGV3hzlPPivDsf89YVJ585gj9wPn8A7qSQgw==</latexit>

k != !for
<latexit sha1_base64="8NNzb9MRCwkSRVOBCe/NlCky5zQ="></latexit>

E[! 2] = E
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"
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<latexit sha1_base64="jf1MQrRufp7WDO1hgvF7loChl4Q=">AAACBXicbVDLSsNAFJ34rPVVdamLwSK4KkmR6rL4AJcV7AOSGCbTm3bo5OHMRCihGzf+ihsXirj1H9z5N07bLLT1wIXDOfdy7z1+wplUpvltLCwuLa+sFtaK6xubW9ulnd2WjFNBoUljHouOTyRwFkFTMcWhkwggoc+h7Q8uxn77AYRkcXSrhgm4IelFLGCUKC15pQMnJKrv+9nVyHYugSviDe6qrsPhHlteqWxWzAnwPLFyUkY5Gl7py+nGNA0hUpQTKW3LTJSbEaEY5TAqOqmEhNAB6YGtaURCkG42+WKEj7TSxUEsdEUKT9TfExkJpRyGvu4c3yxnvbH4n2enKjhzMxYlqYKIThcFKccqxuNIcJcJoIoPNSFUMH0rpn0iCFU6uKIOwZp9eZ60qhWrVqndnJTr53kcBbSPDtExstApqqNr1EBNRNEjekav6M14Ml6Md+Nj2rpg5DN76A+Mzx/F2Zgc</latexit>

E[! 2
k ] ! 1 trivially,

<latexit sha1_base64="hu4MPcLvrrL6CrZPCj7BUz9pypY="></latexit>

Pr[! > 9/ 20] ! Pr[! 2 ! 81/ 400] !
1
5

"
400
81

= 1 #
1
81

Say,
<latexit sha1_base64="0/n4kikmUeFjRz4I+4k8fVE7d3s="></latexit>

Pr[! > 9/ 20] ! 1 " 1/ 82 =# Pr[! ! 9/ 20] $ 1/ 82

Lemma (This Work, informal): Instantiate with 5 parallel instances. Then 
among decoders with                          , at least a fraction              of them have    

<latexit sha1_base64="t+HJETDDLdyhVTlUsvpyUf38Drg=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbBU020VL0VvXisYD+gCWGz3bZLN9m4uymU0H/ixYMiXv0n3vw3btsctPpg4PHeDDPzwoQzpR3nyyqsrK6tbxQ3S1vbO7t79v5BS4lUEtokggvZCbGinMW0qZnmtJNIiqOQ03Y4up357TGVion4QU8S6kd4ELM+I1gbKbDtJPBCob0BfUQX12dVJ7DLTsWZA/0lbk7KkKMR2J9eT5A0orEmHCvVdZ1E+xmWmhFOpyUvVTTBZIQHtGtojCOq/Gx++RSdGKWH+kKaijWaqz8nMhwpNYlC0xlhPVTL3kz8z+umun/lZyxOUk1jsljUTznSAs1iQD0mKdF8YggmkplbERliiYk2YZVMCO7yy39J67zi1iq1+2q5fpPHUYQjOIZTcOES6nAHDWgCgTE8wQu8Wpn1bL1Z74vWgpXPHMIvWB/f0/ySfg==</latexit>

p? � 39/40
<latexit sha1_base64="UA3F6+2zd7LG7RNFRkO3Nec4jAk=">AAAB9HicbVDLTgJBEOzFF+IL9ehlIjHxhLuEoEeiF08GE3kksCGzQwMTZh/MzJKQDd/hxYPGePVjvPk3DrAHBSvppFLVne4uLxJcadv+tjIbm1vbO9nd3N7+weFR/vikocJYMqyzUISy5VGFggdY11wLbEUSqe8JbHqju7nfnKBUPAye9DRC16eDgPc5o9pIbtR96AxwTErOVdnu5gt20V6ArBMnJQVIUevmvzq9kMU+BpoJqlTbsSPtJlRqzgTOcp1YYUTZiA6wbWhAfVRusjh6Ri6M0iP9UJoKNFmovycS6is19T3T6VM9VKveXPzPa8e6f+MmPIhijQFbLurHguiQzBMgPS6RaTE1hDLJza2EDamkTJucciYEZ/XlddIoFZ1KsfJYLlRv0ziycAbncAkOXEMV7qEGdWAwhmd4hTdrYr1Y79bHsjVjpTOn8AfW5w/Lg5DT</latexit>

pN � 21/40

<latexit sha1_base64="r0k9bqJ3YXd5QmMm4DnILPq8wxs=">AAAB63icbVBNSwMxEJ2tX7V+VT16CRbBU90tUnssevFYwX5Au5Rsmm1Dk+ySZIWy9C948aCIV/+QN/+N2XYP2vpg4PHeDDPzgpgzbVz32ylsbG5t7xR3S3v7B4dH5eOTjo4SRWibRDxSvQBrypmkbcMMp71YUSwCTrvB9C7zu09UaRbJRzOLqS/wWLKQEWwyybtq1Iblilt1F0DrxMtJBXK0huWvwSgiiaDSEI617ntubPwUK8MIp/PSINE0xmSKx7RvqcSCaj9d3DpHF1YZoTBStqRBC/X3RIqF1jMR2E6BzUSvepn4n9dPTNjwUybjxFBJlovChCMToexxNGKKEsNnlmCimL0VkQlWmBgbT8mG4K2+vE46tapXr9YfrivN2zyOIpzBOVyCBzfQhHtoQRsITOAZXuHNEc6L8+58LFsLTj5zCn/gfP4A1f2Ndw==</latexit>
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Weak Decoder-Based Normal-Hiding

Proof:
<latexit sha1_base64="NvWSkjb2VBOi41hia0RibEQwNA4=">AAACBnicbZC7SgNBFIZn4y3G26qlCINBsEp2g8TYBbWwjGASYXcJs5OTZMjsxZlZISypbHwVGwtFbH0GO9/GSbKFJv4w8PGfczhzfj/mTCrL+jZyS8srq2v59cLG5tb2jrm715JRIig0acQjcecTCZyF0FRMcbiLBZDA59D2h5eTevsBhGRReKtGMXgB6YesxyhR2uqYh25DOO4VcEVcDvf4vFyxPLevyS7XKh2zaJWsqfAi2BkUUaZGx/xyuxFNAggV5URKx7Zi5aVEKEY5jAtuIiEmdEj64GgMSQDSS6dnjPGxdrq4Fwn9QoWn7u+JlARSjgJfdwZEDeR8bWL+V3MS1at5KQvjREFIZ4t6CccqwpNMcJcJoIqPNBAqmP4rpgMiCFU6uYIOwZ4/eRFalZJdLVVvTov1iyyOPDpAR+gE2egM1dE1aqAmougRPaNX9GY8GS/Gu/Exa80Z2cw++iPj8wclk5b/</latexit>

Pr[! ! 9/ 20] " 1/ 82

<latexit sha1_base64="vwyKMDtoi9q7Btna15jZKdou+Gc="></latexit>

Pr[pN ! 21/ 40] ! Pr[p! ! 39/ 40 and ! " 9/ 20]

= Pr[ ! " 9/ 20] ! 1/ 82
Recall we made simplifying assumption 
that                      always. Can extend to 
general case by careful conditioning 

<latexit sha1_base64="t+HJETDDLdyhVTlUsvpyUf38Drg=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbBU020VL0VvXisYD+gCWGz3bZLN9m4uymU0H/ixYMiXv0n3vw3btsctPpg4PHeDDPzwoQzpR3nyyqsrK6tbxQ3S1vbO7t79v5BS4lUEtokggvZCbGinMW0qZnmtJNIiqOQ03Y4up357TGVion4QU8S6kd4ELM+I1gbKbDtJPBCob0BfUQX12dVJ7DLTsWZA/0lbk7KkKMR2J9eT5A0orEmHCvVdZ1E+xmWmhFOpyUvVTTBZIQHtGtojCOq/Gx++RSdGKWH+kKaijWaqz8nMhwpNYlC0xlhPVTL3kz8z+umun/lZyxOUk1jsljUTznSAs1iQD0mKdF8YggmkplbERliiYk2YZVMCO7yy39J67zi1iq1+2q5fpPHUYQjOIZTcOES6nAHDWgCgTE8wQu8Wpn1bL1Z74vWgpXPHMIvWB/f0/ySfg==</latexit>

p? � 39/40

Lemma (This Work, informal): Instantiate with 5 parallel instances. Then 
among decoders with                          , at least a fraction              of them have    

<latexit sha1_base64="t+HJETDDLdyhVTlUsvpyUf38Drg=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbBU020VL0VvXisYD+gCWGz3bZLN9m4uymU0H/ixYMiXv0n3vw3btsctPpg4PHeDDPzwoQzpR3nyyqsrK6tbxQ3S1vbO7t79v5BS4lUEtokggvZCbGinMW0qZnmtJNIiqOQ03Y4up357TGVion4QU8S6kd4ELM+I1gbKbDtJPBCob0BfUQX12dVJ7DLTsWZA/0lbk7KkKMR2J9eT5A0orEmHCvVdZ1E+xmWmhFOpyUvVTTBZIQHtGtojCOq/Gx++RSdGKWH+kKaijWaqz8nMhwpNYlC0xlhPVTL3kz8z+umun/lZyxOUk1jsljUTznSAs1iQD0mKdF8YggmkplbERliiYk2YZVMCO7yy39J67zi1iq1+2q5fpPHUYQjOIZTcOES6nAHDWgCgTE8wQu8Wpn1bL1Z74vWgpXPHMIvWB/f0/ySfg==</latexit>

p? � 39/40
<latexit sha1_base64="UA3F6+2zd7LG7RNFRkO3Nec4jAk=">AAAB9HicbVDLTgJBEOzFF+IL9ehlIjHxhLuEoEeiF08GE3kksCGzQwMTZh/MzJKQDd/hxYPGePVjvPk3DrAHBSvppFLVne4uLxJcadv+tjIbm1vbO9nd3N7+weFR/vikocJYMqyzUISy5VGFggdY11wLbEUSqe8JbHqju7nfnKBUPAye9DRC16eDgPc5o9pIbtR96AxwTErOVdnu5gt20V6ArBMnJQVIUevmvzq9kMU+BpoJqlTbsSPtJlRqzgTOcp1YYUTZiA6wbWhAfVRusjh6Ri6M0iP9UJoKNFmovycS6is19T3T6VM9VKveXPzPa8e6f+MmPIhijQFbLurHguiQzBMgPS6RaTE1hDLJza2EDamkTJucciYEZ/XlddIoFZ1KsfJYLlRv0ziycAbncAkOXEMV7qEGdWAwhmd4hTdrYr1Y79bHsjVjpTOn8AfW5w/Lg5DT</latexit>

pN � 21/40

<latexit sha1_base64="r0k9bqJ3YXd5QmMm4DnILPq8wxs=">AAAB63icbVBNSwMxEJ2tX7V+VT16CRbBU90tUnssevFYwX5Au5Rsmm1Dk+ySZIWy9C948aCIV/+QN/+N2XYP2vpg4PHeDDPzgpgzbVz32ylsbG5t7xR3S3v7B4dH5eOTjo4SRWibRDxSvQBrypmkbcMMp71YUSwCTrvB9C7zu09UaRbJRzOLqS/wWLKQEWwyybtq1Iblilt1F0DrxMtJBXK0huWvwSgiiaDSEI617ntubPwUK8MIp/PSINE0xmSKx7RvqcSCaj9d3DpHF1YZoTBStqRBC/X3RIqF1jMR2E6BzUSvepn4n9dPTNjwUybjxFBJlovChCMToexxNGKKEsNnlmCimL0VkQlWmBgbT8mG4K2+vE46tapXr9YfrivN2zyOIpzBOVyCBzfQhHtoQRsITOAZXuHNEc6L8+58LFsLTj5zCn/gfP4A1f2Ndw==</latexit>

1/82



Weak Decoder-Based Normal-Hiding

Proof:

<latexit sha1_base64="vwyKMDtoi9q7Btna15jZKdou+Gc="></latexit>

Pr[pN ! 21/ 40] ! Pr[p! ! 39/ 40 and ! " 9/ 20]

= Pr[ ! " 9/ 20] ! 1/ 82

<latexit sha1_base64="NvWSkjb2VBOi41hia0RibEQwNA4=">AAACBnicbZC7SgNBFIZn4y3G26qlCINBsEp2g8TYBbWwjGASYXcJs5OTZMjsxZlZISypbHwVGwtFbH0GO9/GSbKFJv4w8PGfczhzfj/mTCrL+jZyS8srq2v59cLG5tb2jrm715JRIig0acQjcecTCZyF0FRMcbiLBZDA59D2h5eTevsBhGRReKtGMXgB6YesxyhR2uqYh25DOO4VcEVcDvf4vFyxPLevyS7XKh2zaJWsqfAi2BkUUaZGx/xyuxFNAggV5URKx7Zi5aVEKEY5jAtuIiEmdEj64GgMSQDSS6dnjPGxdrq4Fwn9QoWn7u+JlARSjgJfdwZEDeR8bWL+V3MS1at5KQvjREFIZ4t6CccqwpNMcJcJoIqPNBAqmP4rpgMiCFU6uYIOwZ4/eRFalZJdLVVvTov1iyyOPDpAR+gE2egM1dE1aqAmougRPaNX9GY8GS/Gu/Exa80Z2cw++iPj8wclk5b/</latexit>

Pr[! ! 9/ 20] " 1/ 82

Lemma (This Work, informal): Instantiate with 5 parallel instances. Then 
among decoders with                          , at least a fraction              of them have    

<latexit sha1_base64="t+HJETDDLdyhVTlUsvpyUf38Drg=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbBU020VL0VvXisYD+gCWGz3bZLN9m4uymU0H/ixYMiXv0n3vw3btsctPpg4PHeDDPzwoQzpR3nyyqsrK6tbxQ3S1vbO7t79v5BS4lUEtokggvZCbGinMW0qZnmtJNIiqOQ03Y4up357TGVion4QU8S6kd4ELM+I1gbKbDtJPBCob0BfUQX12dVJ7DLTsWZA/0lbk7KkKMR2J9eT5A0orEmHCvVdZ1E+xmWmhFOpyUvVTTBZIQHtGtojCOq/Gx++RSdGKWH+kKaijWaqz8nMhwpNYlC0xlhPVTL3kz8z+umun/lZyxOUk1jsljUTznSAs1iQD0mKdF8YggmkplbERliiYk2YZVMCO7yy39J67zi1iq1+2q5fpPHUYQjOIZTcOES6nAHDWgCgTE8wQu8Wpn1bL1Z74vWgpXPHMIvWB/f0/ySfg==</latexit>

p? � 39/40
<latexit sha1_base64="UA3F6+2zd7LG7RNFRkO3Nec4jAk=">AAAB9HicbVDLTgJBEOzFF+IL9ehlIjHxhLuEoEeiF08GE3kksCGzQwMTZh/MzJKQDd/hxYPGePVjvPk3DrAHBSvppFLVne4uLxJcadv+tjIbm1vbO9nd3N7+weFR/vikocJYMqyzUISy5VGFggdY11wLbEUSqe8JbHqju7nfnKBUPAye9DRC16eDgPc5o9pIbtR96AxwTErOVdnu5gt20V6ArBMnJQVIUevmvzq9kMU+BpoJqlTbsSPtJlRqzgTOcp1YYUTZiA6wbWhAfVRusjh6Ri6M0iP9UJoKNFmovycS6is19T3T6VM9VKveXPzPa8e6f+MmPIhijQFbLurHguiQzBMgPS6RaTE1hDLJza2EDamkTJucciYEZ/XlddIoFZ1KsfJYLlRv0ziycAbncAkOXEMV7qEGdWAwhmd4hTdrYr1Y79bHsjVjpTOn8AfW5w/Lg5DT</latexit>

pN � 21/40

<latexit sha1_base64="r0k9bqJ3YXd5QmMm4DnILPq8wxs=">AAAB63icbVBNSwMxEJ2tX7V+VT16CRbBU90tUnssevFYwX5Au5Rsmm1Dk+ySZIWy9C948aCIV/+QN/+N2XYP2vpg4PHeDDPzgpgzbVz32ylsbG5t7xR3S3v7B4dH5eOTjo4SRWibRDxSvQBrypmkbcMMp71YUSwCTrvB9C7zu09UaRbJRzOLqS/wWLKQEWwyybtq1Iblilt1F0DrxMtJBXK0huWvwSgiiaDSEI617ntubPwUK8MIp/PSINE0xmSKx7RvqcSCaj9d3DpHF1YZoTBStqRBC/X3RIqF1jMR2E6BzUSvepn4n9dPTNjwUybjxFBJlovChCMToexxNGKKEsNnlmCimL0VkQlWmBgbT8mG4K2+vE46tapXr9YfrivN2zyOIpzBOVyCBzfQhHtoQRsITOAZXuHNEc6L8+58LFsLTj5zCn/gfP4A1f2Ndw==</latexit>

1/82



<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1

<latexit sha1_base64="+7Y+mbaigftZyW4HrIlyB8Q4C84=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZquP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfKuMvw==</latexit>

0
<latexit sha1_base64="gfDDG5HdC2uj59mXU+2xx3lABwE=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqeP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBfi+MwA==</latexit>

1
<latexit sha1_base64="2fvfthwg1mRLBhwA3jth0GTm+tU=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaJQY9ELx4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfju7nffkKleSwfzCRBP6JDyUPOqLFSo9IvltyyuwBZJ15GSpCh3i9+9QYxSyOUhgmqdddzE+NPqTKcCZwVeqnGhLIxHWLXUkkj1P50ceiMXFhlQMJY2ZKGLNTfE1MaaT2JAtsZUTPSq95c/M/rpia88adcJqlByZaLwlQQE5P512TAFTIjJpZQpri9lbARVZQZm03BhuCtvrxOWpWyVy1XG1el2m0WRx7O4BwuwYNrqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AH+zjME=</latexit>

2
<latexit sha1_base64="zAYiae0AiBpVJ1FsFEw+B7zCIFA=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHbVoEeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftkrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1K9K1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIE3jMI=</latexit>

3
<latexit sha1_base64="j7wS8F7tKFAwj8Nbw54mK7S7CAI=">AAAB5HicbVBNS8NAEJ3Urxq/qlcvi0XwVBKR6rHoxWMF+wFtKJvtpF272YTdjVBCf4EXD4pXf5M3/43bNgdtfTDweG+GmXlhKrg2nvftlDY2t7Z3yrvu3v7B4VHFPW7rJFMMWywRieqGVKPgEluGG4HdVCGNQ4GdcHI39zvPqDRP5KOZphjEdCR5xBk1Vnq4GlSqXs1bgKwTvyBVKNAcVL76w4RlMUrDBNW653upCXKqDGcCZ24/05hSNqEj7FkqaYw6yBeHzsi5VYYkSpQtachC/T2R01jraRzazpiasV715uJ/Xi8z0U2Qc5lmBiVbLooyQUxC5l+TIVfIjJhaQpni9lbCxlRRZmw2rg3BX315nbQva369Vq82boswynAKZ3ABPlxDA+6hCS1ggPACb/DuPDmvzseyseQUEyfwB87nDxg5i5k=</latexit>

4
<latexit sha1_base64="B7mI6civTK5iDPdCLQnokqvvyww=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNokeiF4+QyCOBDZkdemFkdnYzM2tCCF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR3cxvPaHSPJYPZpygH9GB5CFn1FipftUrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa88SdcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1C9L1dssjjycwCmcgwfXUIV7qEEDGCA8wyu8OY/Oi/PufCxac042cwx/4Hz+AIQ/jMQ=</latexit>

5
<latexit sha1_base64="v7QdX3wCxKAv8RtX6oCzxuzfHUg=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqVPulsltx5yCrxMtJGXLU+6Wv3iBmaYTSMEG17npuYvyMKsOZwGmxl2pMKBvTIXYtlTRC7WfzQ6fk3CoDEsbKljRkrv6eyGik9SQKbGdEzUgvezPxP6+bmvDGz7hMUoOSLRaFqSAmJrOvyYArZEZMLKFMcXsrYSOqKDM2m6INwVt+eZW0LitetVJtXJVrt3kcBTiFM7gAD66hBvdQhyYwQHiGV3hzHp0X5935WLSuOfnMCfyB8/kDhcOMxQ==</latexit>

6
<latexit sha1_base64="zzrNYPpBWIKHbYwMLxYOn/tndMQ=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNAY9ELx4hkUcCGzI7NDAyO7uZmTUhG77AiweN8eonefNvHGAPClbSSaWqO91dQSy4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS0eJYthkkYhUJ6AaBZfYNNwI7MQKaRgIbAeTu7nffkKleSQfzDRGP6QjyYecUWOlRrVfLLlldwGyTryMlCBDvV/86g0iloQoDRNU667nxsZPqTKcCZwVeonGmLIJHWHXUklD1H66OHRGLqwyIMNI2ZKGLNTfEykNtZ6Gge0MqRnrVW8u/ud1EzO88VMu48SgZMtFw0QQE5H512TAFTIjppZQpri9lbAxVZQZm03BhuCtvrxOWldlr1KuNK5LtdssjjycwTlcggdVqME91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AIdHjMY=</latexit>

7
<latexit sha1_base64="k9kwca9YgVuWuKTWii71In3SeAM=">AAAB63icbVDLSgNBEJyNrxhfUY9eBoPgKeyKRI9BLx4jmAckS5idzCZD5rHM9AphyS948aCIV3/Im3/jbLIHjRY0FFXddHdFieAWfP/LK62tb2xulbcrO7t7+wfVw6OO1amhrE210KYXEcsEV6wNHATrJYYRGQnWjaa3ud99ZMZyrR5glrBQkrHiMacEcmkQaRhWa37dXwD/JUFBaqhAa1j9HIw0TSVTQAWxth/4CYQZMcCpYPPKILUsIXRKxqzvqCKS2TBb3DrHZ04Z4VgbVwrwQv05kRFp7UxGrlMSmNhVLxf/8/opxNdhxlWSAlN0uShOBQaN88fxiBtGQcwcIdRwdyumE2IIBRdPxYUQrL78l3Qu6kGj3ri/rDVvijjK6ASdonMUoCvURHeohdqIogl6Qi/o1ZPes/fmvS9bS14xc4x+wfv4Bh0Vjk4=</latexit>?

Our Tweaked Private Linear Broadcast Approach

<latexit sha1_base64="MAMzdkl7siGFELY4EP0HqKoU5xw=">AAAB7HicbVBNTwIxEJ3FL8Qv1KOXRmLiCXeVoN6IXjxi4gIJbEi3dKGh227argnZ8Bu8eNAYr/4gb/4bC+xB0ZdM8vLeTGbmhQln2rjul1NYWV1b3yhulra2d3b3yvsHLS1TRahPJJeqE2JNORPUN8xw2kkUxXHIaTsc38789iNVmknxYCYJDWI8FCxiBBsr+RfXZzW3X664VXcO9Jd4OalAjma//NkbSJLGVBjCsdZdz01MkGFlGOF0WuqlmiaYjPGQdi0VOKY6yObHTtGJVQYoksqWMGiu/pzIcKz1JA5tZ4zNSC97M/E/r5ua6CrImEhSQwVZLIpSjoxEs8/RgClKDJ9Ygoli9lZERlhhYmw+JRuCt/zyX9I6r3r1av2+Vmnc5HEU4QiO4RQ8uIQG3EETfCDA4Ale4NURzrPz5rwvWgtOPnMIv+B8fANMKo22</latexit>

39/ 40

<latexit sha1_base64="6C6UhZAG+vB+uZzBpQKSqANsNOU=">AAAB7HicbVBNTwIxEJ3FL8Qv1KOXRmLiCXcJQY9ELx4xcYEENqRbutDQdjdt14Rs+A1ePGiMV3+QN/+NBfag4EsmeXlvJjPzwoQzbVz32ylsbG5t7xR3S3v7B4dH5eOTto5TRahPYh6rbog15UxS3zDDaTdRFIuQ0044uZv7nSeqNIvlo5kmNBB4JFnECDZW8mveVd0dlCtu1V0ArRMvJxXI0RqUv/rDmKSCSkM41rrnuYkJMqwMI5zOSv1U0wSTCR7RnqUSC6qDbHHsDF1YZYiiWNmSBi3U3xMZFlpPRWg7BTZjverNxf+8XmqimyBjMkkNlWS5KEo5MjGaf46GTFFi+NQSTBSztyIyxgoTY/Mp2RC81ZfXSbtW9RrVxkO90rzN4yjCGZzDJXhwDU24hxb4QIDBM7zCmyOdF+fd+Vi2Fpx85hT+wPn8AT5qja0=</latexit>

21/ 40

If                              , we can trace via traditional approach
<latexit sha1_base64="UA3F6+2zd7LG7RNFRkO3Nec4jAk=">AAAB9HicbVDLTgJBEOzFF+IL9ehlIjHxhLuEoEeiF08GE3kksCGzQwMTZh/MzJKQDd/hxYPGePVjvPk3DrAHBSvppFLVne4uLxJcadv+tjIbm1vbO9nd3N7+weFR/vikocJYMqyzUISy5VGFggdY11wLbEUSqe8JbHqju7nfnKBUPAye9DRC16eDgPc5o9pIbtR96AxwTErOVdnu5gt20V6ArBMnJQVIUevmvzq9kMU+BpoJqlTbsSPtJlRqzgTOcp1YYUTZiA6wbWhAfVRusjh6Ri6M0iP9UJoKNFmovycS6is19T3T6VM9VKveXPzPa8e6f+MmPIhijQFbLurHguiQzBMgPS6RaTE1hDLJza2EDamkTJucciYEZ/XlddIoFZ1KsfJYLlRv0ziycAbncAkOXEMV7qEGdWAwhmd4hTdrYr1Y79bHsjVjpTOn8AfW5w/Lg5DT</latexit>

pN ! 21/ 40

<latexit sha1_base64="bbjfk8bD0qkr7ZB8z1Zz5dtZgaA=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxhLvEoEeiF48Y5ZHAhswOvTBhdnYzM2tCCJ/gxYPGePWLvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR7cxvPaHSPJaPZpygH9GB5CFn1Fjpwbuo9Iolt+zOQVaJl5ESZKj3il/dfszSCKVhgmrd8dzE+BOqDGcCp4VuqjGhbEQH2LFU0gi1P5mfOiVnVumTMFa2pCFz9ffEhEZaj6PAdkbUDPWyNxP/8zqpCa/9CZdJalCyxaIwFcTEZPY36XOFzIixJZQpbm8lbEgVZcamU7AheMsvr5JmpexVy9X7y1LtJosjDydwCufgwRXU4A7q0AAGA3iGV3hzhPPivDsfi9ack80cwx84nz9bnY01</latexit>

1/ 2



Our Tweaked Private Linear Broadcast Approach

Problem: Our tracing algorithm
! Only has guarantees on decoders with high constant decryption probability
! Tracing of such decoders only successful with low constant probability

Called “threshold” traitor 
tracing [Naor-Pinkas’98]

Called “risky” traitor tracing 
[Goyal-Koppula-Russell-Waters’17]

Theorem [Z’20]: Can generically remove both risky and threshold limitations. 
As long as probabilities are constant, no asymptotic change to parameters.



Theorem (This Work): 

2-ctxt message-hiding
2-ctxt index-hiding
1-ctxt normal-hiding

<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+
<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+
Traitor tracing

Plain PLBE w/

Corollary (informal): 

Traitor Tracing(log-depth) Weak PRFs
<latexit sha1_base64="7CDz+hFii/hnzm/SPcG6JVj1JjA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGFXJHoMevGYgHlAsoTZSW8yZnZ2mZkVQsgXePGgiFc/yZt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rF8MOME/YgOJA85o8ZK9YteseSW3TnIKvEyUoIMtV7xq9uPWRqhNExQrTuemxh/QpXhTOC00E01JpSN6AA7lkoaofYn80On5MwqfRLGypY0ZK7+npjQSOtxFNjOiJqhXvZm4n9eJzXhjT/hMkkNSrZYFKaCmJjMviZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv+eVV0rwse5VypX5Vqt5mceThBE7hHDy4hircQw0awADhGV7hzXl0Xpx352PRmnOymWP4A+fzB3UXjLo=</latexit>

+ ABE (for log-depth comp.)



Finishing Touches: 
Log-Depth Weak PRFs from Pairings



Naor–Reingold PRF

Let      be a cyclic group where DDH holds:
<latexit sha1_base64="0V9l9eqvi08gNoLQymm2YY9Ge8U=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIVJdFF7qsYB/YDiWTpm1oJjMkd4Qy9C/cuFDErX/jzr8x085CqwcCh3PuJeeeIJbCoOt+OYWV1bX1jeJmaWt7Z3evvH/QMlGiGW+ySEa6E1DDpVC8iQIl78Sa0zCQvB1MrjO//ci1EZG6x2nM/ZCOlBgKRtFKD72Q4jgI0ptZv1xxq+4c5C/xclKBHI1++bM3iFgScoVMUmO6nhujn1KNgkk+K/USw2PKJnTEu5YqGnLjp/PEM3JilQEZRto+hWSu/txIaWjMNAzsZJbQLHuZ+J/XTXB46adCxQlyxRYfDRNJMCLZ+WQgNGcop5ZQpoXNStiYasrQllSyJXjLJ/8lrbOqV6vW7s4r9au8jiIcwTGcggcXUIdbaEATGCh4ghd4dYzz7Lw574vRgpPvHMIvOB/fsDqQ8g==</latexit>

G
<latexit sha1_base64="cCwf61VyEUxNzY59396jpZLSTdc=">AAACE3icbVDLSsNAFJ3UV62vqEs3wSK0IiURqS6L3bisYB/QxnAznaRDJw9mJmIJ/Qc3/oobF4q4dePOv3HaZmFbDxw4nHMvM/e4MaNCmuaPlltZXVvfyG8WtrZ3dvf0/YOWiBKOSRNHLOIdFwRhNCRNSSUjnZgTCFxG2u6wPsnbD4QLGoV3chQTOwA/pB7FIJXl6Kcl/8y/B0VXEZd7EMc8enTqc34K7rjs6EWzYk5hLAsrE0WUoeHo371+hJOAhBIzEKJrmbG0U+CSYkbGhV4iSAx4CD7pKhlCQISdTm8aGyfK6RtexBVDaUzdvxspBEKMAldNBiAHYjGbmP9l3UR6V3ZKwziRJMSzh7yEGTIyJgUZfcoJlmykBGBO1V8NPAAOWKoaC6oEa/HkZdE6r1jVSvX2oli7zurIoyN0jErIQpeohm5QAzURRk/oBb2hd+1Ze9U+tM/ZaE7Ldg7RHLSvX3LenKw=</latexit>

(g, ga, gb, gc) ! C (g, ga, gb, gab)

Theorem [Beame-Cook-Hoover’84]: Iter. mult. and mod. reduction in log-depth

Theorem [Naor-Reingold’97]: If DDH holds in      , then 

is a strongly secure PRF

<latexit sha1_base64="pYK6Lhmq6VTIB4HEhvB5FNmk1dk=">AAACCnicbVDLSsNAFJ34rPUVdelmtAgVSklEqhuh6MZlBfuAJITJdNIOnUzCzEQoIWs3/oobF4q49Qvc+TdO2yy09cBwD+fcy517goRRqSzr21haXlldWy9tlDe3tnd2zb39joxTgUkbxywWvQBJwignbUUVI71EEBQFjHSD0c3E7z4QIWnM79U4IV6EBpyGFCOlJd88Gl1VkZ/RWpCf6uJS7nCvFujqZlbNdvPcNytW3ZoCLhK7IBVQoOWbX24/xmlEuMIMSenYVqK8DAlFMSN52U0lSRAeoQFxNOUoItLLpqfk8EQrfRjGQj+u4FT9PZGhSMpxFOjOCKmhnPcm4n+ek6rw0ssoT1JFOJ4tClMGVQwnucA+FQQrNtYEYUH1XyEeIoGw0umVdQj2/MmLpHNWtxv1xt15pXldxFECh+AYVIENLkAT3IIWaAMMHsEzeAVvxpPxYrwbH7PWJaOYOQB/YHz+ANcZmb8=</latexit>

k = ( ai,b )i ! [n ],b! { 0,1}

<latexit sha1_base64="0V9l9eqvi08gNoLQymm2YY9Ge8U=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIVJdFF7qsYB/YDiWTpm1oJjMkd4Qy9C/cuFDErX/jzr8x085CqwcCh3PuJeeeIJbCoOt+OYWV1bX1jeJmaWt7Z3evvH/QMlGiGW+ySEa6E1DDpVC8iQIl78Sa0zCQvB1MrjO//ci1EZG6x2nM/ZCOlBgKRtFKD72Q4jgI0ptZv1xxq+4c5C/xclKBHI1++bM3iFgScoVMUmO6nhujn1KNgkk+K/USw2PKJnTEu5YqGnLjp/PEM3JilQEZRto+hWSu/txIaWjMNAzsZJbQLHuZ+J/XTXB46adCxQlyxRYfDRNJMCLZ+WQgNGcop5ZQpoXNStiYasrQllSyJXjLJ/8lrbOqV6vW7s4r9au8jiIcwTGcggcXUIdbaEATGCh4ghd4dYzz7Lw574vRgpPvHMIvOB/fsDqQ8g==</latexit>

G
<latexit sha1_base64="ka+8Ke8G7BEWHgs4CzwlTZc6zx0=">AAACC3icbZDLSsNAFIYnXmu9RV26GVqECqUkItVNoSiIywr2Am0aJpNpO3QyCTMTaQnZu/FV3LhQxK0v4M63cXpZaOsPAx//OYcz5/ciRqWyrG9jZXVtfWMzs5Xd3tnd2zcPDhsyjAUmdRyyULQ8JAmjnNQVVYy0IkFQ4DHS9IbXk3rzgQhJQ36vxhFxAtTntEcxUtpyzdxNYVgcnVb63aQTidB3E1qx0y6HSFNx5NI0dc28VbKmgstgzyEP5qq55lfHD3EcEK4wQ1K2bStSToKEopiRNNuJJYkQHqI+aWvkKCDSSaa3pPBEOz7shUI/ruDU/T2RoEDKceDpzgCpgVysTcz/au1Y9S6dhPIoVoTj2aJezKAK4SQY6FNBsGJjDQgLqv8K8QAJhJWOL6tDsBdPXobGWckul8p35/nq1TyODDgGOVAANrgAVXALaqAOMHgEz+AVvBlPxovxbnzMWleM+cwR+CPj8wfrIppi</latexit>

F (k, x) = g
! n

i =1 ai,x i

Evaluation = iterated multiplication over      followed by iter. mult. over
            If                    , then two iter mult., followed by modular reduction

<latexit sha1_base64="Qye0JKixVjxndafNmYBCFl1AbaY=">AAAB8XicbVBNTwIxFHyLX4hfqEcvjcTEE9k1Bj0SvXjERJAAG9ItBRq63U371oRs+BdePGiMV/+NN/+NXdiDgpM0mcy8l86bIJbCoOt+O4W19Y3NreJ2aWd3b/+gfHjUMlGiGW+ySEa6HVDDpVC8iQIlb8ea0zCQ/DGY3Gb+4xPXRkTqAacx90M6UmIoGEUrdXohxXEQpJ1Zv1xxq+4cZJV4OalAjka//NUbRCwJuUImqTFdz43RT6lGwSSflXqJ4TFlEzriXUsVDbnx03niGTmzyoAMI22fQjJXf2+kNDRmGgZ2Mktolr1M/M/rJji89lOh4gS5YouPhokkGJHsfDIQmjOUU0so08JmJWxMNWVoSyrZErzlk1dJ66Lq1aq1+8tK/SavowgncArn4MEV1OEOGtAEBgqe4RXeHOO8OO/Ox2K04OQ7x/AHzucPzRmRBQ==</latexit>

Z
<latexit sha1_base64="0V9l9eqvi08gNoLQymm2YY9Ge8U=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIVJdFF7qsYB/YDiWTpm1oJjMkd4Qy9C/cuFDErX/jzr8x085CqwcCh3PuJeeeIJbCoOt+OYWV1bX1jeJmaWt7Z3evvH/QMlGiGW+ySEa6E1DDpVC8iQIl78Sa0zCQvB1MrjO//ci1EZG6x2nM/ZCOlBgKRtFKD72Q4jgI0ptZv1xxq+4c5C/xclKBHI1++bM3iFgScoVMUmO6nhujn1KNgkk+K/USw2PKJnTEu5YqGnLjp/PEM3JilQEZRto+hWSu/txIaWjMNAzsZJbQLHuZ+J/XTXB46adCxQlyxRYfDRNJMCLZ+WQgNGcop5ZQpoXNStiYasrQllSyJXjLJ/8lrbOqV6vW7s4r9au8jiIcwTGcggcXUIdbaEATGCh4ghd4dYzz7Lw574vRgpPvHMIvOB/fsDqQ8g==</latexit>

G
<latexit sha1_base64="4zIE5PzVaSGJKleekncYwnira5c=">AAACCnicbVDLSsNAFJ3UV62vqEs30SKIi5KIVJdFF7qsYB/YxDCZ3rZDJw9nJkIJWbvxV9y4UMStX+DOv3HSRtDWAxcO59zLvfd4EaNCmuaXVpibX1hcKi6XVlbX1jf0za2mCGNOoEFCFvK2hwUwGkBDUsmgHXHAvseg5Q3PM791D1zQMLiWowgcH/cD2qMESyW5+q7tYznwvOQitUXsCZBw9yPdpG50e+jqZbNijmHMEisnZZSj7uqfdjcksQ+BJAwL0bHMSDoJ5pISBmnJjgVEmAxxHzqKBtgH4STjV1JjXyldoxdyVYE0xurviQT7Qox8T3VmV4ppLxP/8zqx7J06CQ2iWEJAJot6MTNkaGS5GF3KgUg2UgQTTtWtBhlgjolU6ZVUCNb0y7OkeVSxqpXq1XG5dpbHUUQ7aA8dIAudoBq6RHXUQAQ9oCf0gl61R+1Ze9PeJ60FLZ/ZRn+gfXwDQkKbRA==</latexit>

G ! Z!
p



Naor–Reingold From Pairings

Problem: in known cryptographic pairings, two (or three) groups:
! Source group(s): elliptic curve groups – unclear if iter. mult. Is log-depth
! Target group: subgroup of extension field                          , [Beame-Cook-

Hoover’84] doesn’t trivially apply

<latexit sha1_base64="IICb27UmtO7mDSfQ0hhzkMcM/ak=">AAAB/XicbVDLSsNAFJ3UV62v+Ni5GSyCCymJSHUlRUFcVrAPaGOYTCftkMkkzEyEGoK/4saFIm79D3f+jZM2C209MHA4517umePFjEplWd9GaWFxaXmlvFpZW9/Y3DK3d9oySgQmLRyxSHQ9JAmjnLQUVYx0Y0FQ6DHS8YKr3O88ECFpxO/UOCZOiIac+hQjpSXX3OuHSI08L73O3DS+D7Lj4MJ2zapVsyaA88QuSBUUaLrmV38Q4SQkXGGGpOzZVqycFAlFMSNZpZ9IEiMcoCHpacpRSKSTTtJn8FArA+hHQj+u4ET9vZGiUMpx6OnJPKuc9XLxP6+XKP/cSSmPE0U4nh7yEwZVBPMq4IAKghUba4KwoDorxCMkEFa6sIouwZ798jxpn9Tseq1+e1ptXBZ1lME+OABHwAZnoAFuQBO0AAaP4Bm8gjfjyXgx3o2P6WjJKHZ2wR8Ynz9DMZUc</latexit>

Fpk , k > 1

Theorem (This work?): iterated multiplication over finite fields in log-depth  
Solution:

Proof Sketch: view scalar multiplication over           as polynomial 
multiplication over        . Reduces to (1) polynomial evaluation, (2) parallel 
iterated product of evaluated points, (3) polynomial interpolation

<latexit sha1_base64="PYF/+Uzrdv2SQG++gtnf5P3A5Ts=">AAAB+XicbVDLSsNAFL2pr1pfUZduBovgqiQi1WVREJcV7APaGCbTaTt0Mgkzk0IJ+RM3LhRx65+482+ctFlo64GBwzn3cs+cIOZMacf5tkpr6xubW+Xtys7u3v6BfXjUVlEiCW2RiEeyG2BFORO0pZnmtBtLisOA004wuc39zpRKxSLxqGcx9UI8EmzICNZG8m27H2I9DoL0LvPT+GmS+XbVqTlzoFXiFqQKBZq+/dUfRCQJqdCEY6V6rhNrL8VSM8JpVuknisaYTPCI9gwVOKTKS+fJM3RmlAEaRtI8odFc/b2R4lCpWRiYyTynWvZy8T+vl+jhtZcyESeaCrI4NEw40hHKa0ADJinRfGYIJpKZrIiMscREm7IqpgR3+curpH1Rc+u1+sNltXFT1FGGEziFc3DhChpwD01oAYEpPMMrvFmp9WK9Wx+L0ZJV7BzDH1ifPwVzk+4=</latexit>

Fpk
<latexit sha1_base64="bubsnfnTSmvdPOoyKRuwxcEYulE=">AAAB9XicbVDLSsNAFL2pr1pfVZduBovgqiQi1WVREJcV7APaWCbTSTt0MgkzE6WE/IcbF4q49V/c+TdO0iy09cDA4Zx7uWeOF3GmtG1/W6WV1bX1jfJmZWt7Z3evun/QUWEsCW2TkIey52FFORO0rZnmtBdJigOP0643vc787iOVioXiXs8i6gZ4LJjPCNZGehgEWE88L7lJh0mUDqs1u27nQMvEKUgNCrSG1a/BKCRxQIUmHCvVd+xIuwmWmhFO08ogVjTCZIrHtG+owAFVbpKnTtGJUUbID6V5QqNc/b2R4ECpWeCZySylWvQy8T+vH2v/0k2YiGJNBZkf8mOOdIiyCtCISUo0nxmCiWQmKyITLDHRpqiKKcFZ/PIy6ZzVnUa9cXdea14VdZThCI7hFBy4gCbcQgvaQEDCM7zCm/VkvVjv1sd8tGQVO4fwB9bnDwcUkuA=</latexit>

Fp



What about k-LIN?

Many ABE systems can rely on the weaker assumption called k-LIN: 
<latexit sha1_base64="rnHNUzT65iEA0v3+Yt86Idc/QO0=">AAACQHicfVDLSsNAFJ34rPVVdelmsAgVpCQi1WW1G5cV7AOaGCbTSTt0kgkzE7GEfJobP8GdazcuFHHrymkbwbbigYFzz72He+d4EaNSmeazsbC4tLyymlvLr29sbm0XdnabkscCkwbmjIu2hyRhNCQNRRUj7UgQFHiMtLxBbdRv3REhKQ9v1DAiToB6IfUpRkpLbqFV6t0mdoBU3/OTizQ9nipt3OXqp5RpemSjKBL83q3Bf3yxHnQLRbNsjgHniZWRIshQdwtPdpfjOCChwgxJ2bHMSDkJEopiRtK8HUsSITxAPdLRNEQBkU4yDiCFh1rpQp8L/UIFx+pvR4ICKYeBpydHN8rZ3kj8q9eJlX/uJDSMYkVCPFnkxwwqDkdpwi4VBCs21ARhQfWtEPeRQFjpzPM6BGv2y/OkeVK2KuXK9WmxepnFkQP74ACUgAXOQBVcgTpoAAwewAt4A+/Go/FqfBifk9EFI/PsgSkYX9/MnLJR</latexit>

(gA , gA ás) ! C (gA , gu )
<latexit sha1_base64="RtCZDxzq/dW/KBz+podqUNjkHQc=">AAACVHicbVHLSgMxFM1Mrdb6qrp0EyxCRSkzItVl1Y3LCvaBnVoyaaYNk3mQ3BHKMB+pC8EvcePC9KFo2wuBk3PO5d6cuLHgCizrwzBza/n1jcJmcWt7Z3evtH/QUlEiKWvSSESy4xLFBA9ZEzgI1oklI4ErWNv17yZ6+4VJxaPwEcYx6wVkGHKPUwKa6pd8JyAwcr1UZc6QgZpd3fQp68fP/vmPerNCTSv+mX3qAA+Ywn72601WebU165fKVtWaFl4G9hyU0bwa/dKbM4hoErAQqCBKdW0rhl5KJHAqWFZ0EsViQn0yZF0NQ6I36aXTUDJ8opkB9iKpTwh4yv7tSEmg1DhwtXOyqVrUJuQqrZuAd91LeRgnwEI6G+QlAkOEJwnjAZeMghhrQKjkeldMR0QSCvofijoEe/HJy6B1UbVr1drDZbl+O4+jgI7QMaogG12hOrpHDdREFL2iTwMZhvFufJk5Mz+zmsa85xD9K3P3GzsBtgc=</latexit>

s ! Zk
p , A ! Z(k+1) ! k

p , u ! Zk+1
p

Would therefore like to get traitor tracing from k-LIN. 

Problem: Extensions of Naor-Reingold to k-LIN (e.g. [Lewko-Waters’09, 
Escala-Herold-Kiltz-Ràfols-Villar’13]) don’t appear computable in log-depth



Theorem (This work?): Assuming k-LIN, there exists log-depth weak PRF

Proof Sketch: Let

By repeated squaring, evaluation is just one big iterated multiplication over 
field. Security proof under k-LIN straightforward. 

<latexit sha1_base64="qOw3rvW3hNP3Iq+h6rRjLV97aV0=">AAACIXicbVDLSsNAFJ3UV62vqks3g0VwISURqV0WBXFZwT6wSctkOmmHTCZhZiKWkF9x46+4caFId+LPOOkDtPXAwJlz7uXee9yIUalM88vIrayurW/kNwtb2zu7e8X9g6YMY4FJA4csFG0XScIoJw1FFSPtSBAUuIy0XP8681uPREga8ns1iogToAGnHsVIaalXrNoBUkPXS/zUHhAlp183eUh7Udc/g3P7KbUpn5s3adfvFUtm2ZwALhNrRkpghnqvOLb7IY4DwhVmSMqOZUbKSZBQFDOSFuxYkghhHw1IR1OOAiKdZHJhCk+00odeKPTjCk7U3x0JCqQcBa6uzHaUi14m/ud1YuVVnYTyKFaE4+kgL2ZQhTCLC/apIFixkSYIC6p3hXiIBMJKh1rQIViLJy+T5nnZqpQrdxel2tUsjjw4AsfgFFjgEtTALaiDBsDgGbyCd/BhvBhvxqcxnpbmjFnPIfgD4/sHNjulaA==</latexit>

k ! Zk
p , x " Fk

Corollary: Assuming k-LIN on pairings over elliptic curve, there exists 
optimal traitor tracing

<latexit sha1_base64="X3WAEhN9WNaLHuiz02GTB1Snp/w=">AAACE3icbVDLSsNAFJ3UV62vqEs3g0WoIiURqW4KRUFcVrAPaNowmU7aIZMHMxNpCfkHN/6KGxeKuHXjzr9xmnahrQcu93DOvczc40SMCmkY31puaXlldS2/XtjY3Nre0Xf3miKMOSYNHLKQtx0kCKMBaUgqGWlHnCDfYaTleNcTv/VAuKBhcC/HEen6aBBQl2IklWTrJzelxHJc6KWnWR+lx1Ur4mHfTmjVTHseHNm0l3g2TW29aJSNDHCRmDNSBDPUbf3L6oc49kkgMUNCdEwjkt0EcUkxI2nBigWJEPbQgHQUDZBPRDfJbkrhkVL60A25qkDCTP29kSBfiLHvqEkfyaGY9ybif14nlu5lN6FBFEsS4OlDbsygDOEkINinnGDJxoogzKn6K8RDxBGWKsaCCsGcP3mRNM/KZqVcuTsv1q5mceTBATgEJWCCC1ADt6AOGgCDR/AMXsGb9qS9aO/ax3Q0p8129sEfaJ8/+8Wdpg==</latexit>
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Open Questions



All optimal traitor tracing schemes make non-black box use of 
cryptography (including ours). What is the best black-box 
pairing-based construction?

Tracing in our construction (and also optimal LWE-based TT) 
requires the master secret key. What can be achieved with 
pairings for public tracing?

Strong PRFs in log-depth from elliptic curves without pairings? 
Strong PRFs in log-depth from k-LIN?


