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1. A crash course in quantum computing



Classical Probabilistic Systems: Modeling Uncertainty
State of system 

= probability vector
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with prob vx”

v à A.v

A = 
0.3
0.4
0.0
0.2
0.1

0.1
0.1
0.1
0.1
0.6

1.0
0.0
0.0
0.0
0.0

0.2
0.2
0.2
0.2
0.2

0.1
0.2
0.3
0.4
0.0

0.3
0.3
0.2
0.1
0.1

“x moves to y with 
probability Ayx” A ≥ 0

 |Ax|1 = 1 ∀x
Preserves norm of state vector

Get info out by 
observations

v 

x with prob vx

State “collapses” to 
have all amplitude on x



W(path p) := ∏(probabilities along path) = Pr[p]

Pr[x] = ∑ W(p)
p:sàx
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Quantum Systems
State of system 

= amplitude vector
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|v|2 = ∑x|vx|2 = 1

Act on system by
 unitary matrices

v = 

v à U.v

U†U = UU† = I
2

( |a+bi|2 = a2+b2 )

To preserve norm, 
U is unitary:

Replace i with 
–i, transpose

Get info out by 
measurements

v 

x with prob |vx|2

State “collapses” to 
have all amplitude on x
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W(path p) := ∏(weights along path)

Pr[y] = | ∑ W(p) |2

p:sày

Quantum Systems

x

s



| ∑ W(p) |2 >> ∑ | W(p) |2 Constructive interference:

| ∑ W(p) |2 << ∑ | W(p) |2 Destructive interference:

Conceptual Diffs Between Quantum and Classical

Quantum states are physical (do not model uncertainty)
(density matrix formalism for uncertain quantum states)

Paths can “interact”, or interfere:



Verifying Quantum States

For any state v, ∃ unitary Uv such that 

Uv . v = 

1
0
0
0
0
0

Can verify if a state 
is v by applying Uv 
and then measuring

Equivalent statement for stochastic processes: given sample 
from distribution, decide if that distribution is v. Impossible!
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Pr[x⋀y] = ∑ W(p)
p:sàxày

∑ Pr[x⋀y] = ∑ W(p) = ∑ W(p) = Pr[y] 
x x,p:sàxày p:sày

s

Intermediate Observation in Classical Process

x y



0.5-0.5i

-0.50.5i
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Pr[x⋀y] = | ∑ W(p) |2

p:sàxày

∑ Pr[x⋀y] = ∑ | ∑ W(p) |2 ≠ Pr[y] 
x p:sàxàyx

s

Intermediate Observation in Quantum Process

Observer effect: looking at a 
quantum system changes it  

x y



Quantum No Cloning

Classical “no cloning”: given unknown stochastic state, 
impossible to produce two copies of that state

Sample from unknown 
distribution

Two iid samples from same distribution

Quantum “no cloning”: given unknown quantum state, 
impossible to produce two copies of that state

Actual physical state



Quantum computing = 

Using constructive interference to 
get answer with higher probability

Get answer faster



Ket Notation

Typically denote quantum state vectors with “ket” notation

<latexit sha1_base64="jJ2rrGCBos15Qtaewt3Wo4Vn3WQ=">AAAB8HicbVBNS8NAEJ34WetX1aOXYBE8lUSkeix68VjBfkgbymY7aZfubsLuRiixv8KLB0W8+nO8+W/ctjlo64OBx3szzMwLE8608bxvZ2V1bX1js7BV3N7Z3dsvHRw2dZwqig0a81i1Q6KRM4kNwwzHdqKQiJBjKxzdTP3WIyrNYnlvxgkGggwkixglxkoPT15XETng2CuVvYo3g7tM/JyUIUe9V/rq9mOaCpSGcqJ1x/cSE2REGUY5TordVGNC6IgMsGOpJAJ1kM0OnrinVum7UaxsSePO1N8TGRFaj0VoOwUxQ73oTcX/vE5qoqsgYzJJDUo6XxSl3DWxO/3e7TOF1PCxJYQqZm916ZAoQo3NqGhD8BdfXibN84pfrVTvLsq16zyOAhzDCZyBD5dQg1uoQwMoCHiGV3hzlPPivDsf89YVJ585gj9wPn8AuLuQYA==</latexit>

|0i
<latexit sha1_base64="XTrNMsk4HR1Zrjbi3errkqDpNrI=">AAAB8HicbVBNS8NAEJ34WetX1aOXYBE8lUSkeix68VjBfkgbymY7aZfubsLuRiixv8KLB0W8+nO8+W/ctjlo64OBx3szzMwLE8608bxvZ2V1bX1js7BV3N7Z3dsvHRw2dZwqig0a81i1Q6KRM4kNwwzHdqKQiJBjKxzdTP3WIyrNYnlvxgkGggwkixglxkoPT35XETng2CuVvYo3g7tM/JyUIUe9V/rq9mOaCpSGcqJ1x/cSE2REGUY5TordVGNC6IgMsGOpJAJ1kM0OnrinVum7UaxsSePO1N8TGRFaj0VoOwUxQ73oTcX/vE5qoqsgYzJJDUo6XxSl3DWxO/3e7TOF1PCxJYQqZm916ZAoQo3NqGhD8BdfXibN84pfrVTvLsq16zyOAhzDCZyBD5dQg1uoQwMoCHiGV3hzlPPivDsf89YVJ585gj9wPn8AukaQYQ==</latexit>

|1i
All amplitude on 0 All amplitude on 1

<latexit sha1_base64="MbR1MmZolPfnuwGZ+sl3coFBXD4=">AAACD3icbZC7SgNBFIZnvcZ4W7W0GQyKVdgViTZC0MYygrlAdglnJ5NkyOzsMjMrCZu8gY2vYmOhiK2tnW/jJNlCEw8MfPz/OZw5fxBzprTjfFtLyyura+u5jfzm1vbOrr23X1NRIgmtkohHshGAopwJWtVMc9qIJYUw4LQe9G8mfv2BSsUica+HMfVD6ArWYQS0kVr2yciLFfMkiC6nV55KwtYAe8DjHhgYDTKnZRecojMtvAhuBgWUVaVlf3ntiCQhFZpwUKrpOrH2U5CaEU7HeS9RNAbShy5tGhQQUuWn03vG+NgobdyJpHlC46n6eyKFUKlhGJjOEHRPzXsT8T+vmejOpZ8yESeaCjJb1Ek41hGehIPbTFKi+dAAEMnMXzHpgQSiTYR5E4I7f/Ii1M6KbqlYujsvlK+zOHLoEB2hU+SiC1RGt6iCqoigR/SMXtGb9WS9WO/Wx6x1ycpmDtCfsj5/AN2znTI=</latexit>

| i =
X

x

↵x|xi



Quantum ≥ Classical

<latexit sha1_base64="HltwO+R1BJwhIriW7S4b2eDwhHQ=">AAACCHicbVC7SgNBFJ31GeNr1dLCwSBYSNgViWIVtLGMYB6QXcPsZDYZMo9lZlYJS0obf8XGQhFbP8HOv3HyEDTxwIXDOfdy7z1Rwqg2nvflzM0vLC4t51byq2vrG5vu1nZNy1RhUsWSSdWIkCaMClI11DDSSBRBPGKkHvUuh379jihNpbgx/YSEHHUEjSlGxkotdy8+DzLvyA8GtyJQtNM1SCl5/6Pxllvwit4IcJb4E1IAE1Ra7mfQljjlRBjMkNZN30tMmCFlKGZkkA9STRKEe6hDmpYKxIkOs9EjA3hglTaMpbIlDBypvycyxLXu88h2cmS6etobiv95zdTEZ2FGRZIaIvB4UZwyaCQcpgLbVBFsWN8ShBW1t0LcRQphY7PL2xD86ZdnSe246JeKpeuTQvliEkcO7IJ9cAh8cArK4ApUQBVg8ACewAt4dR6dZ+fNeR+3zjmTmR3wB87HN9m9mUI=</latexit>

f : {0, 1}n ! {0, 1}m

<latexit sha1_base64="W9YO0AR+661/gOFt5hb5gA8hsDc="></latexit>

Of

X

x,y

↵x,y|x, yi =
X

x,y

↵x,y|x, y � f(x)i

If f is efficiently computable 
by classical circuit, Of is 

efficiently computable by 
quantum circuit

Needed to ensure unitarity, regardless of f 



Quantum Fourier Transform (QFT)
<latexit sha1_base64="vpAErnBpaNLwu7akYFJaE0bXP1c="></latexit>

| i =
N�1X

x=0

↵x|xi 7! | ̂i =
N�1X

y=0

↵̂y|yi

<latexit sha1_base64="4FgIeF1Cg6pQS5MUvwzjAjia2uw="></latexit>

↵̂y =
1p
N

N�1X

x=0

↵xe
i2⇡xy/N

<latexit sha1_base64="iNsoUJTMQBSXuEt8Ju3YBsn5agY="></latexit>

↵x =
1p
N

N�1X

y=0

↵̂ye
�i2⇡xy/N



Quantum Fourier Transform (QFT)
<latexit sha1_base64="XhRghgYonToIZ2BjKgAkZKZqYPc="></latexit>

QFTN |0i = 1p
N

N�1X

y=0

|yi

<latexit sha1_base64="eNtvc1geIJSnWiuRZnV0z12nlo8="></latexit>X

x

↵x|x+� mod Ni 7!
X

y

↵̂ye
i2⇡y�|yi

Uniform superposition:

ShiftàPhase:

ConvolveàProduct:
<latexit sha1_base64="KJCgmdyGGnlx/9jVMB2RQZRj3qU="></latexit>X

x

↵x�z|x+ z mod Ni 7!
p
N

X

y

↵̂y�̂y|yi

Subspaces:
<latexit sha1_base64="/rwOccY+cNw8KKmTc/EdNT3sHNc="></latexit>

|Si = 1p
|S|

X

x2S

|xi 7! |S?i = 1p
|S?|

X

y2S?

|yi



Quantum Period-Finding
(aka Abelian Hidden Subgroup Problem)

Suppose given function f with promise that 
there exists (hidden) subspace S s.t.:

<latexit sha1_base64="0ywvwZg2Guvn2Vnxo9lENzi4iwA=">AAACAnicbVDLSgMxFL3js9ZX1ZW4CRahRSgzItWNUHTjsqJ9QGcomTTThmYyQ5IRh1Lc+CtuXCji1q9w59+YPhbaeiDkcM693HuPH3OmtG1/WwuLS8srq5m17PrG5tZ2bme3rqJEElojEY9k08eKciZoTTPNaTOWFIc+pw2/fzXyG/dUKhaJO53G1AtxV7CAEayN1M7tB4WH47R4Yb6iG0QSc45Slwl0287l7ZI9BponzpTkYYpqO/fldiKShFRowrFSLceOtTfAUjPC6TDrJorGmPRxl7YMFTikyhuMTxiiI6N0kFnAPKHRWP3dMcChUmnom8oQ656a9Ubif14r0cG5N2AiTjQVZDIoSDjSERrlgTpMUqJ5aggmkpldEelhiYk2qWVNCM7syfOkflJyyqXyzWm+cjmNIwMHcAgFcOAMKnANVagBgUd4hld4s56sF+vd+piULljTnj34A+vzBy9Hlgo=</latexit>

f(x+ y) = f(x)8y 2 S
<latexit sha1_base64="/OV2jDjEFJhOgcxMaqvCg8R0vn4=">AAACCXicbZDLSsNAFIYn9VbrLerSzWARWoSSiFSXRTcuK9oLNKFMppN26GQSZyZiCN268VXcuFDErW/gzrdx0mahrT8MfPznHOac34sYlcqyvo3C0vLK6lpxvbSxubW9Y+7utWUYC0xaOGSh6HpIEkY5aSmqGOlGgqDAY6TjjS+zeueeCElDfquSiLgBGnLqU4yUtvom9CsPx0nV4eQuw6rjhwIxBhOHh4pyeNM3y1bNmgougp1DGeRq9s0vZxDiOCBcYYak7NlWpNwUCUUxI5OSE0sSITxGQ9LTyFFApJtOL5nAI+0MoN5BP67g1P09kaJAyiTwdGeA1EjO1zLzv1ovVv65m1IexYpwPPvIjxlUIcxigQMqCFYs0YCwoHpXiEdIIKx0eCUdgj1/8iK0T2p2vVa/Pi03LvI4iuAAHIIKsMEZaIAr0AQtgMEjeAav4M14Ml6Md+Nj1low8pl98EfG5w/EMJkk</latexit>

f(x+ y) 6= f(x)8y /2 S

Goal: find S

Easy Thm: Any classical algorithm that treats f 
as black box requires exponential time



Quantum Period-Finding
(aka Abelian Hidden Subgroup Problem)

An efficient quantum algorithm [Simon’94,Shor’94]

(1) Prepare

(2) Apply Of:

(3) Measure f(x): obtain y, state collapses to
<latexit sha1_base64="ItfoiHVFde2S4PQWN0DHFGzrEnc=">AAACBHicbVDLSsNAFJ3UV62vqMtuBotQQUoiUkUQim5cVrAPaEKYTCft0MkkzEykIXbhxl9x40IRt36EO//G6WOhrQcuHM65l3vv8WNGpbKsbyO3tLyyupZfL2xsbm3vmLt7TRklApMGjlgk2j6ShFFOGooqRtqxICj0GWn5g+ux37onQtKI36k0Jm6IepwGFCOlJc8sOjIJvWx4EZSHR5fpCD4Mj1NHIN5jxDNLVsWaAC4Se0ZKYIa6Z3453QgnIeEKMyRlx7Zi5WZIKIoZGRWcRJIY4QHqkY6mHIVEutnkiRE81EoXBpHQxRWcqL8nMhRKmYa+7gyR6st5byz+53USFZy7GeVxogjH00VBwqCK4DgR2KWCYMVSTRAWVN8KcR8JhJXOraBDsOdfXiTNk4pdrVRvT0u1q1kceVAEB6AMbHAGauAG1EEDYPAInsEreDOejBfj3fiYtuaM2cw++APj8wdgBpfx</latexit> X

x:f(x)=y

|x, yi

<latexit sha1_base64="9Sdj1ph13k0CnQ1euVho7kxTdyk=">AAAB+3icbVBNS8NAEJ3Ur1q/Yj16WSyCBymJSPVY9OKxgv2AJoTNdtMu3WzC7kZaav+KFw+KePWPePPfuG1z0NYHA4/3ZpiZF6acKe0431ZhbX1jc6u4XdrZ3ds/sA/LLZVkktAmSXgiOyFWlDNBm5ppTjuppDgOOW2Hw9uZ336kUrFEPOhxSv0Y9wWLGMHaSIFd9lQWByP0NDp3PIlFn9PArjhVZw60StycVCBHI7C/vF5CspgKTThWqus6qfYnWGpGOJ2WvEzRFJMh7tOuoQLHVPmT+e1TdGqUHooSaUpoNFd/T0xwrNQ4Dk1njPVALXsz8T+vm+no2p8wkWaaCrJYFGUc6QTNgkA9JinRfGwIJpKZWxEZYImJNnGVTAju8surpHVRdWvV2v1lpX6Tx1GEYziBM3DhCupwBw1oAoERPMMrvFlT68V6tz4WrQUrnzmCP7A+fwCpwpQ3</latexit>X

x

|x, 0i

<latexit sha1_base64="AbydXKgMb6fbdxJC3n+3/N0bqGg=">AAAB/nicbVDLSsNAFJ3UV62vqLhyM1iEClISkeqy6MZlBfuAJoTJdNIOnZmEmYm0xIK/4saFIm79Dnf+jdM2C60euHA4517uvSdMGFXacb6swtLyyupacb20sbm1vWPv7rVUnEpMmjhmseyESBFGBWlqqhnpJJIgHjLSDofXU799T6SisbjT44T4HPUFjShG2kiBfeCplAcj+DA6jSqjE08i0WcksMtO1ZkB/iVuTsogRyOwP71ejFNOhMYMKdV1nUT7GZKaYkYmJS9VJEF4iPqka6hAnCg/m50/gcdG6cEolqaEhjP150SGuFJjHppOjvRALXpT8T+vm+ro0s+oSFJNBJ4vilIGdQynWcAelQRrNjYEYUnNrRAPkERYm8RKJgR38eW/pHVWdWvV2u15uX6Vx1EEh+AIVIALLkAd3IAGaAIMMvAEXsCr9Wg9W2/W+7y1YOUz++AXrI9vsByVVA==</latexit>X

x

|x, f(x)i



Quantum Period-Finding
(aka Abelian Hidden Subgroup Problem)

An efficient quantum algorithm [Simon’94,Shor’94]

(4) Discard y:

(5) Apply QFT:

(6) Measure z to obtain random vector in S⟂

<latexit sha1_base64="AsUscQ9bv/j1MKzAXOqIt3K50rs=">AAACHXicbVDLSsNAFJ34rPVVdelmsAgVoSRSqgiFohuXFe0DmhIm00k7dDIJMxNJSfsjbvwVNy4UceFG/BunbRbaeuDC4Zx7ufceN2RUKtP8NpaWV1bX1jMb2c2t7Z3d3N5+QwaRwKSOAxaIloskYZSTuqKKkVYoCPJdRpru4HriNx+IkDTg92oYko6Pepx6FCOlJSdXsmXkO0l86RXik8pwDEexLRDvMVJJHZtyeDcexaexY6aWk8ubRXMKuEislORBipqT+7S7AY58whVmSMq2ZYaqkyChKGZknLUjSUKEB6hH2ppy5BPZSabfjeGxVrrQC4QuruBU/T2RIF/Koe/qTh+pvpz3JuJ/XjtS3kUnoTyMFOF4tsiLGFQBnEQFu1QQrNhQE4QF1bdC3EcCYaUDzeoQrPmXF0njrGiVi+XbUr56lcaRAYfgCBSABc5BFdyAGqgDDB7BM3gFb8aT8WK8Gx+z1iUjnTkAf2B8/QA4WqKk</latexit> X

x:f(x)=y

|xi =
X

x2S

|x+ x0i

x0 arbitrary s.t. f(x0)=y 
<latexit sha1_base64="B/8OQxIE7UjOFl0scAuVdlyQAx0=">AAACF3icbVA9T8MwEHX4pnwFGFksKiSmklSoMFawMCEQFJCaNHLca7HqOJbtINrQf8HCX2FhACFW2Pg3uKUDFJ500tN7d7q7F0vOtPG8T2dicmp6ZnZuvrCwuLS84q6uXeg0UxRqNOWpuoqJBs4E1AwzHK6kApLEHC7jzuHAv7wBpVkqzk1XQpiQtmAtRomxUuSWAp0lUd4LmMBnjUCCkn1o5AyXA8nwbeTh3s5x/64XKCLaHCK36JW8IfBf4o9IEY1wErkfQTOlWQLCUE60rvueNGFOlGGUQ78QZBokoR3ShrqlgiSgw3z4Vx9vWaWJW6myJQweqj8ncpJo3U1i25kQc63HvYH4n1fPTGs/zJmQmQFBvxe1Mo5Nigch4SZTQA3vWkKoYvZWTK+JItTYKAs2BH/85b/kolzyK6XK6W6xejCKYw5toE20jXy0h6roCJ2gGqLoHj2iZ/TiPDhPzqvz9t064Yxm1tEvOO9f99Ofzw==</latexit> X

z2S?

ei2⇡x0z/N |zi

Repeat O(dimension) times to learn S⟂, and hence S 



2. Impacts on existing cryptosystems

For this morning, will only consider classical 
cryptosystems, but allow adversary quantum attacks



Discrete Log as Period Finding [Shor’94]

Discrete log: given g,h=ga (over some group G), find a

Define f(x,y) = gxhy

Observe f( (x,y) + (-a,1) ) = f(x,y)

Period finding à find (-a,1) à a



Factoring as Period Finding [Shor’94]

Factoring: given N=pq, find p,q

Define f(x) = gx mod N

Observe f( x + (p-1)(q-1) ) = f(x)

Period finding à find (p-1)(q-1) à p,q

(Not actually how it works. Some annoying details to get it totally right)



Consequences

Public Key Cryptography:
• All widely-used schemes rely on Factoring or Dlog 
• à quantumly insecure

Private-key Cryptography:
• Typical schemes (SHA, AES) don’t have the needed periodic 

structure à seem immune to Shor’s algorithm
• Quadratic speedups due to [Grover’96] à must double key sizes



3. An overview of post-quantum cryptography



Fundamental Formula of Modern Cryptography

Crypto security 
“proof” = Computational 

Assumption P

Reduction from 
P to M

+

Formal Security 
Model M

+

Must be realistic assumptions
Concrete: Factoring, Dlog, LWE
Generic: ∃OWF, ∃PKE

Captures “realizable” attacks
E.g. EUF-CMA, IND-CCA

Breaking M at least as hard as P



Fundamental Formula of PQ Cryptography

Post-quantum 
“proof” = Post-quantum 

Assumption P

Post-quantum 
Reduction

+

Post-quantum 
Model M

+

Concrete: (quantum) LWE
Generic: ∃ (quantum-immune) 
OWF, ∃PKE

Model should capture actual 
quantum attack scenarios

Quantumly breaking M at least 
as hard as quantumly solving P



≠

An Incorrect Formula!

Post-quantum 
“proof”

Post-quantum 
Assumption P

Classical 
Reduction

+

Classical
 Model M

+

Must revisit all 
three ingredients!



3a. Post-Quantum Assumptions



Group Actions

Recall Classical Diffie-Hellman:

ga gb

a ß Zp* b ß Zp*

k = gab = (ga)b = (gb)a

Only need exponentiation, 
not group multiplication



Group Actions

Group G acting on a set X via * : G×X à X

Key identity: (ab)*x = a*(b*x)

Exponentiation is a group action with 
group G’ = Zp* acting on set X = G

[Brassard-Yung’90]



Group Actions

a*x b*x

a ß G b ß G

k = (ab)*x = a*(b*x) = b*(a*x)

(Abelian) Group action Diffie-Hellman:



Group Actions

Analogs of traditional assumptions:
• Dlog: (x, g*x) à g
• CDH: (x, a*x, b*x) à (ab)*x
• DDH: (x, a*x, b*x, (ab)*x) vs (x, a*x, b*x, c*x)



[Couveignes’06, Rostovtsev-Stolbunov’06]: Shor’s algorithm 
doesn’t seem to apply to group actions that are not also groups

Group Actions

Recall that Dlog attack finds 
period of f(x,y) = gx×hy

No analog on group actions!

Therefore, group actions may be 
plausible post-quantum candidates



Group Actions

General quantum hardness:
• [Ettinger-Hoyer-Knill’04]: Attack making polylog(|G|) 

queries to group action, but runs exponential time

• [Kuperberg’03]: For abelian case, attack with running 
time and query complexity 2O(√|G|)

Candidate post-quantum group actions:
• Isogenies over elliptic curves (abelian)
• Some non-abelian ones (e.g. McEliece)



Group Actions

Problem: lack of structure breaks many applications

Schnorr signatures from groups:

Sign(sk, m) = (a=gs, c = H(a||m), r = s + sk c)

Ver(pk=gsk, m, (a,c,r)): Check c == H(a||m)
gr==a×pkc

No analog on group actions!



Group Actions

Problem: lack of structure breaks many applications

Group action Schnorr:

Sign(sk, m) = ( a = s*x, b = H(a||m), r = skb/s)

Ver(pk=sk*x, m, (a,b,r)): Check
b == H(a||m)
r*a == x if b==0
r*a == pk if b==1

in {0,1}

Can think of as testing r*a == pkbx1-b



Group Actions

Problem: lack of structure breaks many applications

In order to get 2-λ soundness, must repeat λ times 

Can optimize to λ / log(λ)  [De Feo-Galbraith’19], which is 
optimal amongst large class of schemes [Boneh-Guan-Z’23]

Results in much larger signatures than classical

(Note: SQISign [De Feo-Kohel-Leroux-Petit-Wesolowski’22] is based on isogenies and 
achieves much better signature length. But departs from group action abstraction)



Lattices

Imagine dimension in the 100s



Lattices

Basis: minimal set of vectors that generate lattice



Lattices

(Approx.) shortest vector problem (SVP): given lattice 
(described by some basis), find (approx.) shortest vector  



Lattices

(Approx.) closest vector problem (CVP): given lattice 
and point off lattice, find (approx.) closest lattice point



Lattices

Trapdoor: Give out large basis as public key, 
keep short basis as secret key / trapdoor

sk

pk



Lattices

v1

v2

c = 2.8 v1 + 2.2 v2

Lattice rounding: Solving (approx.) CVP using short basis

d = 3 v1 + 2 v2

Shorter bases give closer rounding



Lattices

Encrypt m: (1) Map m to lattice point
  (2) Output close non-lattice point

m
c



Lattices

SIS [Ajtai’96]: Distribution over hard approx. SVP instances
LWE [Regev’05]: Distribution over hard approx. CVP instances

Lattices are periodic, but lattice/period 
typically known (bad basis); SVP/SIS asks to 
find short description (good basis) of period

Period-finding doesn’t seem relevant; 
presumed quantum hardness

Note: many applications of lattices (e.g. FHE) beyond presumed quantum resistance



Other types of post-quantum assumptions

Concrete assumptions:
• From coding theory (e.g. McEliece)
• LPN
• Non-abelian groups
• Most symmetric crypto

Can also make generic assumptions
• ∃PQ-PKE, PQ-PRG, etc



Open Questions

Better understanding of quantum hardness of group actions, lattices, etc.

More techniques for using group actions / impossibilities
• Especially using non-abelian group actions

Exact security of symmetric cryptography
• Non-trivial quantum algorithms for SHA, AES?
• Know time-hardness of inversion ( Θ(2n/2) ) and collision-finding ( Θ(2n/3) ), 

but space-time-hardness of collision still open
[Brassard-Høyer-Tapp’98]: O(2n/3) time and space, but unknown if space is necessary 



3b. Post-quantum Security Proofs



x∈{0,1}n

y∈{0,1}m

Def: G is a secure pseudorandom generator 
(PRG) if, ∀PPT A, ∃negligible ε such that

| Pr[A(y)=1] – Pr[A(G(x))=1] | < ε

Non-triviality: (m>n)

G

Example: PRG Length Extension



Suppose m=n+1. How to get larger stretch?

Solution: G2 =

x

z

G

G

Thm: If G is secure, then so is G2

x∈{0,1}n

y∈{0,1}m

G

Non-triviality: (m>n)

Example: PRG Length Extension



Proof: Suppose G2 insecure. Then ∃PPT A, non-negl ε such that
 | Pr[A(y)=1] – Pr[A(G2(x))=1] | ≥ ε

Hybrid 0

G

G

A b
p0:=Pr[b=1]

Hybrid 1

G

A b
p1:=Pr[b=1]

Hybrid 2

A b
p2:=Pr[b=1]

Example: PRG Length Extension



Proof: Suppose G2 insecure. Then ∃PPT A, non-negl ε such that
 | p2 – p0| ≥ ε

Hybrid 0

G

G

A b
p0:=Pr[b=1]

Hybrid 1

G

A b
p1:=Pr[b=1]

Hybrid 2

A b
p2:=Pr[b=1]

Either:
|p1-p0|≥ε/2 

Or:
|p2-p1|≥ε/2 

B(y0,y1)=
A(G(y0),y1)

B(y0,y1)=
A(y0,y1,$)

In either case, B has 
advantage ε/2 against 

security of G

Example: PRG Length Extension



What about quantum?

Def: G is a post-quantum secure PRG if, 
∀QPT A, ∃negligible ε such that

| Pr[A(y)=1] – Pr[A(G(x))=1] | < ε

Thm: If G is post-quantum secure, then so is G2

Example: PRG Length Extension



Proof: Suppose G2 is PQ insecure. Then ∃QPT A, non-negl ε s.t.
 | p2 – p0| ≥ ε

Hybrid 0

G

G

A b
p0:=Pr[b=1]

Hybrid 1

G

A b
p1:=Pr[b=1]

Hybrid 2

A b
p2:=Pr[b=1]

Either:
|p1-p0|≥ε/2 

Or:
|p2-p1|≥ε/2 

B(y0,y1)=
A(G(y0),y1)

B(y0,y1)=
A(y0,y1,$)

In either case, B has 
advantage ε/2 against 

PQ security of G

Example: PRG Length Extension



Proof for G2 doesn’t care how A works internally, 
as long as it has non-negligible advantage

y by b

y by b

That is, proof treats A as “black box”

Example: PRG Length Extension



Example: Random Oracle Model

Cryptosystem

H

Examples: OAEP, Fujisaki-Okamoto, Full-Domain Hash, …

Consider cryptosystem using hash function H



Example: Random Oracle Model

[Bellare-Rogaway’93]: model H as random function

Cryptosystem

O



Hope: If ∃ROM security proof, no “real world” 
attacks on sufficiently well-designed hash function

Example: Random Oracle Model

Theoretical attacks known [Canetti-Goldreich-Halevi’98], 
but heuristic has held up in practice. Basis for essentially 

all of the most efficient cryptosystems.



Example: Random Oracle Model

Enter quantum…



[Boneh-Dagdelen-Fischlin-Lehmann-Schaffner-Z’11]:

Real W
orld

(Q
)ROM

Example: Random Oracle Model

H

O

<latexit sha1_base64="tIYqO1m6ma+myfTBwcOpAQN0dSg=">AAAB83icbVBNS8NAEJ3Ur1q/qh69BIvgqSQi1WPRi8cK9gOaUDbbabt0s1l2N0KJ/RtePCji1T/jzX/jts1BWx8MPN6bYWZeJDnTxvO+ncLa+sbmVnG7tLO7t39QPjxq6SRVFJs04YnqREQjZwKbhhmOHamQxBHHdjS+nfntR1SaJeLBTCSGMRkKNmCUGCsFT4HULFBEDDn2yhWv6s3hrhI/JxXI0eiVv4J+QtMYhaGcaN31PWnCjCjDKMdpKUg1SkLHZIhdSwWJUYfZ/Oape2aVvjtIlC1h3Ln6eyIjsdaTOLKdMTEjvezNxP+8bmoG12HGhEwNCrpYNEi5axJ3FoDbZwqp4RNLCFXM3urSEVGEGhtTyYbgL7+8SloXVb9Wrd1fVuo3eRxFOIFTOAcfrqAOd9CAJlCQ8Ayv8Oakzovz7nwsWgtOPnMMf+B8/gBvzZH2</latexit>

| i

<latexit sha1_base64="tIYqO1m6ma+myfTBwcOpAQN0dSg=">AAAB83icbVBNS8NAEJ3Ur1q/qh69BIvgqSQi1WPRi8cK9gOaUDbbabt0s1l2N0KJ/RtePCji1T/jzX/jts1BWx8MPN6bYWZeJDnTxvO+ncLa+sbmVnG7tLO7t39QPjxq6SRVFJs04YnqREQjZwKbhhmOHamQxBHHdjS+nfntR1SaJeLBTCSGMRkKNmCUGCsFT4HULFBEDDn2yhWv6s3hrhI/JxXI0eiVv4J+QtMYhaGcaN31PWnCjCjDKMdpKUg1SkLHZIhdSwWJUYfZ/Oape2aVvjtIlC1h3Ln6eyIjsdaTOLKdMTEjvezNxP+8bmoG12HGhEwNCrpYNEi5axJ3FoDbZwqp4RNLCFXM3urSEVGEGhtTyYbgL7+8SloXVb9Wrd1fVuo3eRxFOIFTOAcfrqAOd9CAJlCQ8Ayv8Oakzovz7nwsWgtOPnMMf+B8/gBvzZH2</latexit>

| i

<latexit sha1_base64="e91LakcbUnR/LipGcTNQ1GU6kXQ=">AAACOnicfVDNSgMxGMz6b/2revQSLIKClF2R6kUQvXhrC1YL3WX5Ns22wWx2SbLSsva5vPgU3jx48aCIVx/AtN2DVnEgYZiZj+SbIOFMadt+sqamZ2bn5hcWC0vLK6trxfWNKxWnktAGiXksmwEoypmgDc00p81EUogCTq+Dm/Ohf31LpWKxuNT9hHoRdAQLGQFtJL9Yr/pVV6WRn/X2+wMXeNKFMb8zlytBdDg9+ScRJzxVuLrb28vDfrFkl+0R8G/i5KSEctT84qPbjkkaUaEJB6Vajp1oLwOpGeF0UHBTRRMgN9ChLUMFRFR52Wj1Ad4xShuHsTRHaDxSv09kECnVjwKTjEB31aQ3FP/yWqkOj72MiSTVVJDxQ2HKsY7xsEfcZpISzfuGAJHM/BWTLkgg2rRdMCU4kyv/JlcHZadSrtQPS6dneR0LaAtto13koCN0ii5QDTUQQffoGb2iN+vBerHerY9xdMrKZzbRD1ifX5n1r7M=</latexit>

OO

X

x,y

↵x,y|x, yi =
X

x,y

↵x,y|x, y �O(x)iConcretely, can apply



Building Block: Trapdoor Permutations

P
^

pk

x P-1

^
sk

y x

Security: ∀PPT A, Pr[A(pk,y)=x] < negl 

Example: Random Oracle Model

Consider Full Domain Hash Signatures

Sigs from TDPs

P-1

^
sk

σHm



ROM security proof: Assume toward contradiction

A

mi

σi

m*∉{mi}i

P-1

^

H

sk

σ*

H

P
^
pk

=
H

xi

yi

Example: Random Oracle Model



ROM security proof:

A

mi

σi

m*∉{mi}i

P-1

^

H

sk

σ*

H

P
^
pk

=
H

xi

yi

Example: Random Oracle Model

Step 0: Assume m* queried to RO



ROM security proof:

A

mi

σi

m*∉{mi}i

P-1

^

H

sk

σ*

H

P
^
pk

=
H

xi

yi

Example: Random Oracle Model

Step 1: H à P∘H’



ROM security proof:

A

mi

σi

m*∉{mi}i

H’

σ*

H’
=

Example: Random Oracle Model

Step 1: H à P∘H’

H’ P
^
pk

xi

yi



ROM security proof:

A

mi

σi

m*∉{mi}i

H’

σ*

H’
=

Example: Random Oracle Model

H’ P
^
pk

xi

yi

A computes H’(m*), given only H(m*)=P(pk,H’(m*))



ROM security proof:

A

mi

σi

m*∉{mi}i

H’

σ*

H’
=

Example: Random Oracle Model

H’ P
^
pk

xi

yi

B(y*): set H(xi)=y* for random query à advantage ε/q



QROM Proof?

A

mi

σi

m*∉{mi}i

H’

σ*

H’
=

Example: Random Oracle Model

H’ P
^
pk

How does B(y*) insert challenge into H?

∑x|x,y⟩



Example: Random Oracle Model

Attempt 1: Insert at random QUERY

A

∑αx,y|x,y⟩
∑αx,y|x,y⊕H(x)⟩

B
∑αx,y|x,y⟩

∑αx,y|x,y⊕y*⟩

Problem: repeated queries?

Problem: distinguishing attack
∑|x,0⟩
∑|x,y*⟩

∑|x,0⟩
∑|x,O(x)⟩VS

∑αx,y|x,y⟩
∑αx,y|x,y⊕H(x)⟩



Typical QROM reductions commit to entire function 
H at beginning, remain consistent throughout 

[Zhang-Yu-Feng-Fan-Zhang’19]: “Committed programming reductions"

Example: Random Oracle Model

Note: growing number of techniques exmploying non-committing reductions [Unruh’15, 
Z’19, Kuchta-Sakzad-Stehle-Steinfeld-Sun’20, Alagic-Carolan-Majenz-Tokat’25,…]



Take 2: Insert at random VALUE

A
∑αx,y|x,y⟩

∑αx,y|x,y⊕H(x)⟩ B
Problem: exp-many values
à Pr[correctly guess m*] =negl

Example: Random Oracle Model

H(m*) = y*
H(x) = $ if x≠m*



Domain Range

Size r

Random Random

Example: Random Oracle Model

Solution: Small-Range Distributions [Z’12]



Thm [Z’12]: No q quantum query alg can distinguish 
SRr from random, except with probability O(q3/r). 

Quantum collision finding         bound tight
[Brassard-Høyer-Tapp’98]

Example: Random Oracle Model



Pr[ A wins | H’ random ] ≥ ε

Pr[ A wins | H’ = SRr ] ≥ ε – O(q3/r)

B(y*) inserts y* into random output
Pr[ B inverts y ] ≥ ε/r–O(q3/r2) = O(ε2/q3)

r=O(q3/ε)

Example: Random Oracle Model

Finishing the proof:



m

c

Also want hiding, but we will ignore

Com$r
Def: Com is (computationally) binding if, ∀PPT A, 
∃negligible ε such that

Pr[                                            : (m0,r0,m1,r1)ßA() ] < ε
m0≠m1 ∧

Com(m0,r0)=Com(m1,r1) 

Example: Coin Tossing



Simple protocol:

bAß{0,1}
r ß $

c = com(bA,r) bBß{0,1}
bB

bA,r
Verify c == com(bA,r)

b = bA⊕bB

pass fail

b = ⟂

Example: Coin Tossing



Proof that Alice can’t bias b:
Let A be supposed adversary

c
bB

bA,r
A

Pr[b=0] > ½+ε For both bB=0 and bB=1, good 
chance bA=bB and Com(bA,r)=c

Example: Coin Tossing



Proof that Alice can’t bias b:

Step 1

A
c

0
bA,0,r0

Step 2

A
c

Step 3

A
c

1
bA,1,r1

Pr[                                                 ] ≥ poly(ε)bA,0 = 0 ∧ bA,1 = 1 ∧
Com(bA,0,r0) = Com(bA,1,r1) = c

Example: Coin Tossing



Def: Com is post-quantum (computationally) 
binding if, ∀QPT A, ∃negligible ε such that

Pr[                                           : (m0,r0,m1,r1)ßA() ] < ε
m0≠m1 ∧

Com(m0,r0)=Com(m1,r1) 

Define coin-tossing goal similarly

Example: Coin Tossing

What about quantum?



Proof that quantum Alice can’t bias b?

Step 1

A
c

0
bA,0,r0

Step 2

A
c✘

Observer effect: extracting bA,0,r0 
irreversibly altered A’s state 

Example: Coin Tossing



Thm (Ambainis-Rosmanis-Unruh’14,Unruh’16, Shmueli-Z’25): 
∃PQ binding Com s.t. Alice has a near-perfect strategy (either 
relative to an oracle, or under appropriate computational 
assumptions)

I.e., quantumly, ability to produce either of two values isn’t 
the same as ability to produce both simultaneously 

Example: Coin Tossing



Key Takeaway: As long as reduction treats 
A as a single-run black box (potentially w/ 
classical interaction), reduction likely 
works in quantum setting

But if idealized model (e.g. 
RO), must be careful! But if rewinding A, must 

be careful!



Open Questions

Find other proof techniques that fail quantumly / show that they don’t exist
Some positive progress: [Chan-Freitag-Pass’22, Bitansky-Brakerski-Kalai’22]

Which RO results can be lifted to quantum world?
Numerous works lifting specific techniques;
No fully-general lifting theorem [Yamakawa-Z’21, ‘22]
Lifting for specific classes [Yamakawa-Z’21, Katz-Sela’24, 
  Cojocaru-Hhan-Liu-Yamakawa-Yun’25]

General conditions for lifting rewinding results?
Specific techniques [Watrous’06, Unruh’12,’16, Chiesa-Ma-Spooner-Z’21,…]



3c. Post-quantum Definitions



Collapsing Commitments [Unruh’16]

Def: Com is collapsing if, ∀QPT A, ∃negligible ε such 
that |p0 – p1| < ε where:

A

|Ψ⟩ = ∑ αm,r|m,r⟩ 

|Ψ’⟩

∑ αm,r|m,r,c=Com(m,r)⟩

m,r c

b=0 b=1

|Ψ’⟩ |Ψ’⟩b’

pb = Pr[b’=1|b]

Also analogous notion of collapsing hash functions



Collapsing Commitments

Intuition: if Com is injective, then measuring input 
and output result in same post-measurement state 
à Perfectly collapse-binding

Computational collapse binding makes sense even if 
Com is not injective (say, succinct commitments)



Proof that quantum Alice can’t bias b

First, let’s remove all post-commitment measurements from A 

A

∑ αx|x⟩

A’

∑ αx|x   ,   x⟩ Never touch again

Exercise: A and A’ behave identically



Proof that quantum Alice can’t bias b

Step 1

A’
c

0
∑|bA,0,r0⟩

Step 2

A’
c

Step 3

A’
c

1
∑|bA,1,r1⟩

Can now rewind since post-
commitment A’ is unitary

But, rewinding 
also erased bA,0!!!



Proof that quantum Alice can’t bias b

Step 1

A’
c

0
∑|bA,0,r0⟩

Step 2

A’
c

Step 3

A’
c

1
∑|bA,1,r1⟩

Lemma [Unruh’12]: both will be valid with probability ≥ ε3 

Valid? Valid?

Still don’t get a collision…



Proof that quantum Alice can’t bias b

Step 1

A’
c

0
∑|bA,0,r0⟩

Step 2

A’
c

Step 3

A’
c

1
∑|bA,1,r1⟩

Valid? Valid?

1,r1 s.t. c=Com(1,r1)



Proof that quantum Alice can’t bias b

Step 1

A’
c

0
∑|bA,0,r0⟩

Step 2

A’
c

Step 3

A’
c

1
∑|bA,1,r1⟩

Valid? Valid?

1,r1 s.t. c=Com(1,r1)0,r0 s.t. c=Com(0,r1)
If measuring step 1 causes step 3 to fail, contradicts collapsing



Collapsing Commitments

Constructions:
 - Any injective commitment
 - Random oracle [Unruh’16a]
 - From lossy functions (LWE) [Unruh’16b]
 - The SIS hash function [Liu-Z’19, Liu-Montgomery-Z’23]
 - [Z’22] from many other assumptions, basically matching known 
feasibility of plain PQ binding (constructions different)

Better rewinding techniques: [Chiesa-Ma-Spooner-Z’21, Lombardi-
Ma-Spooner’22]



Collapsing not always necessary

Example: Hashing before signing

Sign’(sk, m) = Sign(sk, H(m))

Security proof works quantumly (no 
rewinding), produces classical collision for H 



Fully-Quantum Notions

So far, end goal (e.g. coin tossing) is still a classical game, 
but we want security against local quantum computation

But in a quantum world, there may be 
attacks that exploit quantum interaction



x

y

Def: F is a secure pseudorandom function 
(PRF) if, ∀PPT A, ∃ negligible ε such that

| Pr[AF(k, · )()=1] – Pr[AR( · )()=1] | < ε
F>k

Notes:
 - k random
 - R uniformly random function
 - AO( · ) means A makes queries on x, receives O(x) 

Example: PRFs



What is a post-quantum PRF?

Def: F is a PQ secure PRF if, ∀QPT A, ∃ 
negligible ε such that

| Pr[AF(k, · )()=1] – Pr[AR( · )()=1] | < ε

Def: F is a Fully Quantum secure PRF if, 
∀QPT A, ∃ negligible ε such that

| Pr[A |F(k,·)⟩ ()=1] – Pr[A |R(·)⟩ ()=1] | < ε

A|f(·)⟩ means can 
query unitary Of

∑αx,y|x,y⟩

∑αx,y|x,y⊕f(x)⟩ 

Example: PRFs



Is there a difference? YES!

Proof: make periodic

PRF’( (k,z) , x ) = PRF( k, {x,x⊕z} )

Example: PRFs



Ok. Which definition do we want? It depends…

PRFs à CPA-secure encryption

Enc(k,m) = r ß $
c = (r, F(k,r)⊕m)

Encrypter (honest) chooses r à always classical

PQ security suffices

Example: PRFs



Ok. Which definition do we want? It depends…

Example: PRFs

PRFs à MAC

MAC(k,m) = F(k,m)

Security model lets attacker choose m, but 
signer (honest) actually computes MAC

Can attacker force signer to MAC superpositions? Consider 
smartcard applications where adv has physical access to signer



Ok. Which definition do we want? It depends…

Example: PRFs

PRFs à Pseudorandom quantum states
[Ji-Liu-Song’18,Brakerski-Shmueli’19]

∑x (-1)F(k,x) |x⟩

Generation of state makes superposition query to F

Need full quantum security



Example: PRFs

So what do classical PRF proofs give us?



PRGàPRF

G

k

G G

GG G G

F(k,000) F(k,001) F(k,010) F(k,011) F(k,100) F(k,101) F(k,110) F(k,111)

[Goldreich-Goldwasser-Micali’84]

Example: PRFs



PRGàPRF

G

k

G G

GG G G

F(k,000) F(k,001) F(k,010) F(k,011) F(k,100) F(k,101) F(k,110) F(k,111)

[Goldreich-Goldwasser-Micali’84]

Example: PRFs



Classical proof, step 1: Hybrid

G

G G

GG G G

Hybrid 0 ( F(k, · ) ):

Example: PRFs



Classical proof, step 1: Hybrid

G G

GG G G

Hybrid 1:

Example: PRFs



Classical proof, step 1: Hybrid

GG G G

Hybrid 2:

Example: PRFs



Classical proof, step 1: Hybrid

Hybrid n ( R( · ) ):

Example: PRFs



Classical proof, step 1: Hybrid

∃i s.t. | Pr[AHybrid i+1() = 1] - Pr[AHybrid i() = 1] | ≥ ε/n 

vs
Step 1 makes sense if A classical, 
post-quantum, or fully quantum

Example: PRFs



Classical proof, step 2: Another hybrid

Hybrid i.0 = i:

Example: PRFs



Classical proof, step 2: Another hybrid

Hybrid i.1:

Example: PRFs



Classical proof, step 2: Another hybrid

Hybrid i.2:

Example: PRFs



Classical proof, step 2: Another hybrid

Hybrid i.3:

Example: PRFs



Classical proof, step 2: Another hybrid

Hybrid i.2i = i+1:

Problem: 2i loss potentially exponential

Example: PRFs



Classical proof, step 2: Another hybrid

Solution: lazy/on-the-fly sampling

q queries à Only hybrid over q “active” positions

Example: PRFs



What about full quantum security?

Even single query touches everything

Example: PRFs

Solution: Small-range distributions! [Z’12]



Open Questions

Efficient fully-quantum PRPs (e.g. Luby-Rackoff)
• [Z’16] is rather inefficient

The “right” definition for superposition attacks on signatures
• [Boneh-Z’13, Garg-Yuen-Z’17] have major limitations
• Unclear if [Alagic-Majenz-Russell-Song’18] captures everything

Build quantum ideal cipher from RO
• Need “indifferentiable” PRP



?


