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Background



Unknown
quantum state

No-cloning Theorem
[Park’70, Wooters-Zurek’82, Dieks’82]



=

Secret key quantum money 
[Wiesner’70]

No-cloning è banknotes unforgeable

Problem: only mint can verify



Public key quantum money 
[Aaronson’09]

+= Public 
Verifica-on

Challenge: state informa,on-theore,cally “known” 
è breaks no-cloning theorem
è need crypto + quantum informa,on



[Aaronson’09]: random stabilizer states

[Farhi-Gosset-Hassidim-Lutomirski-Shor’10]: knots

[Aaronson-Chris:ano’12]: polynomials hiding subspaces

[Kane’18]: Modular forms

[Zhandry’19]: quadradic systems of equa:ons

[Zhandry’19]: post-quantum iO

[Kane-Sharif-Silverberg’21]: Quaternion Algebras

[Khesin-Lu-Shor’22]: laZces

[Lutomirski-Aaronson-Farhi-
Gosset-Hassidim-Kelner-Shor’10]

✘

✘
?

[Pena-Faugère-Perret’14,
ChrisBano-SaCath’16]

?

? No published cryptanalysis effort

[Bilyk-Doliskani-Gong’22] some analysis

liCle published cryptanalysis effort

✘ [Roberts’21]

? No (prior) cryptanalysis effort

? Post-quantum iO not well understood

(Public Key) Quantum Money is Hard!



This Work: Breaking and making quantum money

A6ack on general class 
of la7ce-based schemes

[Khesin-Lu-Shor’22] 
is insecure 

“Walkable Invariant” 
framework + analysis

IdenIfy sufficient 
condiIons for 

[FGHLS’12] to be secure

(unclear if condi:ons met)

New candidate walkable 
invariants

Approach to building 
quantum money from 

isogenies

(one crucial missing piece)



How Not To Build 
Quantum Money



<latexit sha1_base64="vvDyIfH82N4UvrkzLJ8EQwBf920="></latexit>

/
X

“short” x s.t.
A.x mod q=y

|xi

Verification key
(aka serial number) = A y

,

A la;ce-based proposal 
(folklore)



Mo@va@on

“short” x1 s.t. A.x1 = y

measure

“short” x2 s.t. A.x2 = y

A.(x1 - x2) = 0 Short non-vector in kernel of A, 
aka SIS solu-on. Believed hard

x1 ≠ x2 whp



AAack

measure

“short” x s.t. A.x = y

=
<latexit sha1_base64="LWRlU7stV7riY8FzBuOKXRBmNl4=">AAAB8HicbVDLTgJBEOzFF+IL9ehlIjHxRHYNUY9ELx4xkYeBDZkdemHC7OxmZtZIkK/w4kFjvPo53vwbB9iDgpV0UqnqTndXkAiujet+O7mV1bX1jfxmYWt7Z3evuH/Q0HGqGNZZLGLVCqhGwSXWDTcCW4lCGgUCm8Hweuo3H1BpHss7M0rQj2hf8pAzaqx0//TYUVT2BXaLJbfszkCWiZeREmSodYtfnV7M0gilYYJq3fbcxPhjqgxnAieFTqoxoWxI+9i2VNIItT+eHTwhJ1bpkTBWtqQhM/X3xJhGWo+iwHZG1Az0ojcV//PaqQkv/TGXSWpQsvmiMBXExGT6PelxhcyIkSWUKW5vJWxAFWXGZlSwIXiLLy+TxlnZOy9Xbiul6lUWRx6O4BhOwYMLqMIN1KAODCJ4hld4c5Tz4rw7H/PWnJPNHMIfOJ8/Jz6Qpg==</latexit>

|xi
1

=
<latexit sha1_base64="LWRlU7stV7riY8FzBuOKXRBmNl4=">AAAB8HicbVDLTgJBEOzFF+IL9ehlIjHxRHYNUY9ELx4xkYeBDZkdemHC7OxmZtZIkK/w4kFjvPo53vwbB9iDgpV0UqnqTndXkAiujet+O7mV1bX1jfxmYWt7Z3evuH/Q0HGqGNZZLGLVCqhGwSXWDTcCW4lCGgUCm8Hweuo3H1BpHss7M0rQj2hf8pAzaqx0//TYUVT2BXaLJbfszkCWiZeREmSodYtfnV7M0gilYYJq3fbcxPhjqgxnAieFTqoxoWxI+9i2VNIItT+eHTwhJ1bpkTBWtqQhM/X3xJhGWo+iwHZG1Az0ojcV//PaqQkv/TGXSWpQsvmiMBXExGT6PelxhcyIkSWUKW5vJWxAFWXGZlSwIXiLLy+TxlnZOy9Xbiul6lUWRx6O4BhOwYMLqMIN1KAODCJ4hld4c5Tz4rw7H/PWnJPNHMIfOJ8/Jz6Qpg==</latexit>

|xi
2

Thm [Liu-Zhandry’19]: LWE + super-poly qà SIS hash funcIon is collapsing

( consequence of [Liu-Zhandry’19] )

Cor: A6ack fools any efficient verificaIon procedure

( note SIS à LWE [Regev’05] )



A more general proposal

VerificaIon key
(aka serial number) = A y

,
s1

,
s2

, , …

<latexit sha1_base64="JvSdfl+gijn/QYTtnJwN8tKppgs=">AAAB+XicbVDLSsNAFJ3UV62vqEs3g0VwFRIRdSNU3bisYB/QhjCZTNuh84gzk0IJ/RM3LhRx65+482+ctllo64ELh3Pu5d574pRRbXz/2ymtrK6tb5Q3K1vbO7t77v5BU8tMYdLAkknVjpEmjArSMNQw0k4VQTxmpBUP76Z+a0SUplI8mnFKQo76gvYoRsZKkeveeDqi3ZjLBD7Ba+hHbtX3/BngMgkKUgUF6pH71U0kzjgRBjOkdSfwUxPmSBmKGZlUupkmKcJD1CcdSwXiRIf57PIJPLFKAntS2RIGztTfEzniWo95bDs5MgO96E3F/7xOZnpXYU5Fmhki8HxRL2PQSDiNASZUEWzY2BKEFbW3QjxACmFjw6rYEILFl5dJ88wLLrzzh/Nq7baIowyOwDE4BQG4BDVwD+qgATAYgWfwCt6c3Hlx3p2PeWvJKWYOwR84nz9qyZI6</latexit>

A.si mod q = 0

Trapdoors for A, 
help with verificaIon

Example: can re-interpret 
[Khesin-Lu-Shor’22] in this form

= “short”



Why Trapdoors are Useful

Assume
<latexit sha1_base64="AIbfKE6/NIlUCBBWP5r33OeVhbs="></latexit>

/
X

x:A.x mod q=y

e�⇡|x|2/�2

|xi

QFT

<latexit sha1_base64="pa+S3oAN90PN59pixR2c1nqOTbw="></latexit>

/
X

r,e

�
!r·y
q

�
e�⇡|e|2/(q/�)2 |AT · r + ei

<latexit sha1_base64="tc0PESslOCPh+XTNYo7cDJ3Z2iI=">AAACGHicbZBNSwMxEIaz9bt+rXr0EiyCItRdKepFqHrxqGBtoa0lm07b0OxmSWbFsvRnePGvePGgiNfe/DemtYpfLwQe3plhMm8QS2HQ896czMTk1PTM7Fx2fmFxadldWb0yKtEcSlxJpSsBMyBFBCUUKKESa2BhIKEcdE+H9fINaCNUdIm9GOoha0eiJThDazXcXXN9WeNNhXTr+JP0DmwffflwVEO4xdR0lMZ+w815eW8k+hf8MeTIWOcNd1BrKp6EECGXzJiq78VYT5lGwSX0s7XEQMx4l7WhajFiIZh6OjqsTzet06Qtpe2LkI7c7xMpC43phYHtDBl2zO/a0PyvVk2wdVhPRRQnCBH/WNRKJEVFhynRptDAUfYsMK6F/SvlHaYZR5tl1obg/z75L1zt5f39fOGikCuejOOYJetkg2wRnxyQIjkj56REOLkjD+SJPDv3zqPz4rx+tGac8cwa+SFn8A7VlJ+0</latexit>

sT · (AT · r + e) = sT · e = short

(approx.)



Why Trapdoors are Useful

Meanwhile
QFT

<latexit sha1_base64="tmnp8ylvIN3UP/1qMqgG1uRGrcA="></latexit>

|xi /
X

z

�
!z·x
q

�
|zi

<latexit sha1_base64="Q8swWt6V0LhAd1zzjmczmWRVUtA=">AAACBHicbVC7SgNBFJ2NrxhfUcs0g0GITdiVoDZC0MYyQl6QjWF2dpIMmZ1dZu6qcUlh46/YWChi60fY+TdOHoUmHrhwOOde7r3HiwTXYNvfVmppeWV1Lb2e2djc2t7J7u7VdRgrymo0FKFqekQzwSWrAQfBmpFiJPAEa3iDy7HfuGVK81BWYRixdkB6knc5JWCkTjanb6ou9UPAD+cusHtIPN7Dhbt+dDTqZPN20Z4ALxJnRvJohkon++X6IY0DJoEKonXLsSNoJ0QBp4KNMm6sWUTogPRYy1BJAqbbyeSJET40io+7oTIlAU/U3xMJCbQeBp7pDAj09bw3Fv/zWjF0z9oJl1EMTNLpom4sMIR4nAj2uWIUxNAQQhU3t2LaJ4pQMLllTAjO/MuLpH5cdE6KpetSvnwxiyONcugAFZCDTlEZXaEKqiGKHtEzekVv1pP1Yr1bH9PWlDWb2Ud/YH3+AC+hl88=</latexit>

sT · z = big (whp)

Detects aVack



AAack

“short” x s.t. A.x = y

(this work)

=
2

<latexit sha1_base64="d6ndaicBqi1BbavXhi1n3ONYJNY="></latexit> X

u1,u2,... s.t. z is ”short”

|z = x+ u1s1 + u2s2 + . . . i
1 ,

Thm (this work): 
1. LWE + any qà fools any efficient verifica=on in many natural se@ngs
3. Efficiently construct fake money state from x in many natural se@ngs

Cor: Scheme from [Khesin-Lu-Shor’22] is insecure
Along the way, improve known results about k-LWE problem



Proof Idea



Learning With Errors (LWE)

A , Ar e+

= “short”

A ,
u

<latexit sha1_base64="vxYhfUPvA5F6staaAMsTFeMtUGg=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbBU9kVUY9FLx4r2A9pl5JNs21osglJVixLf4UXD4p49ed489+YtnvQ1gcDj/dmmJkXKc6M9f1vr7Cyura+UdwsbW3v7O6V9w+aRqaa0AaRXOp2hA3lLKENyyynbaUpFhGnrWh0M/Vbj1QbJpN7O1Y0FHiQsJgRbJ300MVKafnUI71yxa/6M6BlEuSkAjnqvfJXty9JKmhiCcfGdAJf2TDD2jLC6aTUTQ1VmIzwgHYcTbCgJsxmB0/QiVP6KJbaVWLRTP09kWFhzFhErlNgOzSL3lT8z+ukNr4KM5ao1NKEzBfFKUdWoun3qM80JZaPHcFEM3crIkOsMbEuo5ILIVh8eZk0z6rBRfX87rxSu87jKMIRHMMpBHAJNbiFOjSAgIBneIU3T3sv3rv3MW8tePnMIfyB9/kDDKOQlQ==</latexit>⇡c

[Regev’05]

(everything defined mod q)



k-LWE

A , Ar e+

= “short”

A ,

<latexit sha1_base64="vxYhfUPvA5F6staaAMsTFeMtUGg=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbBU9kVUY9FLx4r2A9pl5JNs21osglJVixLf4UXD4p49ed489+YtnvQ1gcDj/dmmJkXKc6M9f1vr7Cyura+UdwsbW3v7O6V9w+aRqaa0AaRXOp2hA3lLKENyyynbaUpFhGnrWh0M/Vbj1QbJpN7O1Y0FHiQsJgRbJ300MVKafnUI71yxa/6M6BlEuSkAjnqvfJXty9JKmhiCcfGdAJf2TDD2jLC6aTUTQ1VmIzwgHYcTbCgJsxmB0/QiVP6KJbaVWLRTP09kWFhzFhErlNgOzSL3lT8z+ukNr4KM5ao1NKEzBfFKUdWoun3qM80JZaPHcFEM3crIkOsMbEuo5ILIVh8eZk0z6rBRfX87rxSu87jKMIRHMMpBHAJNbiFOjSAgIBneIU3T3sv3rv3MW8tePnMIfyB9/kDDKOQlQ==</latexit>⇡c

[Ling-Phan-Stehlé-Steinfeld’14]

s1
,

sk…

,
s1 sk…

Rows of B span space orthogonal to si

1.

2.
B

t e+



Thm [Ling-Phan-Stehlé-Steinfeld’14]:

LWE è k-LWE for polynomial k, if si are Gaussian

Thm (this work):

LWE è k-LWE for constant k, for arbitrary short si



Proof Idea

Sample u as in either case 1. or 2.  as in k-LWE

= Round to 0 or q/2
<latexit sha1_base64="grXpJf3sHGQqLI1HgQDUfT1Bxh4=">AAACAnicbVDLSsNAFJ34rPUVdSVuBovgqialqMuiG5cV7AOaECaTSTt0MhNnJkIJxY2/4saFIm79Cnf+jdM2C209cOFwzr3ce0+YMqq043xbS8srq2vrpY3y5tb2zq69t99WIpOYtLBgQnZDpAijnLQ01Yx0U0lQEjLSCYfXE7/zQKSigt/pUUr8BPU5jSlG2kiBfegxTCiDHo6E9mTMhJBBfn9WGwd2xak6U8BF4hakAgo0A/vLiwTOEsI1Zkipnuuk2s+R1BQzMi57mSIpwkPUJz1DOUqI8vPpC2N4YpQIxkKa4hpO1d8TOUqUGiWh6UyQHqh5byL+5/UyHV/6OeVppgnHs0VxxqAWcJIHjKgkWLORIQhLam6FeIAkwtqkVjYhuPMvL5J2reqeV+u39UrjqoijBI7AMTgFLrgADXADmqAFMHgEz+AVvFlP1ov1bn3MWpesYuYA/IH1+QM08ZdS</latexit>

d·cq/2

?

Case 1: 

è minimal collapse of 

<latexit sha1_base64="l0yr29eGU9Ho+cNJ+1j8Is488ZQ=">AAACBXicbVC7TsMwFHXKq5RXgBEGiwqJqSRVBYwVLIxFog+piSLHdVqrjh1sB1FFXVj4FRYGEGLlH9j4G9w2A7Qc6UpH59yre+8JE0aVdpxvq7C0vLK6VlwvbWxube/Yu3stJVKJSRMLJmQnRIowyklTU81IJ5EExSEj7XB4NfHb90QqKvitHiXEj1Gf04hipI0U2Icew4QymHq4JzR88GTEhJBBdndaHQd22ak4U8BF4uakDHI0AvvL6wmcxoRrzJBSXddJtJ8hqSlmZFzyUkUShIeoT7qGchQT5WfTL8bw2Cg9GAlpims4VX9PZChWahSHpjNGeqDmvYn4n9dNdXThZ5QnqSYczxZFKYNawEkksEclwZqNDEFYUnMrxAMkEdYmuJIJwZ1/eZG0qhX3rFK7qZXrl3kcRXAAjsAJcME5qINr0ABNgMEjeAav4M16sl6sd+tj1lqw8pl98AfW5w9Y+Zh9</latexit>

du · xcq/2

<latexit sha1_base64="Jx06V/GPRtLReIQFuPEIjSWQsoI=">AAACJ3icbZBdSwJBFIZn7cvsa6vLboYkMATZDaluCqubLg3yA1Rkdjzq4OzOMjMbivhvuumvdBNURF32Txp1hdIODLw87zmcOa8Xcqa043xZiaXlldW15HpqY3Nre8fe3SsrEUkKJSq4kFWPKOAsgJJmmkM1lEB8j0PF692M/coDSMVEcK8HITR80glYm1GiDWral1GdtoTG/YuMnKqrLBzPWIwGWYhJnYShFH08M5p22sk5k8KLwo1FGsVVbNqv9ZagkQ+BppwoVXOdUDeGRGpGOYxS9UhBSGiPdKBmZEB8UI3h5M4RPjKkhdtCmhdoPKG/J4bEV2rge6bTJ7qr5r0x/M+rRbp93hiyIIw0BHS6qB1xrAUeh4ZbTALVfGAEoZKZv2LaJZJQbaJNmRDc+ZMXRfkk557m8nf5dOE6jiOJDtAhyiAXnaECukVFVEIUPaJn9IberSfrxfqwPqetCSue2Ud/yvr+AfEPpWs=</latexit>

u · x = (r ·A+ e) · x = r · y + e · x ⇡ r · y



Proof Idea

= Round to 0 or q/2
<latexit sha1_base64="grXpJf3sHGQqLI1HgQDUfT1Bxh4=">AAACAnicbVDLSsNAFJ34rPUVdSVuBovgqialqMuiG5cV7AOaECaTSTt0MhNnJkIJxY2/4saFIm79Cnf+jdM2C209cOFwzr3ce0+YMqq043xbS8srq2vrpY3y5tb2zq69t99WIpOYtLBgQnZDpAijnLQ01Yx0U0lQEjLSCYfXE7/zQKSigt/pUUr8BPU5jSlG2kiBfegxTCiDHo6E9mTMhJBBfn9WGwd2xak6U8BF4hakAgo0A/vLiwTOEsI1Zkipnuuk2s+R1BQzMi57mSIpwkPUJz1DOUqI8vPpC2N4YpQIxkKa4hpO1d8TOUqUGiWh6UyQHqh5byL+5/UyHV/6OeVppgnHs0VxxqAWcJIHjKgkWLORIQhLam6FeIAkwtqkVjYhuPMvL5J2reqeV+u39UrjqoijBI7AMTgFLrgADXADmqAFMHgEz+AVvFlP1ov1bn3MWpesYuYA/IH1+QM08ZdS</latexit>

d·cq/2

?

Case 2: 

è collapse “toward” 

<latexit sha1_base64="l0yr29eGU9Ho+cNJ+1j8Is488ZQ=">AAACBXicbVC7TsMwFHXKq5RXgBEGiwqJqSRVBYwVLIxFog+piSLHdVqrjh1sB1FFXVj4FRYGEGLlH9j4G9w2A7Qc6UpH59yre+8JE0aVdpxvq7C0vLK6VlwvbWxube/Yu3stJVKJSRMLJmQnRIowyklTU81IJ5EExSEj7XB4NfHb90QqKvitHiXEj1Gf04hipI0U2Icew4QymHq4JzR88GTEhJBBdndaHQd22ak4U8BF4uakDHI0AvvL6wmcxoRrzJBSXddJtJ8hqSlmZFzyUkUShIeoT7qGchQT5WfTL8bw2Cg9GAlpims4VX9PZChWahSHpjNGeqDmvYn4n9dNdXThZ5QnqSYczxZFKYNawEkksEclwZqNDEFYUnMrxAMkEdYmuJIJwZ1/eZG0qhX3rFK7qZXrl3kcRXAAjsAJcME5qINr0ABNgMEjeAav4M16sl6sd+tj1lqw8pl98AfW5w9Y+Zh9</latexit>

du · xcq/2

<latexit sha1_base64="IjJKydgRWIYy/EJnS4SBtqbiXAo=">AAACHHicbZDLSgMxFIYz9VbrrerSTbAIFaHMaFE3QqkblxXsBdpSMplMG5qZDMkZaSl9EDe+ihsXirhxIfg2pu0I2nog8PH/53ByfjcSXINtf1mppeWV1bX0emZjc2t7J7u7V9MyVpRVqRRSNVyimeAhqwIHwRqRYiRwBau7/euJX79nSnMZ3sEwYu2AdEPuc0rASJ3sWdyingQ8uMrDjMon7DjRWiSKlBzgHyeRO9mcXbCnhRfBSSCHkqp0sh8tT9I4YCFQQbRuOnYE7RFRwKlg40wr1iwitE+6rGkwJAHT7dH0uDE+MoqHfanMCwFP1d8TIxJoPQxc0xkQ6Ol5byL+5zVj8C/bIx5GMbCQzhb5scAg8SQp7HHFKIihAUIVN3/FtEcUoWDyzJgQnPmTF6F2WnDOC8XbYq5UTuJIowN0iPLIQReohG5QBVURRQ/oCb2gV+vRerberPdZa8pKZvbRn7I+vwFVxqDt</latexit>

u · x = (t ·B + e) · x ⇡ t ·B · x

Sample u as in either case 1. or 2.  as in k-LWE



Proof Idea

<latexit sha1_base64="l0yr29eGU9Ho+cNJ+1j8Is488ZQ=">AAACBXicbVC7TsMwFHXKq5RXgBEGiwqJqSRVBYwVLIxFog+piSLHdVqrjh1sB1FFXVj4FRYGEGLlH9j4G9w2A7Qc6UpH59yre+8JE0aVdpxvq7C0vLK6VlwvbWxube/Yu3stJVKJSRMLJmQnRIowyklTU81IJ5EExSEj7XB4NfHb90QqKvitHiXEj1Gf04hipI0U2Icew4QymHq4JzR88GTEhJBBdndaHQd22ak4U8BF4uakDHI0AvvL6wmcxoRrzJBSXddJtJ8hqSlmZFzyUkUShIeoT7qGchQT5WfTL8bw2Cg9GAlpims4VX9PZChWahSHpjNGeqDmvYn4n9dNdXThZ5QnqSYczxZFKYNawEkksEclwZqNDEFYUnMrxAMkEdYmuJIJwZ1/eZG0qhX3rFK7qZXrl3kcRXAAjsAJcME5qINr0ABNgMEjeAav4M16sl6sd+tj1lqw8pl98AfW5w9Y+Zh9</latexit>

du · xcq/2

Repeat several 0mes

<latexit sha1_base64="+XpfpThBLrgbbfHqddVu2aTMA/s=">AAAB7nicbVBNSwMxEJ2tX7V+VT16CRbBU9mVoh6LXjxWsB/QLiWbZtvQbBKSrFiW/ggvHhTx6u/x5r8xbfegrQ8GHu/NMDMvUpwZ6/vfXmFtfWNzq7hd2tnd2z8oHx61jEw1oU0iudSdCBvKmaBNyyynHaUpTiJO29H4dua3H6k2TIoHO1E0TPBQsJgRbJ3U7mGltHzqlyt+1Z8DrZIgJxXI0eiXv3oDSdKECks4NqYb+MqGGdaWEU6npV5qqMJkjIe066jACTVhNj93is6cMkCx1K6ERXP190SGE2MmSeQ6E2xHZtmbif953dTG12HGhEotFWSxKE45shLNfkcDpimxfOIIJpq5WxEZYY2JdQmVXAjB8surpHVRDS6rtftapX6Tx1GEEziFcwjgCupwBw1oAoExPMMrvHnKe/HevY9Fa8HLZ47hD7zPH5ZQj78=</latexit>⇡Case 1:

<latexit sha1_base64="+XpfpThBLrgbbfHqddVu2aTMA/s=">AAAB7nicbVBNSwMxEJ2tX7V+VT16CRbBU9mVoh6LXjxWsB/QLiWbZtvQbBKSrFiW/ggvHhTx6u/x5r8xbfegrQ8GHu/NMDMvUpwZ6/vfXmFtfWNzq7hd2tnd2z8oHx61jEw1oU0iudSdCBvKmaBNyyynHaUpTiJO29H4dua3H6k2TIoHO1E0TPBQsJgRbJ3U7mGltHzqlyt+1Z8DrZIgJxXI0eiXv3oDSdKECks4NqYb+MqGGdaWEU6npV5qqMJkjIe066jACTVhNj93is6cMkCx1K6ERXP190SGE2MmSeQ6E2xHZtmbif953dTG12HGhEotFWSxKE45shLNfkcDpimxfOIIJpq5WxEZYY2JdQmVXAjB8surpHVRDS6rtftapX6Tx1GEEziFcwjgCupwBw1oAoExPMMrvHnKe/HevY9Fa8HLZ47hD7zPH5ZQj78=</latexit>⇡Case 2:

Problem: error scales as 1/q à non-negligible for poly q
This work: More fine-grained analysis à handle poly q

Sample u as in either case 1. or 2.  as in k-LWE



Proof Idea

Final missing piece: construc-ng                   from x

Solu2on: use classical techniques for sampling 
short vectors in laaces, but “in superposi-on”



Walkable Invariant 
Framework

(abstrac-on of [FGHLS’12])



X Y
I

Permuta-ons 
<latexit sha1_base64="RAUrPzkWrwq/yBuABl5XwNlfqNE=">AAACAHicbVBNS8NAEN34WetX1IMHL4tF8FQSKSqeil48VrBtoAlhs92kSze7YXejlNCLf8WLB0W8+jO8+W/ctjlo64OBx3szzMyLMkaVdpxva2l5ZXVtvbJR3dza3tm19/Y7SuQSkzYWTEgvQoowyklbU82Il0mC0oiRbjS8mfjdByIVFfxejzISpCjhNKYYaSOF9qGvaJKikF55vqTJQCMpxSP0Qrvm1J0p4CJxS1IDJVqh/eX3Bc5TwjVmSKme62Q6KJDUFDMyrvq5IhnCQ5SQnqEcpUQFxfSBMTwxSh/GQpriGk7V3xMFSpUapZHpTJEeqHlvIv7n9XIdXwYF5VmuCcezRXHOoBZwkgbsU0mwZiNDEJbU3ArxAEmEtcmsakJw519eJJ2zunteb9w1as3rMo4KOALH4BS44AI0wS1ogTbAYAyewSt4s56sF+vd+pi1LlnlzAH4A+vzB7btln4=</latexit>

�i : X ! X



I

Assume for purposes of talk that it is possible to go between any two elements in the same 
part via a sequence of σi. In the paper we handle the case where the parts are disconnected.

I( σi(x) ) = I(x)



I

<latexit sha1_base64="Mr6j4Z4ei3gvTWS5w0au/zrMoO8=">AAACCHicbVDLSsNAFJ3UV62vqEsXBotQNyWRoiIIRTe6q2Af0IQwmU7aoZOZMDORhtilG3/FjQtF3PoJ7vwbp4+Fth64cDjnXu69J4gpkcq2v43cwuLS8kp+tbC2vrG5ZW7vNCRPBMJ1xCkXrQBKTAnDdUUUxa1YYBgFFDeD/tXIb95jIQlndyqNsRfBLiMhQVBpyTf33VjwWHFXJpGfDc5vSoOji3T4MHAFZF2KfbNol+0xrHniTEkRTFHzzS+3w1ESYaYQhVK2HTtWXgaFIojiYcFNJI4h6sMubmvKYISll40fGVqHWulYIRe6mLLG6u+JDEZSplGgOyOoenLWG4n/ee1EhWdeRlicKMzQZFGYUEtxa5SK1SECI0VTTSASRN9qoR4UECmdXUGH4My+PE8ax2XnpFy5rRSrl9M48mAPHIAScMApqIJrUAN1gMAjeAav4M14Ml6Md+Nj0pozpjO74A+Mzx9gOJo1</latexit>

/
X

x:I(x)=y

|xi for “random” y

: 1. Creates uniform superposi=on over X
2. Measure I(x)



VerificaFon:
1. Test that support is on x s.t. I(x)=y
2. Test that state is unchanged under acFon by σi

Use version of swap test



Recipe for Quantum Money from Invariants

Random walk by 
σi mixes

Hard path-finding

Knowledge of Path

+

+

Secure quantum 
money

Thm (this work)



x : I(x)=y

Path-finding

<latexit sha1_base64="DKBF77iKjYmDbH5WUl/z7hrk4ZI=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0mkVI9FLx4r2A9oQthsN+3S3U3Y3Qgl9G948aCIV/+MN/+N2zYHbX0w8Hhvhpl5UcqZNq777ZQ2Nre2d8q7lb39g8Oj6vFJVyeZIrRDEp6ofoQ15UzSjmGG036qKBYRp71ocjf3e09UaZbIRzNNaSDwSLKYEWys5PuajQQOcxZ6s7Bac+vuAmideAWpQYF2WP3yhwnJBJWGcKz1wHNTE+RYGUY4nVX8TNMUkwke0YGlEguqg3xx8wxdWGWI4kTZkgYt1N8TORZaT0VkOwU2Y73qzcX/vEFm4psgZzLNDJVkuSjOODIJmgeAhkxRYvjUEkwUs7ciMsYKE2NjqtgQvNWX10n3qu41642HRq11W8RRhjM4h0vw4BpacA9t6ACBFJ7hFd6czHlx3p2PZWvJKWZO4Q+czx8TCZG4</latexit>�i1
<latexit sha1_base64="9KJPQfLjk7bl4pn08RsIpxgdxkk=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0lKUY9FLx4r2A9oQthsN+3S3U3Y3Qgl9G948aCIV/+MN/+N2zYHbX0w8Hhvhpl5UcqZNq777ZQ2Nre2d8q7lb39g8Oj6vFJVyeZIrRDEp6ofoQ15UzSjmGG036qKBYRp71ocjf3e09UaZbIRzNNaSDwSLKYEWys5PuajQQOcxY2ZmG15tbdBdA68QpSgwLtsPrlDxOSCSoN4VjrgeemJsixMoxwOqv4maYpJhM8ogNLJRZUB/ni5hm6sMoQxYmyJQ1aqL8nciy0norIdgpsxnrVm4v/eYPMxDdBzmSaGSrJclGccWQSNA8ADZmixPCpJZgoZm9FZIwVJsbGVLEheKsvr5Nuo+5d1ZsPzVrrtoijDGdwDpfgwTW04B7a0AECKTzDK7w5mfPivDsfy9aSU8ycwh84nz8UjpG5</latexit>�i2

<latexit sha1_base64="T5qoNUwlGh60xGdq2ZN4IjMVnkI=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0m0qMeiF48V7Ac0IWy2m3bp7ibsboQS+je8eFDEq3/Gm//GbZuDtj4YeLw3w8y8KOVMG9f9dkpr6xubW+Xtys7u3v5B9fCoo5NMEdomCU9UL8KaciZp2zDDaS9VFIuI0240vpv53SeqNEvko5mkNBB4KFnMCDZW8n3NhgKHOQsvp2G15tbdOdAq8QpSgwKtsPrlDxKSCSoN4VjrvuemJsixMoxwOq34maYpJmM8pH1LJRZUB/n85ik6s8oAxYmyJQ2aq78nciy0nojIdgpsRnrZm4n/ef3MxDdBzmSaGSrJYlGccWQSNAsADZiixPCJJZgoZm9FZIQVJsbGVLEheMsvr5LORd27qjceGrXmbRFHGU7gFM7Bg2towj20oA0EUniGV3hzMufFeXc+Fq0lp5g5hj9wPn8AFhORug==</latexit>�i3 <latexit sha1_base64="5pMR6WDDH5WSkfw2nn94zxlouNc=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0mkVI9FLx4r2A9oQthsN+3S3U3Y3Qgl9G948aCIV/+MN/+N2zYHbX0w8Hhvhpl5UcqZNq777ZQ2Nre2d8q7lb39g8Oj6vFJVyeZIrRDEp6ofoQ15UzSjmGG036qKBYRp71ocjf3e09UaZbIRzNNaSDwSLKYEWys5PuajQQOcxY2ZmG15tbdBdA68QpSgwLtsPrlDxOSCSoN4VjrgeemJsixMoxwOqv4maYpJhM8ogNLJRZUB/ni5hm6sMoQxYmyJQ1aqL8nciy0norIdgpsxnrVm4v/eYPMxDdBzmSaGSrJclGccWQSNA8ADZmixPCpJZgoZm9FZIwVJsbGVLEheKsvr5PuVd1r1hsPjVrrtoijDGdwDpfgwTW04B7a0AECKTzDK7w5mfPivDsfy9aSU8ycwh84nz8XmJG7</latexit>�i4

<latexit sha1_base64="iK6+bU3KmQsjbFTGr/4G2sN/jyE=">AAAB83icbVDLSsNAFL2pr1pfVZduBovgqiRSH8uiG5cV7AOaECbTSTt0ZhJmJkIJ/Q03LhRx68+482+ctllo64ELh3Pu5d57opQzbVz32ymtrW9sbpW3Kzu7e/sH1cOjjk4yRWibJDxRvQhrypmkbcMMp71UUSwiTrvR+G7md5+o0iyRj2aS0kDgoWQxI9hYyfc1Gwoc5iy8nIbVmlt350CrxCtIDQq0wuqXP0hIJqg0hGOt+56bmiDHyjDC6bTiZ5qmmIzxkPYtlVhQHeTzm6fozCoDFCfKljRorv6eyLHQeiIi2ymwGellbyb+5/UzE98EOZNpZqgki0VxxpFJ0CwANGCKEsMnlmCimL0VkRFWmBgbU8WG4C2/vEo6F3Xvqt54aNSat0UcZTiBUzgHD66hCffQgjYQSOEZXuHNyZwX5935WLSWnGLmGP7A+fwBGR2RvA==</latexit>�i5

<latexit sha1_base64="QRlFKTdZFTH2TZmCLuq5ispBsxg=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GPRi8eK9gPaUDbbTbt0swm7E7GE/gQvHhTx6i/y5r9x2+agrQ8GHu/NMDMvSKQw6LrfTmFldW19o7hZ2tre2d0r7x80TZxqxhsslrFuB9RwKRRvoEDJ24nmNAokbwWjm6nfeuTaiFg94DjhfkQHSoSCUbTS/VPP65UrbtWdgSwTLycVyFHvlb+6/ZilEVfIJDWm47kJ+hnVKJjkk1I3NTyhbEQHvGOpohE3fjY7dUJOrNInYaxtKSQz9fdERiNjxlFgOyOKQ7PoTcX/vE6K4ZWfCZWkyBWbLwpTSTAm079JX2jOUI4toUwLeythQ6opQ5tOyYbgLb68TJpnVe+ien53Xqld53EU4QiO4RQ8uIQa3EIdGsBgAM/wCm+OdF6cd+dj3lpw8plD+APn8wcOno2p</latexit>x1

<latexit sha1_base64="AR8bw1iLV+h/TJ1WtHIGvCZC5c0=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHYJUY9ELx4xyiOBDZkdemHC7OxmZtZICJ/gxYPGePWLvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLRzcxvPaLSPJYPZpygH9GB5CFn1Fjp/qlX6RVLbtmdg6wSLyMlyFDvFb+6/ZilEUrDBNW647mJ8SdUGc4ETgvdVGNC2YgOsGOppBFqfzI/dUrOrNInYaxsSUPm6u+JCY20HkeB7YyoGeplbyb+53VSE175Ey6T1KBki0VhKoiJyexv0ucKmRFjSyhT3N5K2JAqyoxNp2BD8JZfXiXNStm7KFfvqqXadRZHHk7gFM7Bg0uowS3UoQEMBvAMr/DmCOfFeXc+Fq05J5s5hj9wPn8AECKNqg==</latexit>x2

Given random x1,x2 with same invariant, compute a “path” = ii, i2, …



Knowledge of Path

Impossible to generate x1,x2 with same invariant without knowing path



Proof Idea



Proof Idea

Assume toward contradic-on:

21 , with same I(x)

Mixing à
21 , = ,



Proof Idea

Assume toward contradiction:

, with same I(x)

Measure each               , get uniform independent x,y s.t. I(x)=I(y)

Knowledge of path à can construct path between x and y
à contradicts hardness of path-finding



X = knot diagrams
I(x) = Alexander polynomial
σi = Reidemeister moves

Security previously merely conjectured, with minimal analysis

[FGHLS’12]

Hardness of path-finding and knowledge of path 
seem plausible, mixing unclear but possible



New Instantiations



Isogenies over (supersingular) ellipFc curves

Path finding = compu-ng isogenies, widely believe to be hard

Knowledge of Path = analog of knowledge of exponent from groups
Seems quite plausible, but need more cryptanalysis effort

Problem: unknown how to create 
uniform superposi-on over X for min-ng 

Closely related to major open ques:on of 
obliviously sampling super-singular ellip:c curves



Other instanFaFons

Re-randomizeable Functional Encryption

Group actions + classical oracle



Thanks!


