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Cryptographic Groups

(Cyclic) group        with efficient multiplication
<latexit sha1_base64="0V9l9eqvi08gNoLQymm2YY9Ge8U=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIVJdFF7qsYB/YDiWTpm1oJjMkd4Qy9C/cuFDErX/jzr8x085CqwcCh3PuJeeeIJbCoOt+OYWV1bX1jeJmaWt7Z3evvH/QMlGiGW+ySEa6E1DDpVC8iQIl78Sa0zCQvB1MrjO//ci1EZG6x2nM/ZCOlBgKRtFKD72Q4jgI0ptZv1xxq+4c5C/xclKBHI1++bM3iFgScoVMUmO6nhujn1KNgkk+K/USw2PKJnTEu5YqGnLjp/PEM3JilQEZRto+hWSu/txIaWjMNAzsZJbQLHuZ+J/XTXB46adCxQlyxRYfDRNJMCLZ+WQgNGcop5ZQpoXNStiYasrQllSyJXjLJ/8lrbOqV6vW7s4r9au8jiIcwTGcggcXUIdbaEATGCh4ghd4dYzz7Lw574vRgpPvHMIvOB/fsDqQ8g==</latexit>

G

Tons of hardness assumptions:
• Discrete log:
• CDH:
• DDH:
• DHI:
• …

<latexit sha1_base64="3bECqVwBydma3bG2zhnYMWxujGE=">AAACAXicbVDLSsNAFJ3UV62vqBvBzWARXEhJpKjLohuXFewDmlAm00kydPJg5kYpoW78FTcuFHHrX7jzb5y2WWjrgQuHc+7l3nu8VHAFlvVtlJaWV1bXyuuVjc2t7R1zd6+tkkxS1qKJSGTXI4oJHrMWcBCsm0pGIk+wjje8nvideyYVT+I7GKXMjUgQc59TAlrqmwfBaehIHoRApEwecOAAj5jCYd+sWjVrCrxI7IJUUYFm3/xyBgnNIhYDFUSpnm2l4OZEAqeCjStOplhK6JAErKdpTPQaN59+MMbHWhlgP5G6YsBT9fdETiKlRpGnOyMCoZr3JuJ/Xi8D/9LNeZxmwGI6W+RnAkOCJ3HgAZeMghhpQqjk+lZMQyIJBR1aRYdgz7+8SNpnNfu8Vr+tVxtXRRxldIiO0Amy0QVqoBvURC1E0SN6Rq/ozXgyXox342PWWjKKmX30B8bnD1HsltE=</latexit>

g, h ! g ⇥ h(                          easy)

<latexit sha1_base64="iOFMJvEe6pcl+jVyDLVo8ZtXVfY=">AAACBHicbVA9SwNBEN2LXzF+nVqmWQyChYQ7CWoZtLGMYD4guYS5zeayZG/v2N1TwpHCxr9iY6GIrT/Czn/jJrlCEx8MPN6bYWaeH3OmtON8W7mV1bX1jfxmYWt7Z3fP3j9oqCiRhNZJxCPZ8kFRzgSta6Y5bcWSQuhz2vRH11O/eU+lYpG40+OYeiEEgg0YAW2knl0MToMumPI7kgVDDVJGDzjopuBPenbJKTsz4GXiZqSEMtR69lenH5EkpEITDkq1XSfWXgpSM8LppNBJFI2BjCCgbUMFhFR56eyJCT42Sh8PImlKaDxTf0+kECo1Dn3TGYIeqkVvKv7ntRM9uPRSJuJEU0HmiwYJxzrC00Rwn0lKNB8bAkQycysmQ5BAtMmtYEJwF19eJo2zsntertxWStWrLI48KqIjdIJcdIGq6AbVUB0R9Iie0St6s56sF+vd+pi35qxs5hD9gfX5A5KxmBM=</latexit>

g, ga, gb ! gab

<latexit sha1_base64="VdCMGc1/CtIXkGSDNjqDTPzrBRk=">AAAB+3icbVBNS8NAEN3Ur1q/Yj16WSyCBymJFPVY9OKxgv2ANpbJdpMu3WzC7kYtoX/FiwdFvPpHvPlv3LY5aOuDgcd7M8zM8xPOlHacb6uwsrq2vlHcLG1t7+zu2fvllopTSWiTxDyWHR8U5UzQpmaa004iKUQ+p21/dD312w9UKhaLOz1OqBdBKFjACGgj9e1yeBreQ0+ycKhByvgRQ9+uOFVnBrxM3JxUUI5G3/7qDWKSRlRowkGprusk2stAakY4nZR6qaIJkBGEtGuogIgqL5vdPsHHRhngIJamhMYz9fdEBpFS48g3nRHooVr0puJ/XjfVwaWXMZGkmgoyXxSkHOsYT4PAAyYp0XxsCBDJzK2YDEEC0SaukgnBXXx5mbTOqu55tXZbq9Sv8jiK6BAdoRPkogtURzeogZqIoCf0jF7RmzWxXqx362PeWrDymQP0B9bnD8P7lEc=</latexit>

g, ga ! a

<latexit sha1_base64="OvxLWEGVOHJM+DnhFK67wc3xfmw=">AAAB+XicbVDLSgNBEOyNrxhfqx69DAbBg4RdCeox6MVjBPOAZA29k9lkyOyDmdlAWPInXjwo4tU/8ebfOEn2oIkFBUVVN9NTfiK40o7zbRXW1jc2t4rbpZ3dvf0D+/CoqeJUUtagsYhl20fFBI9YQ3MtWDuRDENfsJY/upvlrTGTisfRo54kzAtxEPGAU9TG6tn24GLwhIa+YYb+tGeXnYozB1kVbi7KkKPes7+6/ZimIYs0FahUx3US7WUoNaeCTUvdVLEE6QgHrGNkhCFTXja/fErOjNMnQSwNI03m7u+NDEOlJqFvJkPUQ7Wczcz/sk6qgxsv41GSahbRxUNBKoiOyawG0ueSUS0mRiCV3NxK6BAlUm3KKpkS3OUvr4rmZcW9qlQfquXabV5HEU7gFM7BhWuowT3UoQEUxvAMr/BmZdaL9W59LEYLVr5zDH9gff4AqRqTDA==</latexit>

g, ga, gb, gab
<latexit sha1_base64="5onNh8CVoTNRps24fqBPRxu8/q8=">AAAB9HicbVDLSgMxFL3js9ZX1aWbYBFcSJmRoi6LblxWsA9ox5JJM9PQTDImmUIZ+h1uXCji1o9x59+YtrPQ1gMHDufcS25OkHCmjet+Oyura+sbm4Wt4vbO7t5+6eCwqWWqCG0QyaVqB1hTzgRtGGY4bSeK4jjgtBUMb6d5a0SVZlI8mHFC/RhHgoWMYGMtPzqPHrFlYEl6pbJbcWdAy8LLRRly1Hulr25fkjSmwhCOte54bmL8DCvDCKeTYjfVNMFkiCPasVLgmGo/mx09QafW6aNQKkth0Mz9vZHhWOtxHNjJGJuBXsym5n9ZJzXhtZ8xkaSGCjJ/KEw5MhJNG0B9pigxfGwFJorZWxEZYIWJsT0VbQne4peXRfOi4l1WqvfVcu0mr6MAx3ACZ+DBFdTgDurQAAJP8Ayv8OaMnBfn3fmYj644+c4R/IHz+QOqM5Fl</latexit>

g, ga, gb, gcvs
<latexit sha1_base64="gjXyJ0uWkzKB82cvoxuNnwKSo+s=">AAACG3icbVA9SwNBEN2LXzF+RS1tFoNgIfEuiFqKNpYRjAq5JMxtNpcle7fH7pwSjvsfNv4VGwtFrAQL/42bmEKNDwbevjfD7LwgkcKg6346hZnZufmF4mJpaXllda28vnFlVKoZbzAllb4JwHApYt5AgZLfJJpDFEh+HQzORv71LddGqPgShwlvRRDGoicYoJU65Vq4F7bBVgbtWr7ns65CQ8dPn0uZ+1qEfQSt1d1I9fYh75QrbtUdg04Tb0IqZIJ6p/zudxVLIx4jk2BM03MTbGWgUTDJ85KfGp4AG0DIm5bGEHHTysa35XTHKl3aU9pWjHSs/pzIIDJmGAW2MwLsm7/eSPzPa6bYO25lIk5S5DH7XtRLJUVFR0HRrtCcoRxaAkwL+1fK+qCBoY2zZEPw/p48Ta5qVe+wenBxUDk5ncRRJFtkm+wSjxyRE3JO6qRBGLknj+SZvDgPzpPz6rx9txacycwm+QXn4wveJKFY</latexit>

g, ga, ga
2

, · · · ga
`

! g1/a

[Diffie-Hellman’76]



Generic/Idealized Groups

For certain well-designed groups, best known 
practical attacks on many assumptions are 

generic (independent of group itself)

Generic Group Model (GGM): Only consider 
adversaries that are independent of group 

[Nechaev’94, Shoup’97, Maurer’04]



<latexit sha1_base64="K3W4l2fWsd3SpYbUC6MnR5rWa/Y=">AAACC3icbVC7TsMwFHXKq5RXgZHFaoXEgKoEVYCYKlgYGIpEH6IJleO6rVXHjmwHVEXZWfgVFgYQYuUH2PgbnDYDtBzJ0tE558r3Hj9kVGnb/rZyC4tLyyv51cLa+sbmVnF7p6lEJDFpYMGEbPtIEUY5aWiqGWmHkqDAZ6Tljy5Sv3VPpKKC3+hxSLwADTjtU4y0kbrF0tWZGyA99P34NumGrqSDoUZSigc3tg8dN7kzobJdsSeA88TJSBlkqHeLX25P4CggXGOGlOo4dqi9GElNMSNJwY0UCREeoQHpGMpRQJQXT25J4L5RerAvpHlcw4n6eyJGgVLjwDfJdG8166Xif14n0v1TL6Y8jDThePpRP2JQC5gWA3tUEqzZ2BCEJTW7QjxEEmFt6iuYEpzZk+dJ86jiHFeq19Vy7TyrIw/2QAkcAAecgBq4BHXQABg8gmfwCt6sJ+vFerc+ptGclc3sgj+wPn8AMSGbJw==</latexit>

L : Zp ! {0, 1}nRandom injection

Interpret            as         
<latexit sha1_base64="Jz8JsNU0Y0tYJWThkOJdXdLbsx0=">AAAB63icbVA9SwNBEJ3zM8avqKXNYhBiE+4kqGXQxsIigvmA5Ah7m71kye7esbsnhiN/wcZCEVv/kJ3/xr3kCk18MPB4b4aZeUHMmTau++2srK6tb2wWtorbO7t7+6WDw5aOEkVok0Q8Up0Aa8qZpE3DDKedWFEsAk7bwfgm89uPVGkWyQcziakv8FCykBFsMumu8nTWL5XdqjsDWiZeTsqQo9EvffUGEUkElYZwrHXXc2Pjp1gZRjidFnuJpjEmYzykXUslFlT76ezWKTq1ygCFkbIlDZqpvydSLLSeiMB2CmxGetHLxP+8bmLCKz9lMk4MlWS+KEw4MhHKHkcDpigxfGIJJorZWxEZYYWJsfEUbQje4svLpHVe9S6qtftauX6dx1GAYziBCnhwCXW4hQY0gcAInuEV3hzhvDjvzse8dcXJZ47gD5zPH0eXjcA=</latexit>

L(x)
<latexit sha1_base64="iDeav4VcrDvIfkQSaWBXt8BZcqI=">AAAB6nicbVBNSwMxEJ2tX7V+VT16CRbBU9mVoh6LXjxWtB/QriWbZreh2WRJsmJZ+hO8eFDEq7/Im//GtN2Dtj4YeLw3w8y8IOFMG9f9dgorq2vrG8XN0tb2zu5eef+gpWWqCG0SyaXqBFhTzgRtGmY47SSK4jjgtB2Mrqd++5EqzaS4N+OE+jGOBAsZwcZKd9HDU79ccavuDGiZeDmpQI5Gv/zVG0iSxlQYwrHWXc9NjJ9hZRjhdFLqpZommIxwRLuWChxT7WezUyfoxCoDFEplSxg0U39PZDjWehwHtjPGZqgXvan4n9dNTXjpZ0wkqaGCzBeFKUdGounfaMAUJYaPLcFEMXsrIkOsMDE2nZINwVt8eZm0zqreebV2W6vUr/I4inAEx3AKHlxAHW6gAU0gEMEzvMKbw50X5935mLcWnHzmEP7A+fwBXs+N3g==</latexit>

gx

Shoup’97: Random Labels

Adversary computes group operation using oracle:
<latexit sha1_base64="0j8QIJF+Nfdfdh9IHjBl5W2gsp8=">AAACHXicbVDLSgMxFM3UV62vUZdugkVwIWVGioqrohs3QgX7gE4tmTTThmYyQ3JHKUN/xI2/4saFIi7ciH9j+sBH64HAyTn3cu89fiy4Bsf5tDJz8wuLS9nl3Mrq2vqGvblV1VGiKKvQSESq7hPNBJesAhwEq8eKkdAXrOb3zod+7ZYpzSN5Df2YNUPSkTzglICRWnYx9XSALwenXuocuN7gRnrAQ6Z/vop3ukCUiu6+tZaddwrOCHiWuBOSRxOUW/a7145oEjIJVBCtG64TQzMlCjgVbJDzEs1iQnukwxqGSmI2aKaj6wZ4zyhtHETKPAl4pP7uSEmodT/0TWVIoKunvaH4n9dIIDhpplzGCTBJx4OCRGCI8DAq3OaKURB9QwhV3OyKaZcoQsEEmjMhuNMnz5LqYcE9KhSvivnS2SSOLNpBu2gfuegYldAFKqMKougePaJn9GI9WE/Wq/U2Ls1Yk55t9AfWxxfbhaHO</latexit>

M : {0, 1}n ⇥ {0, 1}n ! {0, 1}n
<latexit sha1_base64="h/NJoR7Auc6Rs6R841IV7hGXgCE=">AAACAnicbZDLSsNAFIYn9VbrLepK3AwWIUEpiRR1IxTduKhQwV6gDWUynbRDJxdmJmIIxY2v4saFIm59Cne+jdM2C239YeDjP+dw5vxuxKiQlvWt5RYWl5ZX8quFtfWNzS19e6chwphjUschC3nLRYIwGpC6pJKRVsQJ8l1Gmu7walxv3hMuaBjcySQijo/6AfUoRlJZXX0v7QgP3oyMqvFgHleNxDQvFB4lZlcvWiVrIjgPdgZFkKnW1b86vRDHPgkkZkiItm1F0kkRlxQzMip0YkEihIeoT9oKA+QT4aSTE0bwUDk96IVcvUDCift7IkW+EInvqk4fyYGYrY3N/2rtWHrnTkqDKJYkwNNFXsygDOE4D9ijnGDJEgUIc6r+CvEAcYSlSq2gQrBnT56HxknJPi2Vb8vFymUWRx7sgwNgABucgQq4BjVQBxg8gmfwCt60J+1Fe9c+pq05LZvZBX+kff4AcjqU5g==</latexit>

M(L(x), L(y)) = L(x+ y)



Thm (Informal) [Shoup’97,…]: “Most” 
interesting problems are hard in Shoup’s GGM

Idea: Show that solving problem requires 
exponentially-many queries to           . Query 
count then lower-bounds running time 

<latexit sha1_base64="3HZT+ONmkRw6LGLdAbhzvpvz7XE=">AAAB8XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GPRixehgv3ANpTNdtMu3WzC7kQoof/CiwdFvPpvvPlv3LY5aOuDgcd7M8zMCxIpDLrut1NYWV1b3yhulra2d3b3yvsHTROnmvEGi2Ws2wE1XArFGyhQ8naiOY0CyVvB6Gbqt564NiJWDzhOuB/RgRKhYBSt9Jh1TUjuUomTXrniVt0ZyDLxclKBHPVe+avbj1kacYVMUmM6npugn1GNgkk+KXVTwxPKRnTAO5YqGnHjZ7OLJ+TEKn0SxtqWQjJTf09kNDJmHAW2M6I4NIveVPzP66QYXvmZUEmKXLH5ojCVBGMyfZ/0heYM5dgSyrSwtxI2pJoytCGVbAje4svLpHlW9S6q5/fnldp1HkcRjuAYTsGDS6jBLdShAQwUPMMrvDnGeXHenY95a8HJZw7hD5zPH4dzkNY=</latexit>

Mult



Discussion

Many (reasonable) criticisms of generic groups 
(e.g. [Fischlin’00, Dent’02, Koblitz-Menezes’06])

Thm [Dent’02, building on Canetti-Goldreich-
Halevi’98]:     (contrived) assumptions secure in 
GGM that are insecure in any concrete group

<latexit sha1_base64="N40b0ERawcgQs0M/EFLfYfXrfFk=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Ae0oWy2k3bpZhN2N2IJ/RFePCji1d/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3H1FpHssHM0nQj+hQ8pAzaqzU7uGT3aH75Ypbdecgq8TLSQVyNPrlr94gZmmE0jBBte56bmL8jCrDmcBpqZdqTCgb0yF2LZU0Qu1n83On5MwqAxLGypY0ZK7+nshopPUkCmxnRM1IL3sz8T+vm5rw2s+4TFKDki0WhakgJiaz38mAK2RGTCyhTHF7K2EjqigzNqGSDcFbfnmVtC6q3mW1dl+r1G/yOIpwAqdwDh5cQR3uoAFNYDCGZ3iFNydxXpx352PRWnDymWP4A+fzB5+Oj8U=</latexit>
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Due to [Dent’02], generic proofs do not prove actual 
hardness, but are interpreted as heuristic evidence

Discussion

Nevertheless, the GGM remains a critical tool in the 
design of both practical and theoretical 

constructions. As such, studying GGM is crucial



There is another...



Maurer’05: Pointers/Type Safety

Mult(Element h1, Element h2) {
    return new Element(h1.value * h2.value);
}
EqualQ(Element h1, Element h2) {
    return h1.value==h2.value;
}

No other operations on 
Element variables allowed



Motivating question for this work:

Which model to use?



Most Literature Treats the Two Equivalently



Maybe it doesn’t matter?



But…

(Shoup’s)



1. Comparing Maurer vs Shoup models

2. Comparison to Algebraic Group Model (AGM) 

3. Generic quantum models for group actions

[Fuchsbauer-Kiltz-Loss’18]

This Talk
eprint 2022/226

eprint 2023/1097



Part 1: Maurer vs Shoup



TLDR

[Shoup’97] [Maurer’05]≥
When in doubt, choose Shoup



Black-box 
impossibilities

More nuanced summary

[Shoup’97] [Maurer’05]≫
Security 
proofs

Single-stage 
games

Multi-stage 
games

[Shoup’97] [Maurer’05]=
[Shoup’97] [Maurer’05]≫



Black-box 
impossibilities

More nuanced summary

[Shoup’97] [Maurer’05]≫
Security 
proofs

Single-stage 
games

Multi-stage 
games

[Shoup’97] [Maurer’05]=
[Shoup’97] [Maurer’05]≫

Typical definitions (e.g. PRGs, 
PRFs, PKE, Signatures, etc)

E.g. deterministic encryption, 
leakage resilience, etc



xàgx

[Blum-Micali’84]

xàgx

s

…

(a,b)àgahb

(a,b)àgahb

[Merkle-Damgård’89]

…

IV
[Goldreich-Goldwasser-
Micali’84]

Mux
PRG

Mux
PRG

…

k

x0

x1

Starting observation: textbook techniques that fail in Maurer



xàgx

[Blum-Micali’84]

xàgx

s

…

(a,b)àgahb

(a,b)àgahb

[Merkle-Damgård’89]

…

IV
[Goldreich-Goldwasser-
Micali’84]

Mux
PRG

Mux
PRG

…

k

x0

x1

Feistel Network

F⊕

F⊕

…

Authenticated Enc

m

Enc

MAC

c σ

Starting observation: textbook techniques that fail in Maurer



xàgx

[Blum-Micali’84]

xàgx

s

…

(a,b)àgahb

(a,b)àgahb

[Merkle-Damgård’89]

…

IV
[Goldreich-Goldwasser-
Micali’84]

Mux
PRG

Mux
PRG

…

k

x0

x1

Feistel Network

F⊕

F⊕

…

Authenticated Enc

m

Enc

MAC

c σ

[ElGamal’85]

(gr,hr ⊕ m)

m

(gr,hr × m)
or

[Schnorr’89]

a=gr
c
r

c=H(a||m)

[Fiat-Shamir’86]

Signature Trees

pk

pk0 pk1

pk00 pk01 pk10 pk11

…

Starting observation: textbook techniques that fail in Maurer



xàgx

[Blum-Micali’84]

xàgx

s

…

(a,b)àgahb

(a,b)àgahb

[Merkle-Damgård’89]

…

IV
[Goldreich-Goldwasser-
Micali’84]

Mux
PRG

Mux
PRG

…

k

x0

x1

Feistel Network

F⊕

F⊕

…

Authenticated Enc

m

Enc

MAC
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[ElGamal’85]

(gr,hr ⊕ m)

m

(gr,hr × m)
or

[Schnorr’89]

a=gr
c
r

c=H(a||m)

[Fiat-Shamir’86]

Signature Trees

pk

pk0 pk1

pk00 pk01 pk10 pk11

…

All these techniques are entirely generic and 
black box, independent of what group is being 
used. They moreover work in Shoup’s model. 

All that is required is that there is some way to 
interpret group elements as strings

Starting observation: textbook techniques that fail in Maurer



Thm (Implicit from [Chen-Lombardi-Ma-Quach’20]+[Döttling-
Hartmann-Hofheinz-Kiltz-Schäge-Ursu’21], formalized and 
extended in our work): There exist generic and textbook 
primitives that work in Shoup and standard models, but do not 
exist in Maurer (e.g. PRPs, unbounded CRHFs, rate-1 encryption)

Black box separations in Maurer must be taken with grain of salt

Shoup ≫ Maurer for Impossibilities

Thm (our work): Any construction that works in Maurer also 
works in Shoup



Historical note: Generic groups originally only used 
for analyzing hardness of computational problems. 

Use for impossibilities came later 
[Dodis-Haitner-Tentes’12, Cramer-Damgård-Kiltz-Zakarias-Zottarel’12,

Papakonstantinou-Rackoff-Vahlis’12]

So what’s the deal with Jager-Schwenk?



Proof:

Thm [Jager-Schwenk’08]:

Game
Shoup

Game
Mauer

So what’s the deal with Jager-Schwenk?

Mult(Element’ h1, Element’ h2) {
    return new Element’( M(h1.label , h2.label) );
}
EqualQ(Element’ h1, Element’ h2) {
    return h1.label==h2.label;
}



Thm [Jager-Schwenk’08]:

Game
Shoup

Game
Mauer

So what’s the deal with Jager-Schwenk?

Proof: lazy sample labelling function
Look for (Ex,lx),(Ey,ly) in T;
Ez = Mult(Ex, Ey);
Look for (Ez,lz) in T;
If not found:
 lz ß {0,1}n
 Add (Ez, lz) to T
Output lz

<latexit sha1_base64="nCxGkF/JQz7yU3lptfwO+B0D6wo=">AAACAHicbVDLSsNAFJ3UV62vqAsXbgaLUEFKIkXFVdGNG6GCfUATwmQ6aYdOJmFmIoaQjb/ixoUibv0Md/6N07QLrR643MM59zJzjx8zKpVlfRmlhcWl5ZXyamVtfWNzy9ze6cgoEZi0ccQi0fORJIxy0lZUMdKLBUGhz0jXH19N/O49EZJG/E6lMXFDNOQ0oBgpLXnmXubIAN7kNYcw5j0cFy09uvDMqlW3CsC/xJ6RKpih5ZmfziDCSUi4wgxJ2betWLkZEopiRvKKk0gSIzxGQ9LXlKOQSDcrDsjhoVYGMIiELq5gof7cyFAoZRr6ejJEaiTnvYn4n9dPVHDuZpTHiSIcTx8KEgZVBCdpwAEVBCuWaoKwoPqvEI+QQFjpzCo6BHv+5L+kc1K3T+uN20a1eTmLowz2wQGoARucgSa4Bi3QBhjk4Am8gFfj0Xg23oz36WjJmO3sgl8wPr4BolSVzA==</latexit>

M(`x, `y) :

<latexit sha1_base64="12dfwFru3IX3nLCz5PfLyjB39KQ="></latexit>

E1 `1
E2 `2
E3 `3
E4 `4
E5 `5

<latexit sha1_base64="0sgY6ozFsYI948I9c9Li4QMwlJY=">AAAB6XicbVDLSgNBEOyNrxhfUY9eBoPgKexKUC9C0IvHKHlBsoTZSW8yZHZ2mZkVQsgfePGgiFf/yJt/4yTZgyYWNBRV3XR3BYng2rjut5NbW9/Y3MpvF3Z29/YPiodHTR2nimGDxSJW7YBqFFxiw3AjsJ0opFEgsBWM7mZ+6wmV5rGsm3GCfkQHkoecUWOlx/pNr1hyy+4cZJV4GSlBhlqv+NXtxyyNUBomqNYdz02MP6HKcCZwWuimGhPKRnSAHUsljVD7k/mlU3JmlT4JY2VLGjJXf09MaKT1OApsZ0TNUC97M/E/r5Oa8NqfcJmkBiVbLApTQUxMZm+TPlfIjBhbQpni9lbChlRRZmw4BRuCt/zyKmlelL3LcuWhUqreZnHk4QRO4Rw8uIIq3EMNGsAghGd4hTdn5Lw4787HojXnZDPH8AfO5w80Uo0o</latexit>

T =



Two Observations:
• Jager-Schwenk only makes sense if game makes sense 

in both models
• Simulation in second case requires keeping state

So what’s the deal with Jager-Schwenk?



Game Game

Single stage Multi-stage

Jager-Schwenk applies

Jager-Schwenk fails 
since cannot maintain 

consistent state 
between adversaries



Thm (our work): Maurer construction à Shoup construction

Thm (our work): For Maurer games, Shoup security à Maurer

Thm (our work): Amongst single-stage Maurer games, 
Maurer security à Shoup security

Re-interpretation
 of Jager-Schw

enk

Thm (our work): ∃ multi-stage Maurer game secure in 
Maurer but not in Shoup

(Also insecure in any standard-model group)

Shoup vs Maurer for Proving Security



Black-box 
impossibilities

More nuanced summary

[Shoup’97] [Maurer’05]≫
Security 
proofs

Single-stage 
games

Multi-stage 
games

[Shoup’97] [Maurer’05]=
[Shoup’97] [Maurer’05]≫



Part 2: Algebraic Group Model



Algebraic Group Model (AGM) Intuition

Suppose given

Can construct new group elements as
for known 

For “sufficiently good” groups, seems no other way to 
generate new group elements

<latexit sha1_base64="THVfHHGcVvZtaF+Yf6PFFlwKWxI=">AAAB+3icbVBNS8NAEN3Ur1q/Yj16WSyCh1KSWtRj0YvHCrYW2hA2m026dLMbdjdiCf0rXjwo4tU/4s1/47bNQVsfDDzem2FmXpAyqrTjfFultfWNza3ydmVnd2//wD6s9pTIJCZdLJiQ/QApwignXU01I/1UEpQEjDwE45uZ//BIpKKC3+tJSrwExZxGFCNtJN+uxr5bj/2mqfP6EIdCK9+uOQ1nDrhK3ILUQIGOb38NQ4GzhHCNGVJq4Dqp9nIkNcWMTCvDTJEU4TGKycBQjhKivHx++xSeGiWEkZCmuIZz9fdEjhKlJklgOhOkR2rZm4n/eYNMR1deTnmaacLxYlGUMagFnAUBQyoJ1mxiCMKSmlshHiGJsDZxVUwI7vLLq6TXbLgXjdZdq9a+LuIog2NwAs6ACy5BG9yCDugCDJ7AM3gFb9bUerHerY9Fa8kqZo7AH1ifPz3Kk00=</latexit>g1, g2, g3, · · ·
<latexit sha1_base64="zuifLfSIvtR84+E2lYf64wgSMWI=">AAACDHicbZDLSsNAFIYn9VbrrerSTbAIrkrSFnUjFN24rGAv0MYwmUzSoZOZMDMRSsgDuPFV3LhQxK0P4M63cdJmoa0/DHz85xzOnN+LKZHKsr6N0srq2vpGebOytb2zu1fdP+hJngiEu4hTLgYelJgShruKKIoHscAw8ijue5PrvN5/wEISzu7UNMZOBENGAoKg0pZbrY0vQ9e+T6FrZ6HbyKGhoZlDMxshnyupu6y6NZO5DHYBNVCo41a/Rj5HSYSZQhRKObStWDkpFIogirPKKJE4hmgCQzzUyGCEpZPOjsnME+34ZsCFfkyZM/f3RAojKaeRpzsjqMZysZab/9WGiQounJSwOFGYofmiIKGm4maejOkTgZGiUw0QCaL/aqIxFBApnV9Fh2AvnrwMvUbdPqu3blu19lURRxkcgWNwCmxwDtrgBnRAFyDwCJ7BK3gznowX4934mLeWjGLmEPyR8fkD7haa8A==</latexit>

h = ga1
1 ga2

2 ga3
3 · · ·

<latexit sha1_base64="UOz05PWDsWnedwYqAKlCBnWGfRQ=">AAAB/XicbVDLSgMxFM3UV62v8bFzEyxChVJmalGXRTcuK9gHtMOQyWTa0EwyJBmhluKvuHGhiFv/w51/Y9rOQlsPXDiccy/33hMkjCrtON9WbmV1bX0jv1nY2t7Z3bP3D1pKpBKTJhZMyE6AFGGUk6ammpFOIgmKA0bawfBm6rcfiFRU8Hs9SogXoz6nEcVIG8m3j0rId8vIr5o6L/dwKLQ68+2iU3FmgMvEzUgRZGj49lcvFDiNCdeYIaW6rpNob4ykppiRSaGXKpIgPER90jWUo5gobzy7fgJPjRLCSEhTXMOZ+ntijGKlRnFgOmOkB2rRm4r/ed1UR1femPIk1YTj+aIoZVALOI0ChlQSrNnIEIQlNbdCPEASYW0CK5gQ3MWXl0mrWnEvKrW7WrF+ncWRB8fgBJSACy5BHdyCBmgCDB7BM3gFb9aT9WK9Wx/z1pyVzRyCP7A+fwDvc5Og</latexit>

(a1, a2, a3, · · · )



[Fuchsbauer-Kiltz-Loss’18], building on [Paillier-Vergnaud’05]

Game
s.t.

Non-black box access to group

Often claimed to be “between” generic groups and standard model

<latexit sha1_base64="THVfHHGcVvZtaF+Yf6PFFlwKWxI=">AAAB+3icbVBNS8NAEN3Ur1q/Yj16WSyCh1KSWtRj0YvHCrYW2hA2m026dLMbdjdiCf0rXjwo4tU/4s1/47bNQVsfDDzem2FmXpAyqrTjfFultfWNza3ydmVnd2//wD6s9pTIJCZdLJiQ/QApwignXU01I/1UEpQEjDwE45uZ//BIpKKC3+tJSrwExZxGFCNtJN+uxr5bj/2mqfP6EIdCK9+uOQ1nDrhK3ILUQIGOb38NQ4GzhHCNGVJq4Dqp9nIkNcWMTCvDTJEU4TGKycBQjhKivHx++xSeGiWEkZCmuIZz9fdEjhKlJklgOhOkR2rZm4n/eYNMR1deTnmaacLxYlGUMagFnAUBQyoJ1mxiCMKSmlshHiGJsDZxVUwI7vLLq6TXbLgXjdZdq9a+LuIog2NwAs6ACy5BG9yCDugCDJ7AM3gFb9bUerHerY9Fa8kqZo7AH1ifPz3Kk00=</latexit>g1, g2, g3, · · ·
<latexit sha1_base64="rTY8A/41fKd2STNcY2eiXTDuu2Y=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5qhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJ+6LqXVZrzVqlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f0OeM9Q==</latexit>

h
<latexit sha1_base64="UOz05PWDsWnedwYqAKlCBnWGfRQ=">AAAB/XicbVDLSgMxFM3UV62v8bFzEyxChVJmalGXRTcuK9gHtMOQyWTa0EwyJBmhluKvuHGhiFv/w51/Y9rOQlsPXDiccy/33hMkjCrtON9WbmV1bX0jv1nY2t7Z3bP3D1pKpBKTJhZMyE6AFGGUk6ammpFOIgmKA0bawfBm6rcfiFRU8Hs9SogXoz6nEcVIG8m3j0rId8vIr5o6L/dwKLQ68+2iU3FmgMvEzUgRZGj49lcvFDiNCdeYIaW6rpNob4ykppiRSaGXKpIgPER90jWUo5gobzy7fgJPjRLCSEhTXMOZ+ntijGKlRnFgOmOkB2rRm4r/ed1UR1femPIk1YTj+aIoZVALOI0ChlQSrNnIEIQlNbdCPEASYW0CK5gQ3MWXl0mrWnEvKrW7WrF+ncWRB8fgBJSACy5BHdyCBmgCDB7BM3gFb9aT9WK9Wx/z1pyVzRyCP7A+fwDvc5Og</latexit>

(a1, a2, a3, · · · )
<latexit sha1_base64="zuifLfSIvtR84+E2lYf64wgSMWI=">AAACDHicbZDLSsNAFIYn9VbrrerSTbAIrkrSFnUjFN24rGAv0MYwmUzSoZOZMDMRSsgDuPFV3LhQxK0P4M63cdJmoa0/DHz85xzOnN+LKZHKsr6N0srq2vpGebOytb2zu1fdP+hJngiEu4hTLgYelJgShruKKIoHscAw8ijue5PrvN5/wEISzu7UNMZOBENGAoKg0pZbrY0vQ9e+T6FrZ6HbyKGhoZlDMxshnyupu6y6NZO5DHYBNVCo41a/Rj5HSYSZQhRKObStWDkpFIogirPKKJE4hmgCQzzUyGCEpZPOjsnME+34ZsCFfkyZM/f3RAojKaeRpzsjqMZysZab/9WGiQounJSwOFGYofmiIKGm4maejOkTgZGiUw0QCaL/aqIxFBApnV9Fh2AvnrwMvUbdPqu3blu19lURRxkcgWNwCmxwDtrgBnRAFyDwCJ7BK3gznowX4934mLeWjGLmEPyR8fkD7haa8A==</latexit>

h = ga1
1 ga2

2 ga3
3 · · ·

Algebraic Group Model (AGM)



Algebraic Group Model (AGM)
[Fuchsbauer-Kiltz-Loss’18], building on [Paillier-Vergnaud’05]

No unconditional security: 
AGM does not imply that Dlog is hard

(Dlog game doesn’t ask for group elements)

Instead, AGM facilitates reductions to assumptions
(e.g. Dlog implies CDH in AGM)



How does AGM compare to GGM?



Observation: AGM not fully defined by FKL

Trivial uninstantiability [FKL]:

Game
but cast as a string

Finding representation impossible!

but as a group element

[FKL]: Syntactically distinguish group elements from non-group 
elements, non-group elements must not “depend” on group elements

What does “depend” mean?

<latexit sha1_base64="rTY8A/41fKd2STNcY2eiXTDuu2Y=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5qhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJ+6LqXVZrzVqlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f0OeM9Q==</latexit>

h
<latexit sha1_base64="rTY8A/41fKd2STNcY2eiXTDuu2Y=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5qhfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJ+6LqXVZrzVqlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f0OeM9Q==</latexit>

h



Our position: 
AGM only applies to Maurer games

[Katz-Zhang-Zhou’22]: 
Different interpretation



Thm (our work): ∃ single-stage Maurer 
game secure in AGM but not in real world

Our AGM Results

Consequence of our interpretation and our results:
• AGM is no “worse” than Mauer (and therefore no worse 

than Shoup for proving single-stage games)
• AGM probably shouldn’t be used for black-box 

impossibilities (not that anyone has advocated for it)

On the other hand, not clear if AGM is actually “better”:



Maurer games secure
 in AGM under “standard” 

assumptions

AGM = GGM

Maurer games that don’t 
ask for group elements

AGM = standard model

Maurer games that
 are insecure in GGM

AGM = GGM

Open Question

Our take: justifying that AGM > GGM 
would require finding a game non-
trivially outside of these categories 



Part 3: Quantum



Quantum Computers Break Groups
[Shor’94]

<latexit sha1_base64="dysnhCzUIONLsjU6IiWs79OzRCc=">AAAB9XicbVBNS8NAEJ34WetX1aOXxSJUkJJIUS9CURCPFewHtGnZbLft0s0m7G60IfR/ePGgiFf/izf/jds2B219MPB4b4aZeV7ImdK2/W0tLa+srq1nNrKbW9s7u7m9/ZoKIklolQQ8kA0PK8qZoFXNNKeNUFLse5zWveHNxK8/UqlYIB50HFLXx33BeoxgbaT2bWF0Gp9c9dsjNGjHnVzeLtpToEXipCQPKSqd3FerG5DIp0ITjpVqOnao3QRLzQin42wrUjTEZIj7tGmowD5VbjK9eoyOjdJFvUCaEhpN1d8TCfaVin3PdPpYD9S8NxH/85qR7l26CRNhpKkgs0W9iCMdoEkEqMskJZrHhmAimbkVkQGWmGgTVNaE4My/vEhqZ0XnvFi6L+XL12kcGTiEIyiAAxdQhjuoQBUISHiGV3iznqwX6936mLUuWenMAfyB9fkDFOKRnA==</latexit>

F (x, y) = gxhyDefine

<latexit sha1_base64="Ky2EAWwqsRnDbh/BCAL4eVvjQtk=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1ItQ9OKxgmkLbSyb7aZdutmE3YlQSn+DFw+KePUHefPfuG1z0NYHA4/3ZpiZF6ZSGHTdb6ewsrq2vlHcLG1t7+zulfcPGibJNOM+S2SiWyE1XArFfRQoeSvVnMah5M1weDv1m09cG5GoBxylPIhpX4lIMIpW8gfX/UfaLVfcqjsDWSZeTiqQo94tf3V6CctirpBJakzbc1MMxlSjYJJPSp3M8JSyIe3ztqWKxtwE49mxE3JilR6JEm1LIZmpvyfGNDZmFIe2M6Y4MIveVPzPa2cYXQVjodIMuWLzRVEmCSZk+jnpCc0ZypEllGlhbyVsQDVlaPMp2RC8xZeXSeOs6l1Uz+/PK7WbPI4iHMExnIIHl1CDO6iDDwwEPMMrvDnKeXHenY95a8HJZw7hD5zPH4I/joA=</latexit>

h = gaSuppose                  , want to find 
<latexit sha1_base64="g1udoKqo8BCWu2kpDHD3VWkGU3k=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOlJu2XK27VnYOsEi8nFcjR6Je/eoOYpRFKwwTVuuu5ifEzqgxnAqelXqoxoWxMh9i1VNIItZ/ND52SM6sMSBgrW9KQufp7IqOR1pMosJ0RNSO97M3E/7xuasJrP+MySQ1KtlgUpoKYmMy+JgOukBkxsYQyxe2thI2ooszYbEo2BG/55VXSvqh6l9Vas1ap3+RxFOEETuEcPLiCOtxBA1rAAOEZXuHNeXRenHfnY9FacPKZY/gD5/MHxkuM7g==</latexit>a

<latexit sha1_base64="NldqybpLNVD6TtkI18yodTbvyGg=">AAAB/3icbVDLSsNAFJ3UV62vqODGTbAIKdaSSFE3QlEoLivYB7ShTKaTduhkEmYmYohd+CtuXCji1t9w5984TbPQ6oELZ865l7n3uCElQlrWl5ZbWFxaXsmvFtbWNza39O2dlggijnATBTTgHRcKTAnDTUkkxZ2QY+i7FLfd8dXUb99hLkjAbmUcYseHQ0Y8gqBUUl/fq5vmfTkuHZnHsGyXShf19NnXi1bFSmH8JXZGiiBDo69/9gYBinzMJKJQiK5thdJJIJcEUTwp9CKBQ4jGcIi7ijLoY+Ek6f4T41ApA8MLuComjVT9OZFAX4jYd1WnD+VIzHtT8T+vG0nv3EkICyOJGZp95EXUkIExDcMYEI6RpLEiEHGidjXQCHKIpIqsoEKw50/+S1onFfu0Ur2pFmuXWRx5sA8OgAlscAZq4Bo0QBMg8ACewAt41R61Z+1Ne5+15rRsZhf8gvbxDQ0kku0=</latexit>

F ((x, y) + (�a, 1)) = F (x, y)
<latexit sha1_base64="UOUV/CpYy4PgVNs6bkvy1VPdoN4=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKexKUI9BQTwmYB6QLGF20puMmZ1dZmaFEPIFXjwo4tVP8ubfOEn2oIkFDUVVN91dQSK4Nq777eTW1jc2t/LbhZ3dvf2D4uFRU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAWj25nfekKleSwfzDhBP6IDyUPOqLFS/a5XLLlldw6ySryMlCBDrVf86vZjlkYoDRNU647nJsafUGU4EzgtdFONCWUjOsCOpZJGqP3J/NApObNKn4SxsiUNmau/JyY00nocBbYzomaol72Z+J/XSU147U+4TFKDki0WhakgJiazr0mfK2RGjC2hTHF7K2FDqigzNpuCDcFbfnmVNC/K3mW5Uq+UqjdZHHk4gVM4Bw+uoAr3UIMGMEB4hld4cx6dF+fd+Vi05pxs5hj+wPn8AZ1fjNM=</latexit>

F is periodic:

Thm [Shor’94]: Quantum 
algorithms can easily find periods



Cryptographic Group Actions
[Brassard-Yung’91]

(Abelian) group        efficiently acting on set 
<latexit sha1_base64="0V9l9eqvi08gNoLQymm2YY9Ge8U=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIVJdFF7qsYB/YDiWTpm1oJjMkd4Qy9C/cuFDErX/jzr8x085CqwcCh3PuJeeeIJbCoOt+OYWV1bX1jeJmaWt7Z3evvH/QMlGiGW+ySEa6E1DDpVC8iQIl78Sa0zCQvB1MrjO//ci1EZG6x2nM/ZCOlBgKRtFKD72Q4jgI0ptZv1xxq+4c5C/xclKBHI1++bM3iFgScoVMUmO6nhujn1KNgkk+K/USw2PKJnTEu5YqGnLjp/PEM3JilQEZRto+hWSu/txIaWjMNAzsZJbQLHuZ+J/XTXB46adCxQlyxRYfDRNJMCLZ+WQgNGcop5ZQpoXNStiYasrQllSyJXjLJ/8lrbOqV6vW7s4r9au8jiIcwTGcggcXUIdbaEATGCh4ghd4dYzz7Lw574vRgpPvHMIvOB/fsDqQ8g==</latexit>

G
<latexit sha1_base64="bZF8XeiscPPBMS+7oUBFjwGHS2Y=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6rLoxmUF+4A2lMl00g6dTMLMjVBCP8ONC0Xc+jXu/BsnbRbaemDgcM69zLknSKQw6LrfTmltfWNzq7xd2dnd2z+oHh61TZxqxlsslrHuBtRwKRRvoUDJu4nmNAok7wSTu9zvPHFtRKwecZpwP6IjJULBKFqp148ojhmVWXc2qNbcujsHWSVeQWpQoDmofvWHMUsjrpBJakzPcxP0M6pRMMlnlX5qeELZhI54z1JFI278bB55Rs6sMiRhrO1TSObq742MRsZMo8BO5hHNspeL/3m9FMMbPxMqSZErtvgoTCXBmOT3k6HQnKGcWkKZFjYrYWOqKUPbUsWW4C2fvEraF3Xvqn75cFlr3BZ1lOEETuEcPLiGBtxDE1rAIIZneIU3B50X5935WIyWnGLnGP7A+fwBli+Rdw==</latexit>X

<latexit sha1_base64="BWO2y2rPFvfZ34UdLRUchDPdAlo=">AAAB9XicbVBNS8NAEJ34WetX1aOXYBHaHkoiRb0IRS8eK9gPaGPZbDfJ0s0m7G60JfR/ePGgiFf/izf/jds2B219MPB4b4aZeW7MqFSW9W2srK6tb2zmtvLbO7t7+4WDw5aMEoFJE0csEh0XScIoJ01FFSOdWBAUuoy03eHN1G8/EiFpxO/VOCZOiHxOPYqR0tKDXykFlVH5quQH5cqoXyhaVWsGc5nYGSlChka/8NUbRDgJCVeYISm7thUrJ0VCUczIJN9LJIkRHiKfdDXlKCTSSWdXT8xTrQxMLxK6uDJn6u+JFIVSjkNXd4ZIBXLRm4r/ed1EeZdOSnmcKMLxfJGXMFNF5jQCc0AFwYqNNUFYUH2riQMkEFY6qLwOwV58eZm0zqr2ebV2VyvWr7M4cnAMJ1ACGy6gDrfQgCZgEPAMr/BmPBkvxrvxMW9dMbKZI/gD4/MHHPWQ+g==</latexit>

g ⇤ (h ⇤ x) = (gh) ⇤ x

Groups are special case of group actions:
<latexit sha1_base64="m29GJGTCB8skqoiNGQ2ioEzdcBk=">AAAB9XicbVDLSsNAFL2pr1pfVZduBosgLkoiRV0W3bisYB/YpmUynbRDJ5MwM1FKyH+4caGIW//FnX/jpM1CWw8MHM65l3vmeBFnStv2t1VYWV1b3yhulra2d3b3yvsHLRXGktAmCXkoOx5WlDNBm5ppTjuRpDjwOG17k5vMbz9SqVgo7vU0om6AR4L5jGBtpH4vwHrseclDOoj6Z4Nyxa7aM6Bl4uSkAjkag/JXbxiSOKBCE46V6jp2pN0ES80Ip2mpFysaYTLBI9o1VOCAKjeZpU7RiVGGyA+leUKjmfp7I8GBUtPAM5NZSrXoZeJ/XjfW/pWbMBHFmgoyP+THHOkQZRWgIZOUaD41BBPJTFZExlhiok1RJVOCs/jlZdI6rzoX1dpdrVK/zusowhEcwyk4cAl1uIUGNIGAhGd4hTfryXqx3q2P+WjByncO4Q+szx97LZKC</latexit>

Z⇤
p

<latexit sha1_base64="0V9l9eqvi08gNoLQymm2YY9Ge8U=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgqsyIVJdFF7qsYB/YDiWTpm1oJjMkd4Qy9C/cuFDErX/jzr8x085CqwcCh3PuJeeeIJbCoOt+OYWV1bX1jeJmaWt7Z3evvH/QMlGiGW+ySEa6E1DDpVC8iQIl78Sa0zCQvB1MrjO//ci1EZG6x2nM/ZCOlBgKRtFKD72Q4jgI0ptZv1xxq+4c5C/xclKBHI1++bM3iFgScoVMUmO6nhujn1KNgkk+K/USw2PKJnTEu5YqGnLjp/PEM3JilQEZRto+hWSu/txIaWjMNAzsZJbQLHuZ+J/XTXB46adCxQlyxRYfDRNJMCLZ+WQgNGcop5ZQpoXNStiYasrQllSyJXjLJ/8lrbOqV6vW7s4r9au8jiIcwTGcggcXUIdbaEATGCh4ghd4dYzz7Lw574vRgpPvHMIvOB/fsDqQ8g==</latexit>

G
<latexit sha1_base64="gcIfEZ9wGXohDuzCqj1AhKZTWvk=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69BIsgHkoiRb0IRS8eK9gPaGOZbDft0s0m7G6kJfRHePGgiFd/jzf/jds2B219MPB4b4aZeX7MmdKO823lVlbX1jfym4Wt7Z3dveL+QUNFiSS0TiIeyZaPinImaF0zzWkrlhRDn9OmP7yd+s0nKhWLxIMex9QLsS9YwAhqIzXxbHQ9esRuseSUnRnsZeJmpAQZat3iV6cXkSSkQhOOSrVdJ9ZeilIzwumk0EkUjZEMsU/bhgoMqfLS2bkT+8QoPTuIpCmh7Zn6eyLFUKlx6JvOEPVALXpT8T+vnejgykuZiBNNBZkvChJu68ie/m73mKRE87EhSCQzt9pkgBKJNgkVTAju4svLpHFedi/KlftKqXqTxZGHIziGU3DhEqpwBzWoA4EhPMMrvFmx9WK9Wx/z1pyVzRzCH1ifP9RSj0A=</latexit>

a ⇤ x = xaacts on       via

Discrete log:
<latexit sha1_base64="W/xZYVRjFTE3vmFuwvHXlzrTG90=">AAAB/XicbVDLSgNBEJyNrxhf6+PmZTAIUSTsSlCPQS8eI5gHJEvonUySwdmdZWZWE5fgr3jxoIhX/8Obf+Mk2YMmFjQUVd10d/kRZ0o7zreVWVhcWl7JrubW1jc2t+ztnZoSsSS0SgQXsuGDopyFtKqZ5rQRSQqBz2ndv7sa+/V7KhUT4a0eRtQLoBeyLiOgjdS29wqDEzgeHLUk6/U1SCkeMLTtvFN0JsDzxE1JHqWotO2vVkeQOKChJhyUarpOpL0EpGaE01GuFSsaAbmDHm0aGkJAlZdMrh/hQ6N0cFdIU6HGE/X3RAKBUsPAN50B6L6a9cbif14z1t0LL2FhFGsakumibsyxFngcBe4wSYnmQ0OASGZuxaQPEog2geVMCO7sy/Okdlp0z4qlm1K+fJnGkUX76AAVkIvOURldowqqIoIe0TN6RW/Wk/VivVsf09aMlc7soj+wPn8Ac6CUmg==</latexit>

(x, a ⇤ x) ! a



Cryptographic Group Actions
[Brassard-Yung’91]

Good enough for some cryptosystems, but not others

<latexit sha1_base64="GyRIdzMW1slOzu8yGL11yXlLoXk=">AAAB6nicbVBNSwMxEJ3Ur1q/qh69BIsgHsquFPVY9OKxov2AdinZNLsNzWaXJCuWpT/BiwdFvPqLvPlvTNs9aOuDgcd7M8zM8xPBtXGcb1RYWV1b3yhulra2d3b3yvsHLR2nirImjUWsOj7RTHDJmoYbwTqJYiTyBWv7o5up335kSvNYPphxwryIhJIHnBJjpfvw7KlfrjhVZwa8TNycVCBHo1/+6g1imkZMGiqI1l3XSYyXEWU4FWxS6qWaJYSOSMi6lkoSMe1ls1Mn+MQqAxzEypY0eKb+nshIpPU48m1nRMxQL3pT8T+vm5rgysu4TFLDJJ0vClKBTYynf+MBV4waMbaEUMXtrZgOiSLU2HRKNgR38eVl0jqvuhfV2l2tUr/O4yjCERzDKbhwCXW4hQY0gUIIz/AKb0igF/SOPuatBZTPHMIfoM8fD8uNqg==</latexit>g ⇤ x

<latexit sha1_base64="pPWNc9u4t1gH4ziYq/+UzR7evNw=">AAAB73icbVBNSwMxEJ31s9avqkcvwSJUD2VXinoRil48VrAf0C4lm2bb0GyyJlmxLP0TXjwo4tW/481/Y9ruQVsfDDzem2FmXhBzpo3rfjtLyyura+u5jfzm1vbObmFvv6FlogitE8mlagVYU84ErRtmOG3FiuIo4LQZDG8mfvORKs2kuDejmPoR7gsWMoKNlVrDq1J/cHL61C0U3bI7BVokXkaKkKHWLXx1epIkERWGcKx123Nj46dYGUY4Hec7iaYxJkPcp21LBY6o9tPpvWN0bJUeCqWyJQyaqr8nUhxpPYoC2xlhM9Dz3kT8z2snJrz0UybixFBBZovChCMj0eR51GOKEsNHlmCimL0VkQFWmBgbUd6G4M2/vEgaZ2XvvFy5qxSr11kcOTiEIyiBBxdQhVuoQR0IcHiGV3hzHpwX5935mLUuOdnMAfyB8/kD5wSPPQ==</latexit>

k = (gh) ⇤ x

<latexit sha1_base64="uwRR4BAnMqVsYEuPtA2OkbPWs8Q=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoMgHsKuBPUY9OIxonlAEsLsZDYZMju7zPSKYcknePGgiFe/yJt/4yTZgyYWNBRV3XR3+bEUBl3328mtrK6tb+Q3C1vbO7t7xf2DhokSzXidRTLSLZ8aLoXidRQoeSvWnIa+5E1/dDP1m49cGxGpBxzHvBvSgRKBYBStdD88e+oVS27ZnYEsEy8jJchQ6xW/Ov2IJSFXyCQ1pu25MXZTqlEwySeFTmJ4TNmIDnjbUkVDbrrp7NQJObFKnwSRtqWQzNTfEykNjRmHvu0MKQ7NojcV//PaCQZX3VSoOEGu2HxRkEiCEZn+TfpCc4ZybAllWthbCRtSTRnadAo2BG/x5WXSOC97F+XKXaVUvc7iyMMRHMMpeHAJVbiFGtSBwQCe4RXeHOm8OO/Ox7w152Qzh/AHzucPEVGNqw==</latexit>

h ⇤ x



Idealized models for group actions

Not hard to define Shoup, Maurer, 
AG(A)M models for group actions

Game
s.t.

<latexit sha1_base64="IioTPsMAOU5VupQwceO54kP0b/k=">AAAB+3icbVDLSsNAFJ3UV62vWJduBovgopSkFnVZdOOygn1AG8JkMmmHTmbCzERaQn/FjQtF3Poj7vwbp20W2nrgwuGce7n3niBhVGnH+bYKG5tb2zvF3dLe/sHhkX1c7iiRSkzaWDAhewFShFFO2ppqRnqJJCgOGOkG47u5330iUlHBH/U0IV6MhpxGFCNtJN8uT3y3OvHrpi6rAxwKrXy74tScBeA6cXNSATlavv01CAVOY8I1Zkipvusk2suQ1BQzMisNUkUShMdoSPqGchQT5WWL22fw3CghjIQ0xTVcqL8nMhQrNY0D0xkjPVKr3lz8z+unOrrxMsqTVBOOl4uilEEt4DwIGFJJsGZTQxCW1NwK8QhJhLWJq2RCcFdfXiedes29qjUeGpXmbR5HEZyCM3ABXHANmuAetEAbYDABz+AVvFkz68V6tz6WrQUrnzkBf2B9/gCNrZOA</latexit>x1, x2, x3, · · ·
<latexit sha1_base64="+uQyNRflh6ZfpBt0Osl+e4sjuBk=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOl5qRfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/YzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJ+6LqXVZrzVqlfpPHUYQTOIVz8OAK6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f6quNBg==</latexit>y

<latexit sha1_base64="qacdtTENdYdScNQ6ckqqpI0SXRg=">AAAB7HicbVBNSwMxEJ2tX7V+VT16CRahgpRdKeqx6MVjBbcttEvJptk2NJssSVYoS3+DFw+KePUHefPfmLZ70NYHA4/3ZpiZFyacaeO6305hbX1jc6u4XdrZ3ds/KB8etbRMFaE+kVyqTog15UxQ3zDDaSdRFMchp+1wfDfz209UaSbFo5kkNIjxULCIEWys5FeHF+y8X664NXcOtEq8nFQgR7Nf/uoNJEljKgzhWOuu5yYmyLAyjHA6LfVSTRNMxnhIu5YKHFMdZPNjp+jMKgMUSWVLGDRXf09kONZ6Eoe2M8ZmpJe9mfif101NdBNkTCSpoYIsFkUpR0ai2edowBQlhk8swUQxeysiI6wwMTafkg3BW355lbQua95Vrf5QrzRu8ziKcAKnUAUPrqEB99AEHwgweIZXeHOE8+K8Ox+L1oKTzxzDHzifP8JLjgI=</latexit>

(g, i)
<latexit sha1_base64="xVUmNC3d33xJDmDrXYrcpC4dxP8=">AAAB7nicbVBNSwMxEJ2tX7V+VT16CRZBPJRdKepFKHrxWMF+QLuUbJptQ7PZkGTFZemP8OJBEa/+Hm/+G9N2D9r6YODx3gwz8wLJmTau++0UVlbX1jeKm6Wt7Z3dvfL+QUvHiSK0SWIeq06ANeVM0KZhhtOOVBRHAaftYHw79duPVGkWiweTSupHeChYyAg2Vmqn18Ozpz7rlytu1Z0BLRMvJxXI0eiXv3qDmCQRFYZwrHXXc6XxM6wMI5xOSr1EU4nJGA9p11KBI6r9bHbuBJ1YZYDCWNkSBs3U3xMZjrROo8B2RtiM9KI3Ff/zuokJr/yMCZkYKsh8UZhwZGI0/R0NmKLE8NQSTBSztyIywgoTYxMq2RC8xZeXSeu86l1Ua/e1Sv0mj6MIR3AMp+DBJdThDhrQBAJjeIZXeHOk8+K8Ox/z1oKTzxzCHzifP+0Fj1A=</latexit>y = g ⇤ xi

(Classical) AGAM for group actions:

[Montgomery-Z’22,Liu-Montomgery-Z’23, Boneh-Guan-Z’23, Duman-
Hartmann-Kiltz-Kunzweiler-Lehmann-Riepel’23, Orsini-Zanotto’23]



Thm [Ettinger-Høyer’00]: Inefficient but 
query-bounded quantum algorithm for DLog

Using idealized group actions to prove security?

(works in Shoup or Maurer)

GGAM for group actions (Shoup or Maurer) useless?

Don’t know how to prove generic lower-
bounds except through query complexity



What About Quantum AGAM?

Observation [Duman-Hartmann-Kiltz-Kunzweiler-Lehmann-Riepel’23]:
Still meaningful to assume Dlog and use AGAM for reductions, thus 

advocate for using AGAM for group action security proofs

However…



Problem with quantum AGAM

Recall implicit assumption in (classical) AGM: 

If at some point you “knew” some data 
(e.g.                          ), you will always know it

<latexit sha1_base64="NJKiU3ov2t4EF8WmQiB6ZQzWEm0=">AAAB9XicbVBNS8NAEN3Ur1q/qh69BIvgoZSkFPVY9OKxgv2ANobJZtMu3eyG3Y1SQv+HFw+KePW/ePPfuG1z0NYHA4/3ZpiZFySMKu0431ZhbX1jc6u4XdrZ3ds/KB8edZRIJSZtLJiQvQAUYZSTtqaakV4iCcQBI91gfDPzu49EKir4vZ4kxIthyGlEMWgjPYDvVsGvVwc4FFr55YpTc+awV4mbkwrK0fLLX4NQ4DQmXGMGSvVdJ9FeBlJTzMi0NEgVSQCPYUj6hnKIifKy+dVT+8wooR0JaYpre67+nsggVmoSB6YzBj1Sy95M/M/rpzq68jLKk1QTjheLopTZWtizCOyQSoI1mxgCWFJzq41HIAFrE1TJhOAuv7xKOvWae1Fr3DUqzes8jiI6QafoHLnoEjXRLWqhNsJIomf0it6sJ+vFerc+Fq0FK585Rn9gff4AUJ+Rww==</latexit>a1, a2, · · ·
<latexit sha1_base64="THVfHHGcVvZtaF+Yf6PFFlwKWxI=">AAAB+3icbVBNS8NAEN3Ur1q/Yj16WSyCh1KSWtRj0YvHCrYW2hA2m026dLMbdjdiCf0rXjwo4tU/4s1/47bNQVsfDDzem2FmXpAyqrTjfFultfWNza3ydmVnd2//wD6s9pTIJCZdLJiQ/QApwignXU01I/1UEpQEjDwE45uZ//BIpKKC3+tJSrwExZxGFCNtJN+uxr5bj/2mqfP6EIdCK9+uOQ1nDrhK3ILUQIGOb38NQ4GzhHCNGVJq4Dqp9nIkNcWMTCvDTJEU4TGKycBQjhKivHx++xSeGiWEkZCmuIZz9fdEjhKlJklgOhOkR2rZm4n/eYNMR1deTnmaacLxYlGUMagFnAUBQyoJ1mxiCMKSmlshHiGJsDZxVUwI7vLLq6TXbLgXjdZdq9a+LuIog2NwAs6ACy5BG9yCDugCDJ7AM3gFb9bUerHerY9Fa8kqZo7AH1ifPz3Kk00=</latexit>g1, g2, g3, · · ·

<latexit sha1_base64="zuifLfSIvtR84+E2lYf64wgSMWI=">AAACDHicbZDLSsNAFIYn9VbrrerSTbAIrkrSFnUjFN24rGAv0MYwmUzSoZOZMDMRSsgDuPFV3LhQxK0P4M63cdJmoa0/DHz85xzOnN+LKZHKsr6N0srq2vpGebOytb2zu1fdP+hJngiEu4hTLgYelJgShruKKIoHscAw8ijue5PrvN5/wEISzu7UNMZOBENGAoKg0pZbrY0vQ9e+T6FrZ6HbyKGhoZlDMxshnyupu6y6NZO5DHYBNVCo41a/Rj5HSYSZQhRKObStWDkpFIogirPKKJE4hmgCQzzUyGCEpZPOjsnME+34ZsCFfkyZM/f3RAojKaeRpzsjqMZysZab/9WGiQounJSwOFGYofmiIKGm4maejOkTgZGiUw0QCaL/aqIxFBApnV9Fh2AvnrwMvUbdPqu3blu19lURRxkcgWNwCmxwDtrgBnRAFyDwCJ7BK3gznowX4934mLeWjGLmEPyR8fkD7haa8A==</latexit>

h = ga1
1 ga2

2 ga3
3 · · ·

can also output <latexit sha1_base64="NJKiU3ov2t4EF8WmQiB6ZQzWEm0=">AAAB9XicbVBNS8NAEN3Ur1q/qh69BIvgoZSkFPVY9OKxgv2ANobJZtMu3eyG3Y1SQv+HFw+KePW/ePPfuG1z0NYHA4/3ZpiZFySMKu0431ZhbX1jc6u4XdrZ3ds/KB8edZRIJSZtLJiQvQAUYZSTtqaakV4iCcQBI91gfDPzu49EKir4vZ4kxIthyGlEMWgjPYDvVsGvVwc4FFr55YpTc+awV4mbkwrK0fLLX4NQ4DQmXGMGSvVdJ9FeBlJTzMi0NEgVSQCPYUj6hnKIifKy+dVT+8wooR0JaYpre67+nsggVmoSB6YzBj1Sy95M/M/rpzq68jLKk1QTjheLopTZWtizCOyQSoI1mxgCWFJzq41HIAFrE1TJhOAuv7xKOvWae1Fr3DUqzes8jiI6QafoHLnoEjXRLWqhNsJIomf0it6sJ+vFerc+Fq0FK585Rn9gff4AUJ+Rww==</latexit>a1, a2, · · ·



Problem with quantum AGAM

Thm (our work): Can construct quantum superposition 
over set elements with provably unknown DLogs

In particular, can construct:
<latexit sha1_base64="ee8jbue r7Y2NQiIRgk0d5iCh7jM=">AAACJHicbVDLSgMxFM34tr6qLt0EiyAuykw pKrgRXehSwVqhU0smvTMNzWTGJCOWdD7Gjb/ixoUPXLjxW0wfC18HAodz7 uXmnCDlTGnX/XAmJqemZ2bn5gsLi0vLK8XVtUuVZJJCjSY8kVcBUcCZgJpmmsNVKoHEAYd60D0e+PVbkIol4kL3UmjGJBIsZJRoK7WKB34oCTVebnx1I7Xp+zHRnSAwJ3k/z32Vxa0Irg2r+CnD0XUl70c7d74kIuLQKpbcsjsE/ku8MSmhMc5axVe/ndAsBqEpJ0o1PDfVTUOkZpRDXvAzBSmhXRJBw1JBYlBNMwyZ4y2rtHGYSPuExkP1+4YhsVK9OLCTgwjqtzcQ//MamQ73m4aJNNMg6OhQmHGsEzxoDLeZBKp5zxJCJbN/xbRDbGva9lqwJXi/I/8ll5Wyt1uunldLh0fjOubQBtpE28hDe+gQnaIzVEMU3aNH9IxenAfnyXlz3kejE854Zx39gPP5Bbb5pq0=</latexit>

1p
|G|

X

g

ei2⇡g
2

|g ⇤ xi

Analog for quantum data is simply false!

Very different from:
<latexit sha1_base64="pWOiOllUxu+p/65x2+C2Es4L/gQ="></latexit>

1p
|G|

X

g

ei2⇡g
2

|g ⇤ xi|gi



Using idealized group actions to prove quantum security

Summary:
• Quantumly, AGAM actually incomparable with GGAM
• Should be skeptical of AGAM
• Can’t get unconditional hardness in GGAM

Largely open*: maybe GGAM can help prove 
security based on computational assumption

e.g. Dlog à DDH?

* We give some examples in paper



Thanks!


