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Identity-Based Encryption (IBE)
[Shamir’84]

<latexit sha1_base64="Pz6w7alT+MBstSR46j4JoulBDyE=">AAACAnicbVDLSgNBEJyNrxhfUU/iZTAInsKuSPQY9eIxgnlAEsLspDcZMvtgplcMy+LFX/HiQRGvfoU3/8ZJsgdNLGgoqrrp7nIjKTTa9reVW1peWV3Lrxc2Nre2d4q7ew0dxopDnYcyVC2XaZAigDoKlNCKFDDfldB0R9cTv3kPSoswuMNxBF2fDQLhCc7QSL3iQdLRHtWjtJd0EB4QMbmUgkOa9oolu2xPQReJk5ESyVDrFb86/ZDHPgTIJdO67dgRdhOmUHAJaaETa4gYH7EBtA0NmA+6m0xfSOmxUfrUC5WpAOlU/T2RMF/rse+aTp/hUM97E/E/rx2jd9FNRBDFCAGfLfJiSTGkkzxoXyjgKMeGMK6EuZXyIVOMo0mtYEJw5l9eJI3TslMpV27PStWrLI48OSRH5IQ45JxUyQ2pkTrh5JE8k1fyZj1ZL9a79TFrzVnZzD75A+vzB1q6mBE=</latexit>

skAlice

<latexit sha1_base64="/pImw1LTlJyB2hs+HP25IKt1f8o=">AAACE3icbVDLSgNBEJz1GeMr6tHLYBBUQtgViR6jIniMYGIgG8LspDcOmX0w0yuGZf/Bi7/ixYMiXr1482+crDn4KhgoqrrpqfJiKTTa9oc1NT0zOzdfWCguLi2vrJbW1ls6ShSHJo9kpNoe0yBFCE0UKKEdK2CBJ+HKG56O/asbUFpE4SWOYugGbBAKX3CGRuqV9rg7ANSpq316FvJsJ2eNRlZxEW4RMT2WgkNWCXZ7pbJdtXPQv8SZkDKZoNErvbv9iCcBhMgl07rj2DF2U6ZQcAlZ0U00xIwP2QA6hoYsAN1N80wZ3TZKn/qRMi9EmqvfN1IWaD0KPDMZMLzWv72x+J/XSdA/6qYijBMEEzg/5CeSYkTHBdG+UMBRjgxhXAnzV8qvmWIcTY1FU4LzO/Jf0tqvOrVq7eKgXD+Z1FEgm2SL7BCHHJI6OScN0iSc3JEH8kSerXvr0XqxXr9Gp6zJzgb5AevtE7bXnhE=</latexit>

c Enc(PP, Alice,m)



Cocks’ IBE
[Cocks’01]

<latexit sha1_base64="s7AVnxHFR0v0RQJ7lWEVyGBPuGk="></latexit>

skAlice = x such that x2 = H(Alice) mod N

<latexit sha1_base64="DuunQaMnPfOtRhr+1HXSvjaG9XA=">AAAB83icbVBNSwMxEJ2tX7V+VT16CRbBg5bdItVj0YvHCvYDukvJptk2NMkuSVYoS/+GFw+KePXPePPfmLZ70NYHA4/3ZpiZFyacaeO6305hbX1jc6u4XdrZ3ds/KB8etXWcKkJbJOax6oZYU84kbRlmOO0mimIRctoJx3czv/NElWaxfDSThAYCDyWLGMHGSr7wmfSzS+/C86f9csWtunOgVeLlpAI5mv3ylz+ISSqoNIRjrXuem5ggw8owwum05KeaJpiM8ZD2LJVYUB1k85un6MwqAxTFypY0aK7+nsiw0HoiQtspsBnpZW8m/uf1UhPdBBmTSWqoJItFUcqRidEsADRgihLDJ5Zgopi9FZERVpgYG1PJhuAtv7xK2rWqV6/WH64qjds8jiKcwCmcgwfX0IB7aEILCCTwDK/w5qTOi/PufCxaC04+cwx/4Hz+AAL+kQg=</latexit>

m 2 {�1, 1}
<latexit sha1_base64="k6L6Vf1dGRrZprIyBsFhQIsTAKE="></latexit>

Enc(PP, Alice,m) =
4t2 +H(Alice)

4t
where

✓
t

N

◆
= m

<latexit sha1_base64="S2UfAsR9VBVp5Cj7rxjzzUugzsM=">AAACAnicbVDLSsNAFJ3UV62vqCtxM1iEuimJSBVKoejGlUSwD2hCmUwm7dBJJs5MhBKKG3/FjQtF3PoV7vwbp4+Fth64cDjnXu69x08Ylcqyvo3c0vLK6lp+vbCxubW9Y+7uNSVPBSYNzBkXbR9JwmhMGooqRtqJICjyGWn5g6ux33ogQlIe36lhQrwI9WIaUoyUlrrmQebKEDrOqHbjVt1qqZa4OOAK3p90zaJVtiaAi8SekSKYwemaX27AcRqRWGGGpOzYVqK8DAlFMSOjgptKkiA8QD3S0TRGEZFeNnlhBI+1EsCQC12xghP190SGIimHka87I6T6ct4bi/95nVSFF15G4yRVJMbTRWHKoOJwnAcMqCBYsaEmCAuqb4W4jwTCSqdW0CHY8y8vkuZp2a6UK7dnxfrlLI48OARHoARscA7q4Bo4oAEweATP4BW8GU/Gi/FufExbc8ZsZh/8gfH5AwQ8les=</latexit>

PP = N (= p · q)

<latexit sha1_base64="cSQepe2VtRmAPmOxnZgSj46n71k="></latexit>

Dec(PP, x, c) =

✓
c+ x

N

◆
Jacobi symbol



Correctness of Cocks’ IBE
[Cocks’01]

<latexit sha1_base64="nmc5Q0nBbylPzXGJ3aOI1gLh4yw="></latexit>

c+ x =
4t2 +H(Alice)

4t
+ x =

4t2 + 4tx+ x
2

4t
=

(t+ x/2)2

t

<latexit sha1_base64="UzG1aw+3ktOkGKnLUCu7X/Xwst0="></latexit>✓
c+ x

N

◆
=

✓
t+ x/2

N

◆2 ✓ t

N

◆�1

=

✓
t

N

◆
= m



Cocks’ IBE
[Cocks’01]

<latexit sha1_base64="s7AVnxHFR0v0RQJ7lWEVyGBPuGk="></latexit>

skAlice = x such that x2 = H(Alice) mod N

<latexit sha1_base64="DuunQaMnPfOtRhr+1HXSvjaG9XA=">AAAB83icbVBNSwMxEJ2tX7V+VT16CRbBg5bdItVj0YvHCvYDukvJptk2NMkuSVYoS/+GFw+KePXPePPfmLZ70NYHA4/3ZpiZFyacaeO6305hbX1jc6u4XdrZ3ds/KB8etXWcKkJbJOax6oZYU84kbRlmOO0mimIRctoJx3czv/NElWaxfDSThAYCDyWLGMHGSr7wmfSzS+/C86f9csWtunOgVeLlpAI5mv3ylz+ISSqoNIRjrXuem5ggw8owwum05KeaJpiM8ZD2LJVYUB1k85un6MwqAxTFypY0aK7+nsiw0HoiQtspsBnpZW8m/uf1UhPdBBmTSWqoJItFUcqRidEsADRgihLDJ5Zgopi9FZERVpgYG1PJhuAtv7xK2rWqV6/WH64qjds8jiKcwCmcgwfX0IB7aEILCCTwDK/w5qTOi/PufCxaC04+cwx/4Hz+AAL+kQg=</latexit>

m 2 {�1, 1}
<latexit sha1_base64="k6L6Vf1dGRrZprIyBsFhQIsTAKE="></latexit>

Enc(PP, Alice,m) =
4t2 +H(Alice)

4t
where

✓
t

N

◆
= m

<latexit sha1_base64="S2UfAsR9VBVp5Cj7rxjzzUugzsM=">AAACAnicbVDLSsNAFJ3UV62vqCtxM1iEuimJSBVKoejGlUSwD2hCmUwm7dBJJs5MhBKKG3/FjQtF3PoV7vwbp4+Fth64cDjnXu69x08Ylcqyvo3c0vLK6lp+vbCxubW9Y+7uNSVPBSYNzBkXbR9JwmhMGooqRtqJICjyGWn5g6ux33ogQlIe36lhQrwI9WIaUoyUlrrmQebKEDrOqHbjVt1qqZa4OOAK3p90zaJVtiaAi8SekSKYwemaX27AcRqRWGGGpOzYVqK8DAlFMSOjgptKkiA8QD3S0TRGEZFeNnlhBI+1EsCQC12xghP190SGIimHka87I6T6ct4bi/95nVSFF15G4yRVJMbTRWHKoOJwnAcMqCBYsaEmCAuqb4W4jwTCSqdW0CHY8y8vkuZp2a6UK7dnxfrlLI48OARHoARscA7q4Bo4oAEweATP4BW8GU/Gi/FufExbc8ZsZh/8gfH5AwQ8les=</latexit>

PP = N (= p · q)

<latexit sha1_base64="cSQepe2VtRmAPmOxnZgSj46n71k="></latexit>

Dec(PP, x, c) =

✓
c+ x

N

◆

Can think of Cocks’ IBE as encrypting to
<latexit sha1_base64="l5ozci2/9g0FR6NoYmH8ji08OVQ=">AAAB/nicbVDLTgJBEJzFF+ILNZ68bCQmeJDsEoMeUS8cMZFHAkhmh16YMPvITK+BbEj8FS8eNMar3+HNv3GAPShYSSeVqu50dzmh4Aot69tIrayurW+kNzNb2zu7e9n9g7oKIsmgxgIRyKZDFQjuQw05CmiGEqjnCGg4w9up33gEqXjg3+M4hI5H+z53OaOopW72aPRQPK/k2wgjRIyvBWcwOetmc1bBmsFcJnZCciRBtZv9avcCFnngIxNUqZZthdiJqUTOBEwy7UhBSNmQ9qGlqU89UJ14dv7EPNVKz3QDqctHc6b+noipp9TYc3SnR3GgFr2p+J/XitC96sTcDyMEn80XuZEwMTCnWZg9LoGhGGtCmeT6VpMNqKQMdWIZHYK9+PIyqRcLdqlQurvIlW+SONLkmJyQPLHJJSmTCqmSGmEkJs/klbwZT8aL8W58zFtTRjJzSP7A+PwBfI2VNQ==</latexit>

x
2 �H(Alice)



Our Goal

<latexit sha1_base64="DuunQaMnPfOtRhr+1HXSvjaG9XA=">AAAB83icbVBNSwMxEJ2tX7V+VT16CRbBg5bdItVj0YvHCvYDukvJptk2NMkuSVYoS/+GFw+KePXPePPfmLZ70NYHA4/3ZpiZFyacaeO6305hbX1jc6u4XdrZ3ds/KB8etXWcKkJbJOax6oZYU84kbRlmOO0mimIRctoJx3czv/NElWaxfDSThAYCDyWLGMHGSr7wmfSzS+/C86f9csWtunOgVeLlpAI5mv3ylz+ISSqoNIRjrXuem5ggw8owwum05KeaJpiM8ZD2LJVYUB1k85un6MwqAxTFypY0aK7+nsiw0HoiQtspsBnpZW8m/uf1UhPdBBmTSWqoJItFUcqRidEsADRgihLDJ5Zgopi9FZERVpgYG1PJhuAtv7xK2rWqV6/WH64qjds8jiKcwCmcgwfX0IB7aEILCCTwDK/w5qTOi/PufCxaC04+cwx/4Hz+AAL+kQg=</latexit>

m 2 {�1, 1}

<latexit sha1_base64="S2UfAsR9VBVp5Cj7rxjzzUugzsM=">AAACAnicbVDLSsNAFJ3UV62vqCtxM1iEuimJSBVKoejGlUSwD2hCmUwm7dBJJs5MhBKKG3/FjQtF3PoV7vwbp4+Fth64cDjnXu69x08Ylcqyvo3c0vLK6lp+vbCxubW9Y+7uNSVPBSYNzBkXbR9JwmhMGooqRtqJICjyGWn5g6ux33ogQlIe36lhQrwI9WIaUoyUlrrmQebKEDrOqHbjVt1qqZa4OOAK3p90zaJVtiaAi8SekSKYwemaX27AcRqRWGGGpOzYVqK8DAlFMSOjgptKkiA8QD3S0TRGEZFeNnlhBI+1EsCQC12xghP190SGIimHka87I6T6ct4bi/95nVSFF15G4yRVJMbTRWHKoOJwnAcMqCBYsaEmCAuqb4W4jwTCSqdW0CHY8y8vkuZp2a6UK7dnxfrlLI48OARHoARscA7q4Bo4oAEweATP4BW8GU/Gi/FufExbc8ZsZh/8gfH5AwQ8les=</latexit>

PP = N (= p · q)

<latexit sha1_base64="cSQepe2VtRmAPmOxnZgSj46n71k="></latexit>

Dec(PP, x, c) =

✓
c+ x

N

◆

<latexit sha1_base64="nsEnz4tpgFtbyqBGv91sPcnbxJU="></latexit>

skAlice = x such that xk = H(Alice) mod N

<latexit sha1_base64="eMMh83UbohcfVdCaEEgr1P33fZk=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKewGiZ4k6MVjRPOAZAmzk95kyOzsMjMrhJBP8OJBEa9+kTf/xkmyB00saCiquunuChLBtXHdbye3tr6xuZXfLuzs7u0fFA+PmjpOFcMGi0Ws2gHVKLjEhuFGYDtRSKNAYCsY3c781hMqzWP5aMYJ+hEdSB5yRo2VHkbXlV6x5JbdOcgq8TJSggz1XvGr249ZGqE0TFCtO56bGH9CleFM4LTQTTUmlI3oADuWShqh9ifzU6fkzCp9EsbKljRkrv6emNBI63EU2M6ImqFe9mbif14nNeGVP+EySQ1KtlgUpoKYmMz+Jn2ukBkxtoQyxe2thA2poszYdAo2BG/55VXSrJS9arl6f1Gq3WRx5OEETuEcPLiEGtxBHRrAYADP8ApvjnBenHfnY9Gac7KZY/gD5/MHysSNfg==</latexit>

k > 2

<latexit sha1_base64="fl9DnToo0W7qdnLl1K2EFUyuaHs=">AAACE3icbVDJSgNBFOyJe9yiHr00BkFFwoxIFETiguAxgolCJoSezhtt0rPQ/UYMw/yDF3/FiwdFvHrx5t/YGXNwK2goqt7jdZUXS6HRtj+swsjo2PjE5FRxemZ2br60sNjUUaI4NHgkI3XpMQ1ShNBAgRIuYwUs8CRceL3jgX9xA0qLKDzHfgztgF2FwhecoZE6pY3U1T49CXm2lrN6Pdt0EW4RMT2UgkO2Gazvu3u1Wq1TKtsVOwf9S5whKZMh6p3Su9uNeBJAiFwyrVuOHWM7ZQoFl5AV3URDzHiPXUHL0JAFoNtpnimjq0bpUj9S5oVIc/X7RsoCrfuBZyYDhtf6tzcQ//NaCfq77VSEcYJgYueH/ERSjOigINoVCjjKviGMK2H+Svk1U4yjqbFoSnB+R/5LmlsVp1qpnm2XD46GdUySZbJC1ohDdsgBOSV10iCc3JEH8kSerXvr0XqxXr9GC9ZwZ4n8gPX2CVeXnTA=</latexit>

Enc(PP, Alice,m) = ???

That is, encrypt to roots of polynomial 
<latexit sha1_base64="a+NuGMt9lFHTmNK5bhjn9IZVoh4=">AAAB/nicbVDLSgNBEJyNrxhfq+LJy2IQ4sGwKxI9Rr3kGME8IFnD7KSTDJl9MNMrCUvAX/HiQRGvfoc3/8ZJsgeNFjQUVd10d3mR4Apt+8vILC2vrK5l13Mbm1vbO+buXl2FsWRQY6EIZdOjCgQPoIYcBTQjCdT3BDS84c3UbzyAVDwM7nAcgevTfsB7nFHUUsc8GN0PTyuFNsIIEZMrwRlMTjpm3i7aM1h/iZOSPElR7Zif7W7IYh8CZIIq1XLsCN2ESuRMwCTXjhVElA1pH1qaBtQH5Saz8yfWsVa6Vi+UugK0ZurPiYT6So19T3f6FAdq0ZuK/3mtGHuXbsKDKEYI2HxRLxYWhtY0C6vLJTAUY00ok1zfarEBlZShTiynQ3AWX/5L6mdFp1Qs3Z7ny9dpHFlySI5IgTjkgpRJhVRJjTCSkCfyQl6NR+PZeDPe560ZI53ZJ79gfHwD1vOVbg==</latexit>

x
k �H(Alice)

Keep “linear” decryption



Why Higher-Order Roots?
<latexit sha1_base64="2LzycDsUFCBHdw6HvQAZuHCtf78=">AAACLnicbVBLS0JBGJ1rL7OX1bLNJQl0kdwrYS1NCVwa5APUZO74qYNzH8x8N5SLv6hNf6UWQUW07Wc0PhalHRg4nHM+vvmOEwiu0LLejNja+sbmVnw7sbO7t3+QPDyqKT+UDKrMF75sOFSB4B5UkaOARiCBuo6AujMsTf36A0jFfe8OxwG0Xdr3eI8zilrqJG/So/vceTndQhghYnQtOINJJrMkF31nVSwNqBR8mu4kU1bWmsFcJfaCpMgClU7ypdX1WeiCh0xQpZq2FWA7ohI5EzBJtEIFAWVD2oemph51QbWj2bkT80wrXbPnS/08NGfq74mIukqNXUcnXYoDtexNxf+8Zoi9q3bEvSBE8Nh8US8UJvrmtDuzyyUwFGNNKJNc/9VkugPKUDec0CXYyyevkloua+ez+duLVKG4qCNOTsgpSRObXJICKZMKqRJGHskzeScfxpPxanwaX/NozFjMHJM/ML5/ACVfp3E=</latexit>

(x2 �H(Alice))(x2 �H(Bob))(x2 �H(Charlie))Encrypt to

Broadcast encryp.on

Can’t obliviously hash into quadratic residues
with Cocks’ scheme, half of users will have no secret keys

With cube roots, for appropriate      , all users have secret keys
<latexit sha1_base64="oijmQlfsDrm++Gm4TLQocfg+4Dc=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRI9BL54kAfOAZAmzk95kzOzsMjMrhJAv8OJBEa9+kjf/xkmyB00saCiquunuChLBtXHdbye3tr6xuZXfLuzs7u0fFA+PmjpOFcMGi0Ws2gHVKLjEhuFGYDtRSKNAYCsY3c781hMqzWP5YMYJ+hEdSB5yRo2V6ve9Ysktu3OQVeJlpAQZar3iV7cfszRCaZigWnc8NzH+hCrDmcBpoZtqTCgb0QF2LJU0Qu1P5odOyZlV+iSMlS1pyFz9PTGhkdbjKLCdETVDvezNxP+8TmrCa3/CZZIalGyxKEwFMTGZfU36XCEzYmwJZYrbWwkbUkWZsdkUbAje8surpHlR9irlSv2yVL3J4sjDCZzCOXhwBVW4gxo0gAHCM7zCm/PovDjvzseiNedkM8fwB87nD6ojjN0=</latexit>

N

Cocks’ scheme = very interesEng technique, worthy of exploraEon



Related Work: [Boneh-LaVigne-Sabin’13]

<latexit sha1_base64="S2UfAsR9VBVp5Cj7rxjzzUugzsM=">AAACAnicbVDLSsNAFJ3UV62vqCtxM1iEuimJSBVKoejGlUSwD2hCmUwm7dBJJs5MhBKKG3/FjQtF3PoV7vwbp4+Fth64cDjnXu69x08Ylcqyvo3c0vLK6lp+vbCxubW9Y+7uNSVPBSYNzBkXbR9JwmhMGooqRtqJICjyGWn5g6ux33ogQlIe36lhQrwI9WIaUoyUlrrmQebKEDrOqHbjVt1qqZa4OOAK3p90zaJVtiaAi8SekSKYwemaX27AcRqRWGGGpOzYVqK8DAlFMSOjgptKkiA8QD3S0TRGEZFeNnlhBI+1EsCQC12xghP190SGIimHka87I6T6ct4bi/95nVSFF15G4yRVJMbTRWHKoOJwnAcMqCBYsaEmCAuqb4W4jwTCSqdW0CHY8y8vkuZp2a6UK7dnxfrlLI48OARHoARscA7q4Bo4oAEweATP4BW8GU/Gi/FufExbc8ZsZh/8gfH5AwQ8les=</latexit>

PP = N (= p · q)
<latexit sha1_base64="nsEnz4tpgFtbyqBGv91sPcnbxJU="></latexit>

skAlice = x such that xk = H(Alice) mod N

<latexit sha1_base64="/kTTH3TlWUTVScU81Uc6OaQBiFE=">AAAB+XicbVBNS8NAFHypX7V+RT16CRbBU0lEqseiIB4rWFtoQthsN+3S3U3Y3RRK6D/x4kERr/4Tb/4bN20O2jqwMMy8x5udKGVUadf9tipr6xubW9Xt2s7u3v6BfXj0pJJMYtLBCUtkL0KKMCpIR1PNSC+VBPGIkW40vi387oRIRRPxqKcpCTgaChpTjLSRQtvmPhU+R3oURfndLByHdt1tuHM4q8QrSR1KtEP7yx8kOONEaMyQUn3PTXWQI6kpZmRW8zNFUoTHaEj6hgrEiQryefKZc2aUgRMn0jyhnbn6eyNHXKkpj8xkkVEte4X4n9fPdHwd5FSkmSYCLw7FGXN04hQ1OAMqCdZsagjCkpqsDh4hibA2ZdVMCd7yl1fJ00XDazaaD5f11k1ZRxVO4BTOwYMraME9tKEDGCbwDK/wZuXWi/VufSxGK1a5cwx/YH3+AMu1k8g=</latexit>

m 2 Fk

<latexit sha1_base64="FwiLPCLdoL2X5F62Kykomq4kirs="></latexit>

Dec(PP, x, c) =

✓
c(x)

N

◆

k

Degree               poly described in ctxt 
<latexit sha1_base64="sdI4A55U5kYSsltqbENXW6Vx4j8=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4sSQi1WPRi8eK9gPaUDbbSbt0swm7G6GE/gQvHhTx6i/y5r9x2+agrQ8GHu/NMDMvSATXxnW/nZXVtfWNzcJWcXtnd2+/dHDY1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoduq3nlBpHstHM07Qj+hA8pAzaqz0MDr3eqWyW3FnIMvEy0kZctR7pa9uP2ZphNIwQbXueG5i/Iwqw5nASbGbakwoG9EBdiyVNELtZ7NTJ+TUKn0SxsqWNGSm/p7IaKT1OApsZ0TNUC96U/E/r5Oa8NrPuExSg5LNF4WpICYm079JnytkRowtoUxxeythQ6ooMzadog3BW3x5mTQvKl61Ur2/LNdu8jgKcAwncAYeXEEN7qAODWAwgGd4hTdHOC/Ou/Mxb11x8pkj+APn8weva41s</latexit>

k � 1

th power residue symbol
<latexit sha1_base64="NsjKO6FvOGDmdJJbvTvwmNzF414=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqjPulsltx5yCrxMtJGXLU+6Wv3iBmaYTSMEG17npuYvyMKsOZwGmxl2pMKBvTIXYtlTRC7WfzQ6fk3CoDEsbKljRkrv6eyGik9SQKbGdEzUgvezPxP6+bmvDGz7hMUoOSLRaFqSAmJrOvyYArZEZMLKFMcXsrYSOqKDM2m6INwVt+eZW0LitetVJtXJVrt3kcBTiFM7gAD66hBvdQhyYwQHiGV3hzHp0X5935WLSuOfnMCfyB8/kD1heM+g==</latexit>

k



Our Scheme for Cube Roots

<latexit sha1_base64="MhufF3QBUlydmrZ+zZnfiYwCwZ4=">AAACFXicbVDJSgNBEO2JW4xb1KOXxiAoSphRUS9C0IsniWA0kImhp1OTNPYsdNeoYZif8OKvePGgiFfBm39jZzm4PSh4vFdFVT0vlkKjbX9aubHxicmp/HRhZnZufqG4uHSho0RxqPFIRqruMQ1ShFBDgRLqsQIWeBIuvevjvn95A0qLKDzHXgzNgHVC4QvO0Eit4paLcIcpve2CApq5Enxcd33FeIpXO5ssS08zV4lOFzcOg1axZJftAehf4oxIiYxQbRU/3HbEkwBC5JJp3XDsGJspUyi4hKzgJhpixq9ZBxqGhiwA3UwHX2V0zSht6kfKVIh0oH6fSFmgdS/wTGfAsKt/e33xP6+RoH/QTEUYJwghHy7yE0kxov2IaFso4Ch7hjCuhLmV8i4zkaAJsmBCcH6//JdcbJedvfLe2W6pcjSKI09WyCpZJw7ZJxVyQqqkRji5J4/kmbxYD9aT9Wq9DVtz1mhmmfyA9f4FrK2fJQ==</latexit>

where

✓
t3 + a

N

◆
= m

<latexit sha1_base64="aCCggeHC0TwOi+OZe2IRBBj8ocU="></latexit>

Enc(PP, Alice,m) =
t(t3 � 8a)

4(t3 + a)
mod N

<latexit sha1_base64="EaWqYzEi5b9DoTvXIPBhgYFnFY0=">AAAB/HicbVDLSgNBEJz1GeNrNUcvi0GIl7ArEr0IUS85RjAPSEKYnfQmQ2YfzPSKyxJ/xYsHRbz6Id78GyfJHjSxoKGo6qa7y40EV2jb38bK6tr6xmZuK7+9s7u3bx4cNlUYSwYNFopQtl2qQPAAGshRQDuSQH1XQMsd30791gNIxcPgHpMIej4dBtzjjKKW+maBXtVKXYRHREyvBWcwOe2bRbtsz2AtEycjRZKh3je/uoOQxT4EyARVquPYEfZSKpEzAZN8N1YQUTamQ+hoGlAfVC+dHT+xTrQysLxQ6grQmqm/J1LqK5X4ru70KY7UojcV//M6MXqXvZQHUYwQsPkiLxYWhtY0CWvAJTAUiSaUSa5vtdiISspQ55XXITiLLy+T5lnZqZQrd+fF6k0WR44ckWNSIg65IFVSI3XSIIwk5Jm8kjfjyXgx3o2PeeuKkc0UyB8Ynz9BVpSK</latexit>

a = H(Alice)

<latexit sha1_base64="Zmo47b4haBFmjQ0WZ1hNOifhK8A="></latexit>

skAlice = x such that x3 = a mod N



Correctness of Our Scheme

<latexit sha1_base64="uc9tuOpsJmvYy5+CLu+WAgA/Mxg="></latexit>✓
c+ x

N

◆
=

✓
(t2 + 2tx� 2x2)22�2(t3 + a)�1

N

◆
=

✓
t3 + a

N

◆
= m



Dream theorem?: There exists secure generalization of 
Cocks’ IBE to encrypt to any polynomial

Proof by example? correct protocols for degree 2,3



This Work

Theorem 1: For relaDvely prime constants         , 
any               scheme is insecure          

<latexit sha1_base64="D/oPuB5fLG1JyX9glYUVeaCUAew=">AAAB7XicbVBNSwMxEM3Wr1q/qh69BItQQcuuSPVY9OKxgv2AdinZdLaNzSZLkhXK0v/gxYMiXv0/3vw3pu0etPXBwOO9GWbmBTFn2rjut5NbWV1b38hvFra2d3b3ivsHTS0TRaFBJZeqHRANnAloGGY4tGMFJAo4tILR7dRvPYHSTIoHM47Bj8hAsJBRYqzULI/O4PS8Vyy5FXcGvEy8jJRQhnqv+NXtS5pEIAzlROuO58bGT4kyjHKYFLqJhpjQERlAx1JBItB+Ort2gk+s0sehVLaEwTP190RKIq3HUWA7I2KGetGbiv95ncSE137KRJwYEHS+KEw4NhJPX8d9poAaPraEUMXsrZgOiSLU2IAKNgRv8eVl0ryoeNVK9f6yVLvJ4sijI3SMyshDV6iG7lAdNRBFj+gZvaI3RzovzrvzMW/NOdnMIfoD5/MHLXOOOw==</latexit>

(k, e)�
<latexit sha1_base64="FrbWgV0tOEHziacRaA1obp0AYHQ=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4kJKIVI9FLx4r2g9oQ9lsJ+3SzSbsboQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IBFcG9f9dlZW19Y3Ngtbxe2d3b390sFhU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAWj26nfekKleSwfzThBP6IDyUPOqLHSw+gce6WyW3FnIMvEy0kZctR7pa9uP2ZphNIwQbXueG5i/Iwqw5nASbGbakwoG9EBdiyVNELtZ7NTJ+TUKn0SxsqWNGSm/p7IaKT1OApsZ0TNUC96U/E/r5Oa8NrPuExSg5LNF4WpICYm079JnytkRowtoUxxeythQ6ooMzadog3BW3x5mTQvKl61Ur2/LNdu8jgKcAwncAYeXEEN7qAODWAwgGd4hTdHOC/Ou/Mxb11x8pkj+APn8wf8to2f</latexit>

k, e

Theorem 2: No “natural” correct schemes with 
decryption             for degree  

<latexit sha1_base64="P/W7R/K3VQnB2LQIk3svQgke/F8=">AAAB7XicbVDLTgJBEOzFF+IL9ehlIjHxRHYNQY9ELx4xkUcCGzI7NDAyu7POzJqQDf/gxYPGePV/vPk3DrAHBSvppFLVne6uIBZcG9f9dnJr6xubW/ntws7u3v5B8fCoqWWiGDaYFFK1A6pR8AgbhhuB7VghDQOBrWB8M/NbT6g0l9G9mcToh3QY8QFn1Fip2R3iI6n0iiW37M5BVomXkRJkqPeKX92+ZEmIkWGCat3x3Nj4KVWGM4HTQjfRGFM2pkPsWBrRELWfzq+dkjOr9MlAKluRIXP190RKQ60nYWA7Q2pGetmbif95ncQMrvyUR3FiMGKLRYNEECPJ7HXS5wqZERNLKFPc3krYiCrKjA2oYEPwll9eJc2LslctV+8qpdp1FkceTuAUzsGDS6jBLdShAQwe4Ble4c2Rzovz7nwsWnNONnMMf+B8/gDdbY6u</latexit>� 4
<latexit sha1_base64="yQr5rFV5FdxjZyyZND06nQCTTZw=">AAACA3icbVBNS8NAEN3Ur1q/ot70EixCRSiJSPVY9OJJKtgPaELZbDft0s0m7E7EEgJe/CtePCji1T/hzX/jts1Bqw8GHu/NMDPPjzlTYNtfRmFhcWl5pbhaWlvf2Nwyt3daKkokoU0S8Uh2fKwoZ4I2gQGnnVhSHPqctv3R5cRv31GpWCRuYRxTL8QDwQJGMGipZ+65nAZQcQOJSUqO77P0OnMlGwzhqGeW7ao9hfWXODkpoxyNnvnp9iOShFQA4ViprmPH4KVYAiOcZiU3UTTGZIQHtKupwCFVXjr9IbMOtdK3gkjqEmBN1Z8TKQ6VGoe+7gwxDNW8NxH/87oJBOdeykScABVktihIuAWRNQnE6jNJCfCxJphIpm+1yBDrOEDHVtIhOPMv/yWtk6pTq9ZuTsv1izyOItpHB6iCHHSG6ugKNVATEfSAntALejUejWfjzXiftRaMfGYX/YLx8Q0Fd5fI</latexit>✓
c+ x

N

◆

Def of                 scheme: 
<latexit sha1_base64="WsaFx7ZEXa1uUP74nUuNtdow5lg="></latexit>

Dec(PP, x, c) =

✓
f(x)

N

◆

e

<latexit sha1_base64="+qqeNhg7gs2baKY/L31S1IZaCLI=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqhP1S2a24c5BV4uWkDDnq/dJXbxCzNEJpmKBadz03MX5GleFM4LTYSzUmlI3pELuWShqh9rP5oVNybpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTdGG4C2/vEpalxWvWqk2rsq12zyOApzCGVyAB9dQg3uoQxMYIDzDK7w5j86L8+58LFrXnHzmBP7A+fwBzoOM9Q==</latexit>

f a polynomial derived 
from 

<latexit sha1_base64="vtUhjvouiS6k76ttA9H6+OxdfEI=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNQY9ELx4hkUcCGzI79MLI7OxmZtZICF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR7cxvPaLSPJb3ZpygH9GB5CFn1Fip/tQrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa89idcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdlr1Ku1C9L1ZssjjycwCmcgwdXUIU7qEEDGCA8wyu8OQ/Oi/PufCxac042cwx/4Hz+AOnLjQc=</latexit>x any root of public 
degree-     poly 

<latexit sha1_base64="NsjKO6FvOGDmdJJbvTvwmNzF414=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqjPulsltx5yCrxMtJGXLU+6Wv3iBmaYTSMEG17npuYvyMKsOZwGmxl2pMKBvTIXYtlTRC7WfzQ6fk3CoDEsbKljRkrv6eyGik9SQKbGdEzUgvezPxP6+bmvDGz7hMUoOSLRaFqSAmJrOvyYArZEZMLKFMcXsrYSOqKDM2m6INwVt+eZW0LitetVJtXJVrt3kcBTiFM7gAD66hBvdQhyYwQHiGV3hzHp0X5935WLSuOfnMCfyB8/kD1heM+g==</latexit>

k

<latexit sha1_base64="D/oPuB5fLG1JyX9glYUVeaCUAew=">AAAB7XicbVBNSwMxEM3Wr1q/qh69BItQQcuuSPVY9OKxgv2AdinZdLaNzSZLkhXK0v/gxYMiXv0/3vw3pu0etPXBwOO9GWbmBTFn2rjut5NbWV1b38hvFra2d3b3ivsHTS0TRaFBJZeqHRANnAloGGY4tGMFJAo4tILR7dRvPYHSTIoHM47Bj8hAsJBRYqzULI/O4PS8Vyy5FXcGvEy8jJRQhnqv+NXtS5pEIAzlROuO58bGT4kyjHKYFLqJhpjQERlAx1JBItB+Ort2gk+s0sehVLaEwTP190RKIq3HUWA7I2KGetGbiv95ncSE137KRJwYEHS+KEw4NhJPX8d9poAaPraEUMXsrZgOiSLU2IAKNgRv8eVl0ryoeNVK9f6yVLvJ4sijI3SMyshDV6iG7lAdNRBFj+gZvaI3RzovzrvzMW/NOdnMIfoD5/MHLXOOOw==</latexit>

(k, e)�

<latexit sha1_base64="7eu0Q2kOESNK2+3N1fo1Ocj/nz4=">AAAB73icbVBNSwMxEJ2tX7V+VT16CRahXsquSPVY9OKxgv2AdinZbLYNzSZrkhXK0j/hxYMiXv073vw3pu0etPXBwOO9GWbmBQln2rjut1NYW9/Y3Cpul3Z29/YPyodHbS1TRWiLSC5VN8CaciZoyzDDaTdRFMcBp51gfDvzO09UaSbFg5kk1I/xULCIEWys1NXVPgmlOR+UK27NnQOtEi8nFcjRHJS/+qEkaUyFIRxr3fPcxPgZVoYRTqelfqppgskYD2nPUoFjqv1sfu8UnVklRJFUtoRBc/X3RIZjrSdxYDtjbEZ62ZuJ/3m91ETXfsZEkhoqyGJRlHJkJJo9j0KmKDF8YgkmitlbERlhhYmxEZVsCN7yy6ukfVHz6rX6/WWlcZPHUYQTOIUqeHAFDbiDJrSAAIdneIU359F5cd6dj0VrwclnjuEPnM8feq+Pnw==</latexit>

s(·)

<latexit sha1_base64="ExPOFqwgX7g7fJydxXWEELr0MCc=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqsH6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4AyfeM8g==</latexit>c



Theorem 1: For rel. prime         , any               scheme is insecure          
<latexit sha1_base64="D/oPuB5fLG1JyX9glYUVeaCUAew=">AAAB7XicbVBNSwMxEM3Wr1q/qh69BItQQcuuSPVY9OKxgv2AdinZdLaNzSZLkhXK0v/gxYMiXv0/3vw3pu0etPXBwOO9GWbmBTFn2rjut5NbWV1b38hvFra2d3b3ivsHTS0TRaFBJZeqHRANnAloGGY4tGMFJAo4tILR7dRvPYHSTIoHM47Bj8hAsJBRYqzULI/O4PS8Vyy5FXcGvEy8jJRQhnqv+NXtS5pEIAzlROuO58bGT4kyjHKYFLqJhpjQERlAx1JBItB+Ort2gk+s0sehVLaEwTP190RKIq3HUWA7I2KGetGbiv95ncSE137KRJwYEHS+KEw4NhJPX8d9poAaPraEUMXsrZgOiSLU2IAKNgRv8eVl0ryoeNVK9f6yVLvJ4sijI3SMyshDV6iG7lAdNRBFj+gZvaI3RzovzrvzMW/NOdnMIfoD5/MHLXOOOw==</latexit>

(k, e)�
<latexit sha1_base64="FrbWgV0tOEHziacRaA1obp0AYHQ=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4kJKIVI9FLx4r2g9oQ9lsJ+3SzSbsboQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IBFcG9f9dlZW19Y3Ngtbxe2d3b390sFhU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAWj26nfekKleSwfzThBP6IDyUPOqLHSw+gce6WyW3FnIMvEy0kZctR7pa9uP2ZphNIwQbXueG5i/Iwqw5nASbGbakwoG9EBdiyVNELtZ7NTJ+TUKn0SxsqWNGSm/p7IaKT1OApsZ0TNUC96U/E/r5Oa8NrPuExSg5LNF4WpICYm079JnytkRowtoUxxeythQ6ooMzadog3BW3x5mTQvKl61Ur2/LNdu8jgKcAwncAYeXEEN7qAODWAwgGd4hTdHOC/Ou/Mxb11x8pkj+APn8wf8to2f</latexit>

k, e

Proof:                                                  symmetric in  
<latexit sha1_base64="SdYEVU9GwZdfBTRrp1g7pfrlYss=">AAACEXicbZDLSgMxFIYzXmu9jbp0EyxCuykzRarLohuXFewF2mHIZDJtaCYZkoxQhr6CG1/FjQtF3Lpz59uYtkPR1h8CH/85h5PzBwmjSjvOt7W2vrG5tV3YKe7u7R8c2kfHbSVSiUkLCyZkN0CKMMpJS1PNSDeRBMUBI51gdDOtdx6IVFTwez1OiBejAacRxUgby7fLUbmPWDJEvltZYK3Sx6HQCi6cUcW3S07VmQmugptDCeRq+vZXPxQ4jQnXmCGleq6TaC9DUlPMyKTYTxVJEB6hAekZ5CgmystmF03guXFCGAlpHtdw5v6eyFCs1DgOTGeM9FAt16bmf7VeqqMrL6M8STXheL4oShnUAk7jgSGVBGs2NoCwpOavEA+RRFibEIsmBHf55FVo16puvVq/uyg1rvM4CuAUnIEycMElaIBb0AQtgMEjeAav4M16sl6sd+tj3rpm5TMn4I+szx9NwpwV</latexit>

f(↵1)f(↵2) · · · f(↵k)

Write as poly                                where        are elementary 
symmetric polys in    

<latexit sha1_base64="DRHFkMeezPgt+5k5bnrNt29hRN4=">AAAB+nicbVDLSsNAFJ34rPWV6tLNYBEqlJKIVJdFQVxWsA9oQ5hMbtqhkwczE6XEfoobF4q49Uvc+TdO2yy09cCFwzn3cu89XsKZVJb1baysrq1vbBa2its7u3v7ZumgLeNUUGjRmMei6xEJnEXQUkxx6CYCSOhx6Hij66nfeQAhWRzdq3ECTkgGEQsYJUpLrlm6qYBrV/vUj5Wsgjs6dc2yVbNmwMvEzkkZ5Wi65lffj2kaQqQoJ1L2bCtRTkaEYpTDpNhPJSSEjsgAeppGJATpZLPTJ/hEKz4OYqErUnim/p7ISCjlOPR0Z0jUUC56U/E/r5eq4NLJWJSkCiI6XxSkHKsYT3PAPhNAFR9rQqhg+lZMh0QQqnRaRR2CvfjyMmmf1ex6rX53Xm5c5XEU0BE6RhVkowvUQLeoiVqIokf0jF7Rm/FkvBjvxse8dcXIZw7RHxifP45fkuw=</latexit>

F (e1, · · · , ek)
<latexit sha1_base64="3rJBNdb1iwAw5us16lcVbqOYoGc=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rGi/YA2lM120q7dbMLuRiihP8GLB0W8+ou8+W/ctjlo64OBx3szzMwLEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6mfqtJ1Sax/LBjBP0IzqQPOSMGivdY++xVyq7FXcGsky8nJQhR71X+ur2Y5ZGKA0TVOuO5ybGz6gynAmcFLupxoSyER1gx1JJI9R+Njt1Qk6t0idhrGxJQ2bq74mMRlqPo8B2RtQM9aI3Ff/zOqkJr/yMyyQ1KNl8UZgKYmIy/Zv0uUJmxNgSyhS3txI2pIoyY9Mp2hC8xZeXSfO84lUr1buLcu06j6MAx3ACZ+DBJdTgFurQAAYDeIZXeHOE8+K8Ox/z1hUnnzmCP3A+fwBItI3R</latexit>ej

<latexit sha1_base64="z+P6qmzpBzB/sR7yPlC65vUGLqY=">AAACAXicbVDLSgMxFM3UV62vUTeCm2ARXJQyI1JdFt24rGAf0BmGTCbThmaSIckIZagbf8WNC0Xc+hfu/BvTdhbaeuDCyTn3kntPmDKqtON8W6WV1bX1jfJmZWt7Z3fP3j/oKJFJTNpYMCF7IVKEUU7ammpGeqkkKAkZ6Yajm6nffSBSUcHv9TglfoIGnMYUI22kwD7yEEuHKHBrHo6EVrXiPQrsqlN3ZoDLxC1IFRRoBfaXFwmcJYRrzJBSfddJtZ8jqSlmZFLxMkVShEdoQPqGcpQQ5eezCybw1CgRjIU0xTWcqb8ncpQoNU5C05kgPVSL3lT8z+tnOr7yc8rTTBOO5x/FGYNawGkcMKKSYM3GhiAsqdkV4iGSCGsTWsWE4C6evEw653W3UW/cXVSb10UcZXAMTsAZcMElaIJb0AJtgMEjeAav4M16sl6sd+tj3lqyiplD8AfW5w/vkZaV</latexit>↵1, · · · ,↵k

Let                             be (unknown) roots of  
<latexit sha1_base64="z+P6qmzpBzB/sR7yPlC65vUGLqY=">AAACAXicbVDLSgMxFM3UV62vUTeCm2ARXJQyI1JdFt24rGAf0BmGTCbThmaSIckIZagbf8WNC0Xc+hfu/BvTdhbaeuDCyTn3kntPmDKqtON8W6WV1bX1jfJmZWt7Z3fP3j/oKJFJTNpYMCF7IVKEUU7ammpGeqkkKAkZ6Yajm6nffSBSUcHv9TglfoIGnMYUI22kwD7yEEuHKHBrHo6EVrXiPQrsqlN3ZoDLxC1IFRRoBfaXFwmcJYRrzJBSfddJtZ8jqSlmZFLxMkVShEdoQPqGcpQQ5eezCybw1CgRjIU0xTWcqb8ncpQoNU5C05kgPVSL3lT8z+tnOr7yc8rTTBOO5x/FGYNawGkcMKKSYM3GhiAsqdkV4iGSCGsTWsWE4C6evEw653W3UW/cXVSb10UcZXAMTsAZcMElaIJb0AJtgMEjeAav4M16sl6sd+tj3lqyiplD8AfW5w/vkZaV</latexit>↵1, · · · ,↵k

<latexit sha1_base64="7eu0Q2kOESNK2+3N1fo1Ocj/nz4=">AAAB73icbVBNSwMxEJ2tX7V+VT16CRahXsquSPVY9OKxgv2AdinZbLYNzSZrkhXK0j/hxYMiXv073vw3pu0etPXBwOO9GWbmBQln2rjut1NYW9/Y3Cpul3Z29/YPyodHbS1TRWiLSC5VN8CaciZoyzDDaTdRFMcBp51gfDvzO09UaSbFg5kk1I/xULCIEWys1NXVPgmlOR+UK27NnQOtEi8nFcjRHJS/+qEkaUyFIRxr3fPcxPgZVoYRTqelfqppgskYD2nPUoFjqv1sfu8UnVklRJFUtoRBc/X3RIZjrSdxYDtjbEZ62ZuJ/3m91ETXfsZEkhoqyGJRlHJkJJo9j0KmKDF8YgkmitlbERlhhYmxEZVsCN7yy6ukfVHz6rX6/WWlcZPHUYQTOIUqeHAFDbiDJrSAAIdneIU359F5cd6dj0VrwclnjuEPnM8feq+Pnw==</latexit>

s(·)
<latexit sha1_base64="3rJBNdb1iwAw5us16lcVbqOYoGc=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rGi/YA2lM120q7dbMLuRiihP8GLB0W8+ou8+W/ctjlo64OBx3szzMwLEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6mfqtJ1Sax/LBjBP0IzqQPOSMGivdY++xVyq7FXcGsky8nJQhR71X+ur2Y5ZGKA0TVOuO5ybGz6gynAmcFLupxoSyER1gx1JJI9R+Njt1Qk6t0idhrGxJQ2bq74mMRlqPo8B2RtQM9aI3Ff/zOqkJr/yMyyQ1KNl8UZgKYmIy/Zv0uUJmxNgSyhS3txI2pIoyY9Mp2hC8xZeXSfO84lUr1buLcu06j6MAx3ACZ+DBJdTgFurQAAYDeIZXeHOE8+K8Ox/z1hUnnzmCP3A+fwBItI3R</latexit>ej are derived from coefficients of

<latexit sha1_base64="7eu0Q2kOESNK2+3N1fo1Ocj/nz4=">AAAB73icbVBNSwMxEJ2tX7V+VT16CRahXsquSPVY9OKxgv2AdinZbLYNzSZrkhXK0j/hxYMiXv073vw3pu0etPXBwOO9GWbmBQln2rjut1NYW9/Y3Cpul3Z29/YPyodHbS1TRWiLSC5VN8CaciZoyzDDaTdRFMcBp51gfDvzO09UaSbFg5kk1I/xULCIEWys1NXVPgmlOR+UK27NnQOtEi8nFcjRHJS/+qEkaUyFIRxr3fPcxPgZVoYRTqelfqppgskYD2nPUoFjqv1sfu8UnVklRJFUtoRBc/X3RIZjrSdxYDtjbEZ62ZuJ/3m91ETXfsZEkhoqyGJRlHJkJJo9j0KmKDF8YgkmitlbERlhhYmxEZVsCN7yy6ukfVHz6rX6/WWlcZPHUYQTOIUqeHAFDbiDJrSAAIdneIU359F5cd6dj0VrwclnjuEPnM8feq+Pnw==</latexit>

s(·)
Can compute
from public information

<latexit sha1_base64="doNoJbqyKHzuSj83vkc/TnoR6kM=">AAACI3icbVDLSgMxFM3UV62vqks3wSK0UMpMkSqCUBTEZQX7gLYMmfROGybzIMkIZei/uPFX3LhQihsX/ovpg6KtBwKHc87l5h4n4kwq0/wyUmvrG5tb6e3Mzu7e/kH28Kghw1hQqNOQh6LlEAmcBVBXTHFoRQKI73BoOt7txG8+gZAsDB7VMIKuT/oBcxklSkt29uouD7ZV7NBeqGQRbK9w7eY7hEcDYluFBS0XZgm8ULyCnc2ZJXMKvEqsOcmhOWp2dtzphTT2IVCUEynblhmpbkKEYpTDKNOJJUSEeqQPbU0D4oPsJtMbR/hMKz3shkK/QOGp+nsiIb6UQ9/RSZ+ogVz2JuJ/XjtW7mU3YUEUKwjobJEbc6xCPCkM95gAqvhQE0IF03/FdEAEoUrXmtElWMsnr5JGuWRVSpWH81z1Zl5HGp2gU5RHFrpAVXSPaqiOKHpGr+gdfRgvxpsxNj5n0ZQxnzlGf2B8/wDLbqKS</latexit>

F (e1, · · · , ek) = f(↵1)f(↵2) · · · f(↵k)

<latexit sha1_base64="z+P6qmzpBzB/sR7yPlC65vUGLqY=">AAACAXicbVDLSgMxFM3UV62vUTeCm2ARXJQyI1JdFt24rGAf0BmGTCbThmaSIckIZagbf8WNC0Xc+hfu/BvTdhbaeuDCyTn3kntPmDKqtON8W6WV1bX1jfJmZWt7Z3fP3j/oKJFJTNpYMCF7IVKEUU7ammpGeqkkKAkZ6Yajm6nffSBSUcHv9TglfoIGnMYUI22kwD7yEEuHKHBrHo6EVrXiPQrsqlN3ZoDLxC1IFRRoBfaXFwmcJYRrzJBSfddJtZ8jqSlmZFLxMkVShEdoQPqGcpQQ5eezCybw1CgRjIU0xTWcqb8ncpQoNU5C05kgPVSL3lT8z+tnOr7yc8rTTBOO5x/FGYNawGkcMKKSYM3GhiAsqdkV4iGSCGsTWsWE4C6evEw653W3UW/cXVSb10UcZXAMTsAZcMElaIJb0AJtgMEjeAav4M16sl6sd+tj3lqyiplD8AfW5w/vkZaV</latexit>↵1, · · · ,↵k



Theorem 1: For rel. prime         , any               scheme is insecure          
<latexit sha1_base64="D/oPuB5fLG1JyX9glYUVeaCUAew=">AAAB7XicbVBNSwMxEM3Wr1q/qh69BItQQcuuSPVY9OKxgv2AdinZdLaNzSZLkhXK0v/gxYMiXv0/3vw3pu0etPXBwOO9GWbmBTFn2rjut5NbWV1b38hvFra2d3b3ivsHTS0TRaFBJZeqHRANnAloGGY4tGMFJAo4tILR7dRvPYHSTIoHM47Bj8hAsJBRYqzULI/O4PS8Vyy5FXcGvEy8jJRQhnqv+NXtS5pEIAzlROuO58bGT4kyjHKYFLqJhpjQERlAx1JBItB+Ort2gk+s0sehVLaEwTP190RKIq3HUWA7I2KGetGbiv95ncSE137KRJwYEHS+KEw4NhJPX8d9poAaPraEUMXsrZgOiSLU2IAKNgRv8eVl0ryoeNVK9f6yVLvJ4sijI3SMyshDV6iG7lAdNRBFj+gZvaI3RzovzrvzMW/NOdnMIfoD5/MHLXOOOw==</latexit>

(k, e)�
<latexit sha1_base64="FrbWgV0tOEHziacRaA1obp0AYHQ=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4kJKIVI9FLx4r2g9oQ9lsJ+3SzSbsboQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IBFcG9f9dlZW19Y3Ngtbxe2d3b390sFhU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAWj26nfekKleSwfzThBP6IDyUPOqLHSw+gce6WyW3FnIMvEy0kZctR7pa9uP2ZphNIwQbXueG5i/Iwqw5nASbGbakwoG9EBdiyVNELtZ7NTJ+TUKn0SxsqWNGSm/p7IaKT1OApsZ0TNUC96U/E/r5Oa8NrPuExSg5LNF4WpICYm079JnytkRowtoUxxeythQ6ooMzadog3BW3x5mTQvKl61Ur2/LNdu8jgKcAwncAYeXEEN7qAODWAwgGd4hTdHOC/Ou/Mxb11x8pkj+APn8wf8to2f</latexit>

k, e

Proof:

<latexit sha1_base64="X3/dddegmYXcUAiDWBcjjuKdzWQ="></latexit>

=

✓✓
f(↵1)

N

◆

e

· · ·
✓
f(↵k)

N

◆

e

◆k�1 mod e

<latexit sha1_base64="R6YGowOhJCRhrIdeFkg0j2v2dCM=">AAACCnicbVA9SwNBEN2L3/ErammzGgQtDHciaiMEbSwjGA3kkrC3mUuW7N4du3NCOFLb+FdsLBSx9RfY+W/cxBSa+GDg8d4MM/OCRAqDrvvl5GZm5+YXFpfyyyura+uFjc1bE6eaQ5XHMta1gBmQIoIqCpRQSzQwFUi4C3qXQ//uHrQRcXSD/QQainUiEQrO0Eqtws65LyHEfdXs+Vp0unjQzHrN7NAb+IGK2xQGrULRLbkj0GnijUmRjFFpFT79dsxTBRFyyYype26CjYxpFFzCIO+nBhLGe6wDdUsjpsA0stErA7pnlTYNY20rQjpSf09kTBnTV4HtVAy7ZtIbiv959RTDs0YmoiRFiPjPojCVFGM6zIW2hQaOsm8J41rYWynvMs042vTyNgRv8uVpcntU8k5KJ9fHxfLFOI5Fsk12yT7xyCkpkytSIVXCyQN5Ii/k1Xl0np035/2nNeeMZ7bIHzgf359Zmj0=</latexit>

=
�
mk

�k�1 mod e

<latexit sha1_base64="D5EsR2zjoQMQpDYyt5lT56bc2js=">AAAB6XicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRC9C0IvHKOYByRJmJ7PJkHksM7NCWPIHXjwo4tU/8ubfOEn2oNGChqKqm+6uKOHMWN//8gorq2vrG8XN0tb2zu5eef+gZVSqCW0SxZXuRNhQziRtWmY57SSaYhFx2o7GNzO//Ui1YUo+2ElCQ4GHksWMYOuk+yvRL1f8qj8H+kuCnFQgR6Nf/uwNFEkFlZZwbEw38BMbZlhbRjidlnqpoQkmYzykXUclFtSE2fzSKTpxygDFSruSFs3VnxMZFsZMROQ6BbYjs+zNxP+8bmrjyzBjMkktlWSxKE45sgrN3kYDpimxfOIIJpq5WxEZYY2JdeGUXAjB8st/SeusGtSqtbvzSv06j6MIR3AMpxDABdThFhrQBAIxPMELvHpj79l7894XrQUvnzmEX/A+vgFaw41D</latexit>= m

<latexit sha1_base64="c45GZAnbq0tUb863oNfyv2EuMzU="></latexit>✓
F (e1, · · · , ek)

N

◆k�1 mod e

e

=

✓
f(↵1) · · · f(↵k)

N

◆k�1 mod e

e



Theorem 1: For rel. prime         , any               scheme is insecure          
<latexit sha1_base64="D/oPuB5fLG1JyX9glYUVeaCUAew=">AAAB7XicbVBNSwMxEM3Wr1q/qh69BItQQcuuSPVY9OKxgv2AdinZdLaNzSZLkhXK0v/gxYMiXv0/3vw3pu0etPXBwOO9GWbmBTFn2rjut5NbWV1b38hvFra2d3b3ivsHTS0TRaFBJZeqHRANnAloGGY4tGMFJAo4tILR7dRvPYHSTIoHM47Bj8hAsJBRYqzULI/O4PS8Vyy5FXcGvEy8jJRQhnqv+NXtS5pEIAzlROuO58bGT4kyjHKYFLqJhpjQERlAx1JBItB+Ort2gk+s0sehVLaEwTP190RKIq3HUWA7I2KGetGbiv95ncSE137KRJwYEHS+KEw4NhJPX8d9poAaPraEUMXsrZgOiSLU2IAKNgRv8eVl0ryoeNVK9f6yVLvJ4sijI3SMyshDV6iG7lAdNRBFj+gZvaI3RzovzrvzMW/NOdnMIfoD5/MHLXOOOw==</latexit>

(k, e)�
<latexit sha1_base64="FrbWgV0tOEHziacRaA1obp0AYHQ=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4kJKIVI9FLx4r2g9oQ9lsJ+3SzSbsboQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IBFcG9f9dlZW19Y3Ngtbxe2d3b390sFhU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAWj26nfekKleSwfzThBP6IDyUPOqLHSw+gce6WyW3FnIMvEy0kZctR7pa9uP2ZphNIwQbXueG5i/Iwqw5nASbGbakwoG9EBdiyVNELtZ7NTJ+TUKn0SxsqWNGSm/p7IaKT1OApsZ0TNUC96U/E/r5Oa8NrPuExSg5LNF4WpICYm079JnytkRowtoUxxeythQ6ooMzadog3BW3x5mTQvKl61Ur2/LNdu8jgKcAwncAYeXEEN7qAODWAwgGd4hTdHOC/Ou/Mxb11x8pkj+APn8wf8to2f</latexit>

k, e

Example: Our scheme

<latexit sha1_base64="gf8ADqRUAYGoUk8KtnkOmbxkixQ=">AAACF3icbVBNS8NAEN34bf2KevQSLEJFKIlK9SL4celJKlgrNLFstpN26eaD3YlYQv6FF/+KFw+KeNWb/8Zt7UGrDwYe780wM89PBFdo25/GxOTU9Mzs3HxhYXFpecVcXbtScSoZ1FksYnntUwWCR1BHjgKuEwk09AU0/N7ZwG/cglQ8ji6xn4AX0k7EA84oaqllll0BAZbcQFKWsZu9nWrJRbhDxOxEcAb5dp6d567knS5uH4Uts2iX7SGsv8QZkSIZodYyP9x2zNIQImSCKtV07AS9jErkTEBecFMFCWU92oGmphENQXnZ8K/c2tJK2wpiqStCa6j+nMhoqFQ/9HVnSLGrxr2B+J/XTDE49DIeJSlCxL4XBamwMLYGIVltLoGh6GtCmeT6Vot1qY4IdZQFHYIz/vJfcrVbdirlysV+8fh0FMcc2SCbpEQcckCOSZXUSJ0wck8eyTN5MR6MJ+PVePtunTBGM+vkF4z3L+mcn8s=</latexit>✓
c
3 +H(Alice)

N

◆
= m



Theorem 2: No “natural” correct scheme for degree 
<latexit sha1_base64="P/W7R/K3VQnB2LQIk3svQgke/F8=">AAAB7XicbVDLTgJBEOzFF+IL9ehlIjHxRHYNQY9ELx4xkUcCGzI7NDAyu7POzJqQDf/gxYPGePV/vPk3DrAHBSvppFLVne6uIBZcG9f9dnJr6xubW/ntws7u3v5B8fCoqWWiGDaYFFK1A6pR8AgbhhuB7VghDQOBrWB8M/NbT6g0l9G9mcToh3QY8QFn1Fip2R3iI6n0iiW37M5BVomXkRJkqPeKX92+ZEmIkWGCat3x3Nj4KVWGM4HTQjfRGFM2pkPsWBrRELWfzq+dkjOr9MlAKluRIXP190RKQ60nYWA7Q2pGetmbif95ncQMrvyUR3FiMGKLRYNEECPJ7HXS5wqZERNLKFPc3krYiCrKjA2oYEPwll9eJc2LslctV+8qpdp1FkceTuAUzsGDS6jBLdShAQwe4Ble4c2Rzovz7nwsWnNONnMMf+B8/gDdbY6u</latexit>� 4

Proof: Natural scheme:
<latexit sha1_base64="G1brxx1HysuYerITLMqC3a5pGdA=">AAACCHicbVDLSsNAFJ3UV62vqEsXDhahRSxJkepGKLpxWcG2gSYtk8mkHTp5MDMplNClG3/FjQtF3PoJ7vwbp20W2nrgwuGce7n3HjdmVEjD+NZyK6tr6xv5zcLW9s7unr5/0BJRwjFp4ohF3HKRIIyGpCmpZMSKOUGBy0jbHd5O/faIcEGj8EGOY+IEqB9Sn2IkldTTj/GZdT2yJQ2IgP2SVe5WbTeIPFiyusNzVO7pRaNizACXiZmRIsjQ6OlfthfhJCChxAwJ0TGNWDop4pJiRiYFOxEkRniI+qSjaIjUYiedPTKBp0rxoB9xVaGEM/X3RIoCIcaBqzoDJAdi0ZuK/3mdRPpXTkrDOJEkxPNFfsKgjOA0FehRTrBkY0UQ5lTdCvEAcYSlyq6gQjAXX14mrWrFrFVq9xfF+k0WRx4cgRNQAia4BHVwBxqgCTB4BM/gFbxpT9qL9q59zFtzWjZzCP5A+/wBt0aX4Q==</latexit>

c+X = v ⇥ g(X)2 mod (Xk � a)

where
<latexit sha1_base64="EaWqYzEi5b9DoTvXIPBhgYFnFY0=">AAAB/HicbVDLSgNBEJz1GeNrNUcvi0GIl7ArEr0IUS85RjAPSEKYnfQmQ2YfzPSKyxJ/xYsHRbz6Id78GyfJHjSxoKGo6qa7y40EV2jb38bK6tr6xmZuK7+9s7u3bx4cNlUYSwYNFopQtl2qQPAAGshRQDuSQH1XQMsd30791gNIxcPgHpMIej4dBtzjjKKW+maBXtVKXYRHREyvBWcwOe2bRbtsz2AtEycjRZKh3je/uoOQxT4EyARVquPYEfZSKpEzAZN8N1YQUTamQ+hoGlAfVC+dHT+xTrQysLxQ6grQmqm/J1LqK5X4ru70KY7UojcV//M6MXqXvZQHUYwQsPkiLxYWhtY0CWvAJTAUiSaUSa5vtdiISspQ55XXITiLLy+T5lnZqZQrd+fF6k0WR44ckWNSIg65IFVSI3XSIIwk5Jm8kjfjyXgx3o2PeeuKkc0UyB8Ynz9BVpSK</latexit>

a = H(Alice)
<latexit sha1_base64="v91cxjqpmvGCdugOMnlyZpxN9c8=">AAACA3icbVDLSsNAFJ34rPUVdaebwSLUTUlEqhuh6MaVVLAPaEKZTCft0MmDmZtCCQE3/oobF4q49Sfc+TdO2yy09cCFwzn3cu89Xiy4Asv6NpaWV1bX1gsbxc2t7Z1dc2+/qaJEUtagkYhk2yOKCR6yBnAQrB1LRgJPsJY3vJn4rRGTikfhA4xj5gakH3KfUwJa6pqHjmA+lB1fEpqOsvQucyTvD+D0KuiaJatiTYEXiZ2TEspR75pfTi+iScBCoIIo1bGtGNyUSOBUsKzoJIrFhA5Jn3U0DUnAlJtOf8jwiVZ62I+krhDwVP09kZJAqXHg6c6AwEDNexPxP6+TgH/ppjyME2AhnS3yE4EhwpNAcI9LRkGMNSFUcn0rpgOi4wAdW1GHYM+/vEiaZxW7Wqnen5dq13kcBXSEjlEZ2egC1dAtqqMGougRPaNX9GY8GS/Gu/Exa10y8pkD9AfG5w8vs5fi</latexit>⇣ v

N

⌘
= m

<latexit sha1_base64="cwTAeZLl3hGiganKbdO6dLYkXB4=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgQcKuSPQY9OIxonlAsoTZSW8yZHZ2mZkNhJBP8OJBEa9+kTf/xkmyB00saCiquunuChLBtXHdbye3tr6xuZXfLuzs7u0fFA+PGjpOFcM6i0WsWgHVKLjEuuFGYCtRSKNAYDMY3s385giV5rF8MuME/Yj2JQ85o8ZKj+xi1C2W3LI7B1klXkZKkKHWLX51ejFLI5SGCap123MT40+oMpwJnBY6qcaEsiHtY9tSSSPU/mR+6pScWaVHwljZkobM1d8TExppPY4C2xlRM9DL3kz8z2unJrzxJ1wmqUHJFovCVBATk9nfpMcVMiPGllCmuL2VsAFVlBmbTsGG4C2/vEoal2WvUq48XJWqt1kceTiBUzgHD66hCvdQgzow6MMzvMKbI5wX5935WLTmnGzmGP7A+fwBClmNqA==</latexit>c, v, coefs of      are rational funcs 
in underlying randomness and  

<latexit sha1_base64="JWIF0ihYtFOfjnj5+Hfu3Y8iJVI=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqDPulsltx5yCrxMtJGXLU+6Wv3iBmaYTSMEG17npuYvyMKsOZwGmxl2pMKBvTIXYtlTRC7WfzQ6fk3CoDEsbKljRkrv6eyGik9SQKbGdEzUgvezPxP6+bmvDGz7hMUoOSLRaFqSAmJrOvyYArZEZMLKFMcXsrYSOqKDM2m6INwVt+eZW0LitetVJtXJVrt3kcBTiFM7gAD66hBvdQhyYwQHiGV3hzHp0X5935WLSuOfnMCfyB8/kD0AeM9g==</latexit>g

<latexit sha1_base64="S2clNd4u3ZEaylH3b0qf2tvGSEo=">AAAB6nicbVBNSwMxEJ3Ur1q/qh69BIvgQcquSPVY9OKxov2AdinZNLsNzWaXJFsoS3+CFw+KePUXefPfmLZ70NYHA4/3ZpiZ5yeCa+M436iwtr6xuVXcLu3s7u0flA+PWjpOFWVNGotYdXyimeCSNQ03gnUSxUjkC9b2R3czvz1mSvNYPplJwryIhJIHnBJjpcfxRdgvV5yqMwdeJW5OKpCj0S9/9QYxTSMmDRVE667rJMbLiDKcCjYt9VLNEkJHJGRdSyWJmPay+alTfGaVAQ5iZUsaPFd/T2Qk0noS+bYzImaol72Z+J/XTU1w42VcJqlhki4WBanAJsazv/GAK0aNmFhCqOL2VkyHRBFqbDolG4K7/PIqaV1W3Vq19nBVqd/mcRThBE7hHFy4hjrcQwOaQCGEZ3iFNyTQC3pHH4vWAspnjuEP0OcPEI+NrA==</latexit>v, g secret, chosen by encrypter

<latexit sha1_base64="wU9N8iAZUxUZhrRaMUhOas7zCJM=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZq0H6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4Axu+M8A==</latexit>a



Theorem 2: No “natural” correct scheme for degree 
<latexit sha1_base64="P/W7R/K3VQnB2LQIk3svQgke/F8=">AAAB7XicbVDLTgJBEOzFF+IL9ehlIjHxRHYNQY9ELx4xkUcCGzI7NDAyu7POzJqQDf/gxYPGePV/vPk3DrAHBSvppFLVne6uIBZcG9f9dnJr6xubW/ntws7u3v5B8fCoqWWiGDaYFFK1A6pR8AgbhhuB7VghDQOBrWB8M/NbT6g0l9G9mcToh3QY8QFn1Fip2R3iI6n0iiW37M5BVomXkRJkqPeKX92+ZEmIkWGCat3x3Nj4KVWGM4HTQjfRGFM2pkPsWBrRELWfzq+dkjOr9MlAKluRIXP190RKQ60nYWA7Q2pGetmbif95ncQMrvyUR3FiMGKLRYNEECPJ7HXS5wqZERNLKFPc3krYiCrKjA2oYEPwll9eJc2LslctV+8qpdp1FkceTuAUzsGDS6jBLdShAQwe4Ble4c2Rzovz7nwsWnNONnMMf+B8/gDdbY6u</latexit>� 4

Proof: Case               
<latexit sha1_base64="VHQ++S02W4LXbqAcGSEinMWyJUo=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKexKiF6EoBePEc0DkiXMTnqTIbOzy8ysEEI+wYsHRbz6Rd78GyfJHjSxoKGo6qa7K0gE18Z1v53c2vrG5lZ+u7Czu7d/UDw8auo4VQwbLBaxagdUo+ASG4Ybge1EIY0Cga1gdDvzW0+oNI/loxkn6Ed0IHnIGTVWehhdV3rFklt25yCrxMtICTLUe8Wvbj9maYTSMEG17nhuYvwJVYYzgdNCN9WYUDaiA+xYKmmE2p/MT52SM6v0SRgrW9KQufp7YkIjrcdRYDsjaoZ62ZuJ/3md1IRX/oTLJDUo2WJRmApiYjL7m/S5QmbE2BLKFLe3EjakijJj0ynYELzll1dJ86LsVcvV+0qpdpPFkYcTOIVz8OASanAHdWgAgwE8wyu8OcJ5cd6dj0VrzslmjuEPnM8fzEeNfw==</latexit>

k = 4

<latexit sha1_base64="rIM5yPZIohUlr4WpUsdpkmCocz4=">AAACB3icbVBNS8MwGE7n15xfVY+CBIcwEUa7yfQiDL14nOC2wlZLmqVdWJqWJBXG2M2Lf8WLB0W8+he8+W/Mth5084HkfXie9yV5Hz9hVCrL+jZyS8srq2v59cLG5tb2jrm715JxKjBp4pjFwvGRJIxy0lRUMeIkgqDIZ6TtD64nfvuBCEljfqeGCXEjFHIaUIyUljzzMCw5J5ehZ52Gng0dfVegc1/Rtapr1TOLVtmaAi4SOyNFkKHhmV/dXozTiHCFGZKyY1uJckdIKIoZGRe6qSQJwgMUko6mHEVEuqPpHmN4rJUeDGKhD1dwqv6eGKFIymHk684Iqb6c9ybif14nVcGFO6I8SRXhePZQkDKoYjgJBfaoIFixoSYIC6r/CnEfCYSVjq6gQ7DnV14krUrZrpVrt2fF+lUWRx4cgCNQAjY4B3VwAxqgCTB4BM/gFbwZT8aL8W58zFpzRjazD/7A+PwBx+WWFw==</latexit>

g(X) = g0 + g1X + g2X
2 + g3X

3Write

<latexit sha1_base64="G1brxx1HysuYerITLMqC3a5pGdA=">AAACCHicbVDLSsNAFJ3UV62vqEsXDhahRSxJkepGKLpxWcG2gSYtk8mkHTp5MDMplNClG3/FjQtF3PoJ7vwbp20W2nrgwuGce7n3HjdmVEjD+NZyK6tr6xv5zcLW9s7unr5/0BJRwjFp4ohF3HKRIIyGpCmpZMSKOUGBy0jbHd5O/faIcEGj8EGOY+IEqB9Sn2IkldTTj/GZdT2yJQ2IgP2SVe5WbTeIPFiyusNzVO7pRaNizACXiZmRIsjQ6OlfthfhJCChxAwJ0TGNWDop4pJiRiYFOxEkRniI+qSjaIjUYiedPTKBp0rxoB9xVaGEM/X3RIoCIcaBqzoDJAdi0ZuK/3mdRPpXTkrDOJEkxPNFfsKgjOA0FehRTrBkY0UQ5lTdCvEAcYSlyq6gQjAXX14mrWrFrFVq9xfF+k0WRx4cgRNQAia4BHVwBxqgCTB4BM/gFbxpT9qL9q59zFtzWjZzCP5A+/wBt0aX4Q==</latexit>

c+X = v ⇥ g(X)2 mod (Xk � a)Recall

Need                                              to be linear
<latexit sha1_base64="oP1GEbfFq8UabVKkdQD+RysaL5U=">AAAB/HicbVBNT8JAEN36ifhV5ehlIzGBg6QlBD0SvXjERKAJFLLdbmHDdtvsbk2aBv+KFw8a49Uf4s1/4wI9KPiSSV7em8nMPC9mVCrL+jY2Nre2d3YLe8X9g8OjY/PktCujRGDSwRGLhOMhSRjlpKOoYsSJBUGhx0jPm97O/d4jEZJG/EGlMXFDNOY0oBgpLY3M0rjiVIf1gRdGPqw4w8Ylqo7MslWzFoDrxM5JGeRoj8yvgR/hJCRcYYak7NtWrNwMCUUxI7PiIJEkRniKxqSvKUchkW62OH4GL7TiwyASuriCC/X3RIZCKdPQ050hUhO56s3F/7x+ooJrN6M8ThTheLkoSBhUEZwnAX0qCFYs1QRhQfWtEE+QQFjpvIo6BHv15XXSrdfsZq153yi3bvI4CuAMnIMKsMEVaIE70AYdgEEKnsEreDOejBfj3fhYtm4Y+UwJ/IHx+QPaOJL7</latexit>

g(X)2 mod (X4 � a)

<latexit sha1_base64="AMrh2vsDkfzIApZ3BRiImljgI6A=">AAACAXicbZDNSsNAFIUn9a/Wv6gbwc1gEYRCSaJUN0LRjcsKthXaNEymk3ToZBJmJkIJdeOruHGhiFvfwp1v47TNQlsPDHycey937vETRqWyrG+jsLS8srpWXC9tbG5t75i7ey0ZpwKTJo5ZLO59JAmjnDQVVYzcJ4KgyGek7Q+vJ/X2AxGSxvxOjRLiRijkNKAYKW155oETehYMPacSenbPqSDNpz3n0vLMslW1poKLYOdQBrkanvnV7cc4jQhXmCEpO7aVKDdDQlHMyLjUTSVJEB6ikHQ0chQR6WbTC8bwWDt9GMRCP67g1P09kaFIylHk684IqYGcr03M/2qdVAUXbkZ5kirC8WxRkDKoYjiJA/apIFixkQaEBdV/hXiABMJKh1bSIdjzJy9Cy6natWrt9qxcv8rjKIJDcAROgA3OQR3cgAZoAgwewTN4BW/Gk/FivBsfs9aCkc/sgz8yPn8ARbqUOg==</latexit>

2g0g2 + g21 + ag23 = 0
<latexit sha1_base64="hrwUG8qZlnQB+vrikCZXPjpxASk=">AAAB+HicbVDLSsNAFL3xWeujUZduBosgCCWpUt0IRTcuK9gHtCFMppN06GQSZiZCDf0SNy4UceunuPNvnD4W2nrgwuGce7n3niDlTGnH+bZWVtfWNzYLW8Xtnd29kr1/0FJJJgltkoQnshNgRTkTtKmZ5rSTSorjgNN2MLyd+O1HKhVLxIMepdSLcSRYyAjWRvLtUuS7kV89i3wn8s+vHd8uOxVnCrRM3DkpwxwN3/7q9ROSxVRowrFSXddJtZdjqRnhdFzsZYqmmAxxRLuGChxT5eXTw8foxCh9FCbSlNBoqv6eyHGs1CgOTGeM9UAtehPxP6+b6fDKy5lIM00FmS0KM450giYpoD6TlGg+MgQTycytiAywxESbrIomBHfx5WXSqlbcWqV2f1Gu38zjKMARHMMpuHAJdbiDBjSBQAbP8Apv1pP1Yr1bH7PWFWs+cwh/YH3+AJWCkcI=</latexit>

g1g2 + g0g3 = 0



Theorem 2: No “natural” correct scheme for degree 
<latexit sha1_base64="P/W7R/K3VQnB2LQIk3svQgke/F8=">AAAB7XicbVDLTgJBEOzFF+IL9ehlIjHxRHYNQY9ELx4xkUcCGzI7NDAyu7POzJqQDf/gxYPGePV/vPk3DrAHBSvppFLVne6uIBZcG9f9dnJr6xubW/ntws7u3v5B8fCoqWWiGDaYFFK1A6pR8AgbhhuB7VghDQOBrWB8M/NbT6g0l9G9mcToh3QY8QFn1Fip2R3iI6n0iiW37M5BVomXkRJkqPeKX92+ZEmIkWGCat3x3Nj4KVWGM4HTQjfRGFM2pkPsWBrRELWfzq+dkjOr9MlAKluRIXP190RKQ60nYWA7Q2pGetmbif95ncQMrvyUR3FiMGKLRYNEECPJ7HXS5wqZERNLKFPc3krYiCrKjA2oYEPwll9eJc2LslctV+8qpdp1FkceTuAUzsGDS6jBLdShAQwe4Ble4c2Rzovz7nwsWnNONnMMf+B8/gDdbY6u</latexit>� 4

Proof:
<latexit sha1_base64="AMrh2vsDkfzIApZ3BRiImljgI6A=">AAACAXicbZDNSsNAFIUn9a/Wv6gbwc1gEYRCSaJUN0LRjcsKthXaNEymk3ToZBJmJkIJdeOruHGhiFvfwp1v47TNQlsPDHycey937vETRqWyrG+jsLS8srpWXC9tbG5t75i7ey0ZpwKTJo5ZLO59JAmjnDQVVYzcJ4KgyGek7Q+vJ/X2AxGSxvxOjRLiRijkNKAYKW155oETehYMPacSenbPqSDNpz3n0vLMslW1poKLYOdQBrkanvnV7cc4jQhXmCEpO7aVKDdDQlHMyLjUTSVJEB6ikHQ0chQR6WbTC8bwWDt9GMRCP67g1P09kaFIylHk684IqYGcr03M/2qdVAUXbkZ5kirC8WxRkDKoYjiJA/apIFixkQaEBdV/hXiABMJKh1bSIdjzJy9Cy6natWrt9qxcv8rjKIJDcAROgA3OQR3cgAZoAgwewTN4BW/Gk/FivBsfs9aCkc/sgz8yPn8ARbqUOg==</latexit>

2g0g2 + g21 + ag23 = 0
<latexit sha1_base64="hrwUG8qZlnQB+vrikCZXPjpxASk=">AAAB+HicbVDLSsNAFL3xWeujUZduBosgCCWpUt0IRTcuK9gHtCFMppN06GQSZiZCDf0SNy4UceunuPNvnD4W2nrgwuGce7n3niDlTGnH+bZWVtfWNzYLW8Xtnd29kr1/0FJJJgltkoQnshNgRTkTtKmZ5rSTSorjgNN2MLyd+O1HKhVLxIMepdSLcSRYyAjWRvLtUuS7kV89i3wn8s+vHd8uOxVnCrRM3DkpwxwN3/7q9ROSxVRowrFSXddJtZdjqRnhdFzsZYqmmAxxRLuGChxT5eXTw8foxCh9FCbSlNBoqv6eyHGs1CgOTGeM9UAtehPxP6+b6fDKy5lIM00FmS0KM450giYpoD6TlGg+MgQTycytiAywxESbrIomBHfx5WXSqlbcWqV2f1Gu38zjKMARHMMpuHAJdbiDBjSBQAbP8Apv1pP1Yr1bH7PWFWs+cwh/YH3+AJWCkcI=</latexit>

g1g2 + g0g3 = 0

<latexit sha1_base64="W8cEc+JrK6BQyWuJtodwBfExzLI=">AAACCHicbZDLSsNAFIYnXmu9RV26cLAIQrEkqVQ3QtGNywr2Am0aJtNJOnRyYWYilNClG1/FjQtF3PoI7nwbJ20W2npgho//P4eZ87sxo0Iaxre2tLyyurZe2Chubm3v7Op7+y0RJRyTJo5YxDsuEoTRkDQllYx0Yk5Q4DLSdkc3md9+IFzQKLyX45jYAfJD6lGMpJIc/ejM8h0T+o7Vt8qK+pbiahlld796ZTh6yagY04KLYOZQAnk1HP2rN4hwEpBQYoaE6JpGLO0UcUkxI5NiLxEkRniEfNJVGKKACDudLjKBJ0oZQC/i6oQSTtXfEykKhBgHruoMkByKeS8T//O6ifQu7ZSGcSJJiGcPeQmDMoJZKnBAOcGSjRUgzKn6K8RDxBGWKruiCsGcX3kRWlbFrFVqd+el+nUeRwEcgmNwCkxwAergFjRAE2DwCJ7BK3jTnrQX7V37mLUuafnMAfhT2ucPR6aWWA==</latexit>

�2g1g
2
2 + g21g3 + ag33 = 0

<latexit sha1_base64="3FpFF7RnLndM5kqV6RV8eDoUG2U=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU01Uqheh6MVjBfshbQib7SZdupuE3Y1YQn+FFw+KePXnePPfuG1z0NYHA4/3ZpiZ5yecKW3b31ZhaXllda24XtrY3NreKe/utVScSkKbJOax7PhYUc4i2tRMc9pJJMXC57TtD28mfvuRSsXi6F6PEuoKHEYsYARrIz08XYWecxJ6Z165YlftKdAicXJSgRwNr/zV68ckFTTShGOluo6daDfDUjPC6bjUSxVNMBnikHYNjbCgys2mB4/RkVH6KIilqUijqfp7IsNCqZHwTafAeqDmvYn4n9dNdXDpZixKUk0jMlsUpBzpGE2+R30mKdF8ZAgmkplbERlgiYk2GZVMCM78y4ukdVp1atXa3Xmlfp3HUYQDOIRjcOAC6nALDWgCAQHP8ApvlrRerHfrY9ZasPKZffgD6/MHsQyPsw==</latexit>

x = g1/g3
<latexit sha1_base64="lcSkOnD4xWr87Nql2PDskAwtR74=">AAAB9XicbVDLSsNAFL2pr1pfVZduBovgqiZVqhuh6MZlBfuANg2T6SQdOnkwM1FC6H+4caGIW//FnX/jtM1CWw9cOJxzL/fe48acSWWa30ZhZXVtfaO4Wdra3tndK+8ftGWUCEJbJOKR6LpYUs5C2lJMcdqNBcWBy2nHHd9O/c4jFZJF4YNKY2oH2A+ZxwhWWhqk175j+U7tzHfOBzWnXDGr5gxomVg5qUCOplP+6g8jkgQ0VIRjKXuWGSs7w0Ixwumk1E8kjTEZY5/2NA1xQKWdza6eoBOtDJEXCV2hQjP190SGAynTwNWdAVYjuehNxf+8XqK8KztjYZwoGpL5Ii/hSEVoGgEaMkGJ4qkmmAimb0VkhAUmSgdV0iFYiy8vk3atatWr9fuLSuMmj6MIR3AMp2DBJTTgDprQAgICnuEV3own48V4Nz7mrQUjnzmEPzA+fwDPyZFu</latexit>

y = g1g2/g
2
3Now write

<latexit sha1_base64="N8jtv5ZVW56xGpw1q7s62KarznY=">AAAB+HicbVDLSsNAFJ34rPXRqEs3g0UQhDaJUt0IRTcuK9gHtGmZTCft0MkkzEykMfRL3LhQxK2f4s6/cdpmoa0HLhzOuZd77/EiRqWyrG9jZXVtfWMzt5Xf3tndK5j7Bw0ZxgKTOg5ZKFoekoRRTuqKKkZakSAo8BhpeqPbqd98JELSkD+oJCJugAac+hQjpaWeWUi6zvW4e152zhAcl52eWbRK1gxwmdgZKYIMtZ751emHOA4IV5ghKdu2FSk3RUJRzMgk34kliRAeoQFpa8pRQKSbzg6fwBOt9KEfCl1cwZn6eyJFgZRJ4OnOAKmhXPSm4n9eO1b+lZtSHsWKcDxf5McMqhBOU4B9KghWLNEEYUH1rRAPkUBY6azyOgR78eVl0nBKdqVUub8oVm+yOHLgCByDU2CDS1AFd6AG6gCDGDyDV/BmPBkvxrvxMW9dMbKZQ/AHxucPMemRgQ==</latexit>

y2 = x3/2 + ax/2

<latexit sha1_base64="inZ8FDsr5JEJzxVauttfY4YlqPQ=">AAACBHicbVDLSsNAFJ3UV62vqMtuBotQKdYkSnUjFN24rGAf0KZhMp20QycPZibSULpw46+4caGIWz/CnX/jtM1CqwcuHM65l3vvcSNGhTSMLy2ztLyyupZdz21sbm3v6Lt7DRHGHJM6DlnIWy4ShNGA1CWVjLQiTpDvMtJ0h9dTv3lPuKBhcCeTiNg+6gfUoxhJJTl6vnhswaRrnYxgCY66Vgkd9Z3TrgUvoeHoBaNszAD/EjMlBZCi5uifnV6IY58EEjMkRNs0ImmPEZcUMzLJdWJBIoSHqE/aigbIJ8Iez56YwEOl9KAXclWBhDP158QY+UIkvqs6fSQHYtGbiv957Vh6F/aYBlEsSYDni7yYQRnCaSKwRznBkiWKIMypuhXiAeIIS5VbToVgLr78lzSsslkpV27PCtWrNI4syIMDUAQmOAdVcANqoA4weABP4AW8ao/as/amvc9bM1o6sw9+Qfv4BvHvlHk=</latexit>

(�2y2/x+ x2 + a)g23 = 0

<latexit sha1_base64="OUzWnYgpxg37HjSpbVfmQAK+1Lk="></latexit>

2

✓
�g1g2

g3

◆
g2 + g21 + ag23 = 0



Theorem 2: No “natural” correct scheme for degree 
<latexit sha1_base64="P/W7R/K3VQnB2LQIk3svQgke/F8=">AAAB7XicbVDLTgJBEOzFF+IL9ehlIjHxRHYNQY9ELx4xkUcCGzI7NDAyu7POzJqQDf/gxYPGePV/vPk3DrAHBSvppFLVne6uIBZcG9f9dnJr6xubW/ntws7u3v5B8fCoqWWiGDaYFFK1A6pR8AgbhhuB7VghDQOBrWB8M/NbT6g0l9G9mcToh3QY8QFn1Fip2R3iI6n0iiW37M5BVomXkRJkqPeKX92+ZEmIkWGCat3x3Nj4KVWGM4HTQjfRGFM2pkPsWBrRELWfzq+dkjOr9MlAKluRIXP190RKQ60nYWA7Q2pGetmbif95ncQMrvyUR3FiMGKLRYNEECPJ7HXS5wqZERNLKFPc3krYiCrKjA2oYEPwll9eJc2LslctV+8qpdp1FkceTuAUzsGDS6jBLdShAQwe4Ble4c2Rzovz7nwsWnNONnMMf+B8/gDdbY6u</latexit>� 4

Proof: <latexit sha1_base64="N8jtv5ZVW56xGpw1q7s62KarznY=">AAAB+HicbVDLSsNAFJ34rPXRqEs3g0UQhDaJUt0IRTcuK9gHtGmZTCft0MkkzEykMfRL3LhQxK2f4s6/cdpmoa0HLhzOuZd77/EiRqWyrG9jZXVtfWMzt5Xf3tndK5j7Bw0ZxgKTOg5ZKFoekoRRTuqKKkZakSAo8BhpeqPbqd98JELSkD+oJCJugAac+hQjpaWeWUi6zvW4e152zhAcl52eWbRK1gxwmdgZKYIMtZ751emHOA4IV5ghKdu2FSk3RUJRzMgk34kliRAeoQFpa8pRQKSbzg6fwBOt9KEfCl1cwZn6eyJFgZRJ4OnOAKmhXPSm4n9eO1b+lZtSHsWKcDxf5McMqhBOU4B9KghWLNEEYUH1rRAPkUBY6azyOgR78eVl0nBKdqVUub8oVm+yOHLgCByDU2CDS1AFd6AG6gCDGDyDV/BmPBkvxrvxMW9dMbKZQ/AHxucPMemRgQ==</latexit>

y2 = x3/2 + ax/2
Elliptic curve with no-zero discriminant

<latexit sha1_base64="9goe3EBFIy2QWZkW74OQJR25NGE=">AAAB6nicbVBNSwMxEJ3Ur1q/qh69BIvgQcquSPVY9OKxov2AdinZNNuGZrNLkhWXpT/BiwdFvPqLvPlvTNs9aOuDgcd7M8zM82PBtXGcb1RYWV1b3yhulra2d3b3yvsHLR0lirImjUSkOj7RTHDJmoYbwTqxYiT0BWv745up335kSvNIPpg0Zl5IhpIHnBJjpfuns7RfrjhVZwa8TNycVCBHo1/+6g0imoRMGiqI1l3XiY2XEWU4FWxS6iWaxYSOyZB1LZUkZNrLZqdO8IlVBjiIlC1p8Ez9PZGRUOs09G1nSMxIL3pT8T+vm5jgysu4jBPDJJ0vChKBTYSnf+MBV4wakVpCqOL2VkxHRBFqbDolG4K7+PIyaZ1X3Vq1dndRqV/ncRThCI7hFFy4hDrcQgOaQGEIz/AKb0igF/SOPuatBZTPHMIfoM8fLuONwA==</latexit>x, y raEonal funcEons of underlying randomness
i.e. raEonal parameterizaEon of curve

Impossible!



Recap

Theorem 1: For relatively prime constants         , 
any               scheme is insecure          

<latexit sha1_base64="D/oPuB5fLG1JyX9glYUVeaCUAew=">AAAB7XicbVBNSwMxEM3Wr1q/qh69BItQQcuuSPVY9OKxgv2AdinZdLaNzSZLkhXK0v/gxYMiXv0/3vw3pu0etPXBwOO9GWbmBTFn2rjut5NbWV1b38hvFra2d3b3ivsHTS0TRaFBJZeqHRANnAloGGY4tGMFJAo4tILR7dRvPYHSTIoHM47Bj8hAsJBRYqzULI/O4PS8Vyy5FXcGvEy8jJRQhnqv+NXtS5pEIAzlROuO58bGT4kyjHKYFLqJhpjQERlAx1JBItB+Ort2gk+s0sehVLaEwTP190RKIq3HUWA7I2KGetGbiv95ncSE137KRJwYEHS+KEw4NhJPX8d9poAaPraEUMXsrZgOiSLU2IAKNgRv8eVl0ryoeNVK9f6yVLvJ4sijI3SMyshDV6iG7lAdNRBFj+gZvaI3RzovzrvzMW/NOdnMIfoD5/MHLXOOOw==</latexit>

(k, e)�

<latexit sha1_base64="FrbWgV0tOEHziacRaA1obp0AYHQ=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4kJKIVI9FLx4r2g9oQ9lsJ+3SzSbsboQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IBFcG9f9dlZW19Y3Ngtbxe2d3b390sFhU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAWj26nfekKleSwfzThBP6IDyUPOqLHSw+gce6WyW3FnIMvEy0kZctR7pa9uP2ZphNIwQbXueG5i/Iwqw5nASbGbakwoG9EBdiyVNELtZ7NTJ+TUKn0SxsqWNGSm/p7IaKT1OApsZ0TNUC96U/E/r5Oa8NrPuExSg5LNF4WpICYm079JnytkRowtoUxxeythQ6ooMzadog3BW3x5mTQvKl61Ur2/LNdu8jgKcAwncAYeXEEN7qAODWAwgGd4hTdHOC/Ou/Mxb11x8pkj+APn8wf8to2f</latexit>

k, e

Theorem 2: No “natural” correct schemes with 
decryption             for degree  

<latexit sha1_base64="P/W7R/K3VQnB2LQIk3svQgke/F8=">AAAB7XicbVDLTgJBEOzFF+IL9ehlIjHxRHYNQY9ELx4xkUcCGzI7NDAyu7POzJqQDf/gxYPGePV/vPk3DrAHBSvppFLVne6uIBZcG9f9dnJr6xubW/ntws7u3v5B8fCoqWWiGDaYFFK1A6pR8AgbhhuB7VghDQOBrWB8M/NbT6g0l9G9mcToh3QY8QFn1Fip2R3iI6n0iiW37M5BVomXkRJkqPeKX92+ZEmIkWGCat3x3Nj4KVWGM4HTQjfRGFM2pkPsWBrRELWfzq+dkjOr9MlAKluRIXP190RKQ60nYWA7Q2pGetmbif95ncQMrvyUR3FiMGKLRYNEECPJ7HXS5wqZERNLKFPc3krYiCrKjA2oYEPwll9eJc2LslctV+8qpdp1FkceTuAUzsGDS6jBLdShAQwe4Ble4c2Rzovz7nwsWnNONnMMf+B8/gDdbY6u</latexit>� 4
<latexit sha1_base64="yQr5rFV5FdxjZyyZND06nQCTTZw=">AAACA3icbVBNS8NAEN3Ur1q/ot70EixCRSiJSPVY9OJJKtgPaELZbDft0s0m7E7EEgJe/CtePCji1T/hzX/jts1Bqw8GHu/NMDPPjzlTYNtfRmFhcWl5pbhaWlvf2Nwyt3daKkokoU0S8Uh2fKwoZ4I2gQGnnVhSHPqctv3R5cRv31GpWCRuYRxTL8QDwQJGMGipZ+65nAZQcQOJSUqO77P0OnMlGwzhqGeW7ao9hfWXODkpoxyNnvnp9iOShFQA4ViprmPH4KVYAiOcZiU3UTTGZIQHtKupwCFVXjr9IbMOtdK3gkjqEmBN1Z8TKQ6VGoe+7gwxDNW8NxH/87oJBOdeykScABVktihIuAWRNQnE6jNJCfCxJphIpm+1yBDrOEDHVtIhOPMv/yWtk6pTq9ZuTsv1izyOItpHB6iCHHSG6ugKNVATEfSAntALejUejWfjzXiftRaMfGYX/YLx8Q0Fd5fI</latexit>✓
c+ x

N

◆

No natural              scheme with one ciphertext 
component other than Cocks scheme  

<latexit sha1_base64="3o5mYGdi/iOSGNnnt2/Cdb1WS0w=">AAAB7XicbVBNSwMxEJ31s9avqkcvwSJU0LJbpHosevFYwX5Au5Rsmm1js8mSZIWy9D948aCIV/+PN/+NabsHbX0w8Hhvhpl5QcyZNq777aysrq1vbOa28ts7u3v7hYPDppaJIrRBJJeqHWBNORO0YZjhtB0riqOA01Ywup36rSeqNJPiwYxj6kd4IFjICDZWapZG55Wzi16h6JbdGdAy8TJShAz1XuGr25ckiagwhGOtO54bGz/FyjDC6STfTTSNMRnhAe1YKnBEtZ/Orp2gU6v0USiVLWHQTP09keJI63EU2M4Im6Fe9Kbif14nMeG1nzIRJ4YKMl8UJhwZiaavoz5TlBg+tgQTxeytiAyxwsTYgPI2BG/x5WXSrJS9arl6f1ms3WRx5OAYTqAEHlxBDe6gDg0g8AjP8ApvjnRenHfnY9664mQzR/AHzucP37KOCA==</latexit>

(k, 2)�

Moving to higher     just seems to make things harder<latexit sha1_base64="T6jdnRXg6uZZ2SVmGcuaVtfG7vA=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqYL9UdivuHGSVeDkpQ456v/TVG8QsjVAaJqjWXc9NjJ9RZTgTOC32Uo0JZWM6xK6lkkao/Wx+6JScW2VAwljZkobM1d8TGY20nkSB7YyoGellbyb+53VTE974GZdJalCyxaIwFcTEZPY1GXCFzIiJJZQpbm8lbEQVZcZmU7QheMsvr5LWZcWrVqqNq3LtNo+jAKdwBhfgwTXU4B7q0AQGCM/wCm/Oo/PivDsfi9Y1J585gT9wPn8AzP+M9A==</latexit>e



Future Directions?

Use more than 1 ctxt component?

Use higher-degree decrypMon?


