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Previously...



In a nutshell, quantum computing is about using interference
so that different computational paths leading to the correct
answer constructively interfere, and computational paths
leading to the wrong answers destructively interfere. The
result is that the right answer is achieved with higher
probability than what is possible classically

Obtaining the right answer with higher probability often
means being able to obtain the right answer faster



Qubit

A qubit is just a 2-dimensional quantum
system over |0) and |1)
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Quantum >= Classical

Uslz,y) = |z,y ® f(x))



‘Thm: There exists a quantum algorithm that performs O(v/ 2")\
evaluations of Uf, and finds an x such that f(:c) — 1 with

probability 1 — O(2™")




y axis = [z")

Pf reflects about x-axis H®"PZH®” reflects about \—|—>®n



Today: Quantum Period Finding (Shor’s Algorithm)



Period Finding

aka hidden subgroup problem

Let (7 be a discrete abelian group, written additively. e.g.

Z7° 73" L1041

.
Def: A function f : G — AXis periodic if there exists a

g € G\ {0} suchthat f(x + g) = f(x) for all
z € (. In this case, g is a period of f

~

-

Claim: periods of f form a subgroup

AN

/Proof: If g, h are periods, then
fle+(g+h)=f((z+g) +h)=flz+g)=f(z)

mm) ¢ + h is a period




Period Finding

aka hidden subgroup problem

Let (7 be a discrete abelian group, written additively. e.g.

Z7° 73" L1041

.

.
Def: A function f : G — AXis periodic if there exists a

nonempty subgroup H C (& such that, forall x € G,
gceH, flz+g) = f(z)

~

)

-

-

Def: a periodic function f : G — X is injective on its
period if, for all z, ' such that ' — z ¢ H

f(@) # f(z)

~




Period Finding

aka hidden subgroup problem

The period-finding problem (aka hidden subgroup
problem) is to, given a periodic function f, find the
group H of all periods

Technically, [H may be exponential or infinite, but we will
ask instead for a minimal set of generators.

In the case of Z™, bit-length of generators may be
unbounded, so some subtleties in how complexity is

defined. But we won’t need to worry about these



Classical Period Finding

Claim: Any black-box classical algorithm for period-finding
requires exponentially-many queries

(&

/Proof idea: Consider a function f : Z2 — {0,1}™ whose
period is a random subgroup of order 2, H = {0", x}

f is otherwise random on its period

For any classical query algorithm, there will be multiple possible
choices consistent with query responses until it querieson Y, 2

with y @ z = x. Exponentially unlikely until almost 2™ queries
o

AN

J




Quantum Period Finding

4 I
Thm: There exists a QPT algorithm making only a polynomial

number of queries which solves the period-finding problem with

overwhelming probability
N\ J




Warmup: the case of Z,

Also known as Simon’s algorithm



Suppose f : Zi — {0,1}™ has period H = {0", z}
and is injective on its period



Simon’s Algorithm: Repeat the following several times:

1
* Prepare |—|—>§n 0™)p = o Z 1Y) 4|0™) 5

+ Aoy Uy oobtain—— 3> [y)al/()s

* Measure B - Measurement outcome <

State collapses ©0 (__y) + Ty @a) )2 ) = fy®a) =2

* Discard |Z>, apply H®"™ and measure > w
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B (i) + f|y@x>):¢2%2(<—1y

) (14 (1)) )

+ (-1 @) Ja)

= e 2

w--x = 0 mod 2 »constructive interference

2 1
Weight on w: —

\/2n+1 \/Qn—l

w - = 1 mod 2 wp destructive interference

Weight on w: ()



H (%Iw + %Iy ® x>> - \/;W Z (D2 + (D)) fu)

(1 (~1)7) fu)

\/WZ

. S

w:w-x=0 mod 2

Measure: obtain a random w that is orthogonal to x (mod 2)



Simon’s Algorithm: generate O(n) random.w® w) .-+ that
are orthogonal to  (mod 2)

Assemble into matrix
(D)

0(2)

W =

With high probability, the kernel of W will be exactly [H = {On, 37}

Can find with Gaussian elimination (mod 2)



Suppose f : Zy — {0,1}™ has period a general H
and is injective on its period

(1)

2
Algorithm still the same, kernel of W = w(?) is still [H



Shor’s Algorithm: the case of general f: G — X



Main tool: the Quantum Fourier Transform (QFT)
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Main tool: the Quantum Fourier Transform (QFT)

For x € ZZ

QFT@m‘fE \/7 Z 12T y/q|y>

yeLy

Observe: QFT, = H



QFT is unitary

1 127X
QFTIQFT,|z) = QFT] (\/q Zy)e ’ y/q\y>>

_ 1 Z: Z: ei27racy/qe—i27ryz/q‘z>
q Yz

é zz: ‘Z> (Ey: 6i27ry(a:z)/q)




QFT is unitary

Suppose £ = zmod q mp x — z = kq

Z oi2my(z—2)/q _ Z ci2mykq/q _ Z pi2myk _ Z 1=gq

Y Yy Y Yy



QFT is unitary

Suppose T # z mod ¢ mmp ?27(z—2)/q £ ()

(6z’27r(a:—z)/q)q 1

: e . 12m(r—2 7 —
Ze 27y( )/ a — Z (6 2m( )/q) o (6z‘27r(33—2)/Q) — 1 =0

Yy Yy




QFT is unitary

1 127X
QFTIQFT,|z) = QFT] (\/q %:6 ’ y/q\y>>

_ 1 2: Z: ei27rxy/qe—i27ryz/q‘z>
q vz

% Z ‘Z> (Z 6i27ry(a:z)/q)
)




QFT and Coset States

Consider the group ZZ’

A coset state is a state of the form \/ﬁ‘ Z \y + g mod q)
geHt

where H is a subgroup of ZZ’
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Quotient group:

LZy/H={y € Z;:Vg€H,y-g=0mod g}

Zg /H| = ¢" /|H



. 12mwg-w/q
Evaluating E € /
geH

For w € Z; /H, sumis |H

For w ¢ Z; /H, sumis 0



1 |
od g) = w) ¢i2m(y+9)w/q
Vv |H|g™ Ew: (QEE%H

N \/ |I;I|q’n Z |w>ei2ﬁy'w/q (Z ei%g'w/q

geH

_ E : z27ry-w/q

wEZn/]HI
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Shor’s Algorithm Repeat the following several times:

* Prepare

yGZ”

* Apply Uf to obtain \/]le_n Z ‘y>_A‘f(y)>B

* Measure B - Measurement outcome 2

State collapses to
ly+gmod q)|z) f(y) =z
v D)

geH

e Discard |Z>, apply QFT?” ,and measure 2 W € ZZ/H



After polynomially-many steps, {w} will generate ZZ’/H

Can use Gaussian elimination to learn [H



We’ve only sketched the algorithm for ZZ’ , but can be
extended to any discrete abelian group



How to implement the general QFT

We will only consider the case ¢ = ok

Recursive construction based on classical fast Fourier transforms



QF T[22 + 21) = Z 25y + y’>6i2”(2x'+’£1)(Zk_lyk+y')/2"’
ykay/
— Z 281y, 1) (eiQﬂ-x,y//Qk_le'i277331yk/2€7:277371'y,/2k)

/

QFTor-1|2z’) H|xz1) Phase correction




Control wire

1 T QFTzk—l

Apply P(0) if control wire is 1



Application 1: Discrete Log



Recall Discrete Log Problem

Cyclic group G with generator 9 (G = {1, g, 92’ 93’ 1)
Order of group: q
Discrete log problem: given h = g%, find a € Z,

Examples where Dlog assumed hard:
7, Elliptic curves over finite fields



Reducing Dlog to Period-Finding

Given h = g% define f : Zg — G f(z,y) = g*hY

Observe: f( (CC, y) - (Ta,, —T) ) — gw—l—rahy—r _ ga:—l—ragay—a,r
=g"" % = g"h¥ = f(z,y)

Therefore, the period of f is H = {(’ra,, —T)}rezq

Plus, fisinjective on its period since g is a generator

Description of [H reveals a



Application 2: Factoring



Factoring as Period Finding

Suppose for simplicity that N = py X p; for primes pg, p1

Choose arandom a € Zy \ {0}
Can assume GCD(a,N) — 1, else GCD(a,, N) c {po,pl}

The set of such a is called Zyy



Factoring as Period Finding

Suppose for simplicity that N = py X p; for primes pg, p1

Choose a random a € Zy

Let fo : Z — Z3 be fqo(x) =a” mod N

Period finding on f, reveals period of @ , the smallest
positive integer such that a® mod N =1



Observations

Let p, be the period of a in Z7

Then & = LCM(xq, x1)

Z;';b is cyclic of order pp — 1
m) Write @ mod pp as gzb mod py

where gb is a generator of Z

Sp is random in {0, 1,2,---pp — 2}



Observations
Y, odd

A
l \
Write zp = 277, forodd b mp = = Qmax(ko’kl)LCM(Toa 1)

- ™

 Claim: With probability at least 1/2,ko # k1 )

4 . . . R
Proof: Kpis #{2’sin pp — 1}-#{2’sin Sp }

\Probability of any particular k is at most 1/2 ,




Observations
Y, odd
|
!

l
Write zp = 277, forodd b mp = = Qmax(ko’kl)LCM(ro, r1)

Assume kg #~ k1, take kg < k1

Observe: a(2k0y) mod pg = 1

a(2"°%) mod p1 # 1

=) GCD(x(QkOy) mod N — 1, N) = pg



The Algorithm

Choose a random a € Zy
let fo : Z — Z3 be fo(x) =a” mod N

Period finding on f, reveals period £ of a

For 2 =0,1,2,.-- until :B/Qi is not an integer:
Compute p = GCD(a®*/? mod N — 1, N)
if p > 1, output{p, N/p}

Keep trying new a until success



Impact on Cryptography



Unfortunately, all currently deployed public key
cryptosystems rely on the hardness of either Discrete
Log or Factoring

$

Basically all of our communication is broken once
guantum computers are able to run Shor’s algorithm



Harvest-now-decrypt-later

Today: g h \ R

SIL

@
dh

Learn Alice and Bob’s
private messages

?9¢

844

Future:




If guantum computers will arrive in year I, and we have
messages that we need to be secure for at least _X years, must
transition to post-quantum cryptosystems by year 1" — X

The situation is urgent, but we also can’t rush since we don’t
want to accidentally introduce vulnerabilities when we do



A Cautionary Tale: The Case of SIKE

Supersingular Isogeny Key Exchange

2014: SIKE proposed, became one of the leading
candidates for post-quantum key exchange

2022: SIKE completely broken by classical attack

If SIKE had been deployed in an effort to protect against
guantum computers, we would’ve actually been
compromised now against today’s classical computers.



Starting Next Time: Candidate Post-
Quantum Cryptosystems



