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Cryptography ≈ (symmetric) encryption

Serious usage limited mostly to state-level entities

Tug-of-war between code makers & breakers; breakers usually win

Pre-modern Cryptography (2000 BC – mid 1900’s AD)



Modern Cryptography (Mid 1900’s – Present)

(Public key) Encryption

Digital signatures

Homomorphic 
encryption Program 

Obfuscation
Digital money

Zero knowledge
Proofs of 

knowledge

Traitor tracing

Attribute-based encryption
Cryptography =

…



Cryptography is everywhere

Modern Cryptography (Mid 1900’s – Present)



Cryptography almost never 
fails in the real world, because 

we “prove” it is secure

Modern Cryptography (Mid 1900’s – Present)



However, we are on the 
precipice of another major 
shift in cryptography due to 

quantum computers



As we will discuss later in this 
lecture, cryptography relies on 

computational problems that are 
intractable for efficient computation



What is “efficient” computation?

1900’s – Present: can run efficiently on today’s computers

Turing machines (Classical) circuits

(Extended) Church-Turing Thesis: Today’s computers 
can (efficiently) compute anything that can be 
(efficiently) computed by any physical process



What is “efficient” computation?

The future: can run efficiently on quantum computers

(Extended) Church-Turing Thesis: Today’s computers 
can (efficiently) compute anything that can be 
(efficiently) computed by any physical process



What does quantum computing mean for cryptography? 

Quantum Cryptanalysis: All currently-deployed public key 
cryptography will be broken

Post-quantum cryptography: developing new (classical) protocols 
that are secure against quantum computers
• Must start now to protect against quantum “harvest-now-decrypt-later” attacks
• Requires revisiting the entire theory of modern classical cryptography

Quantum cryptography: developing new quantum protocols that 
achieve never-before-possible capabilities



This Course

Overview of quantum 
cryptanalysis, and post-quantum 

and quantum cryptography

Prerequisites: Knowledge of linear algebra and algorithms
(No prior knowledge of cryptography or quantum is assumed)



Brief background of 
classical cryptography

For now, focus on encryption



Symmetric Encryption

<latexit sha1_base64="ExPOFqwgX7g7fJydxXWEELr0MCc=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqsH6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4AyfeM8g==</latexit>c

“learns nothing” about 



Kerckhoff’s Principle: assume                   are 
public knowledge, only     kept secret  

<latexit sha1_base64="WficbBkC7bFbpzY3PeYqkhAUr1g=">AAAB/HicbZDLSsNAFIZPvNZ6i3bpZrAILqQkItVl8QIuK9gLtKFMppN26GQSZiZCCfFV3LhQxK0P4s63cRqz0NYfBj7+cw5zzu/HnCntOF/W0vLK6tp6aaO8ubW9s2vv7bdVlEhCWyTikez6WFHOBG1ppjntxpLi0Oe040+uZvXOA5WKReJeT2PqhXgkWMAI1sYa2JW0rwJ0I0h2ktM1JdnArjo1JxdaBLeAKhRqDuzP/jAiSUiFJhwr1XOdWHsplpoRTrNyP1E0xmSCR7RnUOCQKi/Nl8/QkXGGKIikeUKj3P09keJQqWnom84Q67Gar83M/2q9RAcXXspEnGhq7ss/ChKOdIRmSaAhk5RoPjWAiWRmV0TGWGKiTV5lE4I7f/IitE9rbr1WvzurNi6LOEpwAIdwDC6cQwNuoQktIDCFJ3iBV+vRerberPef1iWrmKnAH1kf3/xClFw=</latexit>

Enc,Dec



How do we build symmetric encryption?

Substitutions:
<latexit sha1_base64="tkhuC6XlIh9QarkWQ6sLHaOvJ7o=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKRC9C0IvHiOYByRJmJ7PJkHksM7NCWPIJXjwo4tUv8ubfOEn2oNGChqKqm+6uKOHMWN//8gorq2vrG8XN0tb2zu5eef+gZVSqCW0SxZXuRNhQziRtWmY57SSaYhFx2o7GNzO//Ui1YUo+2ElCQ4GHksWMYOuke4Gu+uWKX/XnQH9JkJMK5Gj0y5+9gSKpoNISjo3pBn5iwwxrywin01IvNTTBZIyHtOuoxIKaMJufOkUnThmgWGlX0qK5+nMiw8KYiYhcp8B2ZJa9mfif101tfBlmTCappZIsFsUpR1ah2d9owDQllk8cwUQzdysiI6wxsS6dkgshWH75L2mdVYNatXZ3Xqlf53EU4QiO4RQCuIA63EIDmkBgCE/wAq8e9569N+990Vrw8plD+AXv4xuw5o1t</latexit>m =

<latexit sha1_base64="w9B17GV3JyCAwAlf63HyY2hooUc=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqheh6MVjRfsBbSib7aRdutmE3Y1QQn+CFw+KePUXefPfuG1z0OqDgcd7M8zMCxLBtXHdL6ewsrq2vlHcLG1t7+zulfcPWjpOFcMmi0WsOgHVKLjEpuFGYCdRSKNAYDsY38z89iMqzWP5YCYJ+hEdSh5yRo2V7hm56pcrbtWdg/wlXk4qkKPRL3/2BjFLI5SGCap113MT42dUGc4ETku9VGNC2ZgOsWuppBFqP5ufOiUnVhmQMFa2pCFz9edERiOtJ1FgOyNqRnrZm4n/ed3UhJd+xmWSGpRssShMBTExmf1NBlwhM2JiCWWK21sJG1FFmbHplGwI3vLLf0nrrOrVqrW780r9Oo+jCEdwDKfgwQXU4RYa0AQGQ3iCF3h1hPPsvDnvi9aCk88cwi84H9+hqo1j</latexit>c =

determines



How do we build symmetric encryption?

Substitutions broken by frequency analysis: 
Most common byte is probably an “e”, second 

most is probably a “t”, etc.



How do we build symmetric encryption?

Permutations:

determines



How do we build symmetric encryption?

Permutations broken by numerous methods:
• Number of 1’s revealed
• In order to keep description of     small, it has 

extra structure, which can lead to breaks



How do we build symmetric encryption?

Substitution-Permutation Network

It works! Basis for many modern symmetric encryption schemes



Fundamental limitation of symmetric encryption: 
how to Alice and Bob share     in the first place? 



Asymmetric (or Public Key) Encryption

“learns nothing” about 

<latexit sha1_base64="ExPOFqwgX7g7fJydxXWEELr0MCc=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqsH6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4AyfeM8g==</latexit>c



Choose a random    -bit prime 

Choose random  generator      of 

Choose random

Let

 

How do we build public key encryption?
ElGamal (Toy Version):

typically 



How do we build public key encryption?

Interpret          as an element of 

Choose random 

Let

Output

ElGamal (Toy Version):



How do we build public key encryption?

Output

Correctness:

ElGamal (Toy Version):



What does it mean that an 
eavesdropper should “learn 

nothing” about the message?



Attempt 1: Statistical Security

Intuitive definition: view of adversary 
“contains no information” about 



Attempt 1: Statistical Security

Problem: useful schemes cannot be statistically secure

Consider public key in ElGamal

Simple algorithm to compute      : 

For          
       If                               , output   



Brute-Force Search

Try all possibilities until you find the right one 

Note: need to be able to tell if you got the right one



Brute-Force Search

Brute-force search always possible for PKE

Brute-force search always possible for SKE, 
assuming total length of messages sent >> length of key



One-Time Pad

No way to check if guessed key is 
correct, if encrypting single message



Almost all cryptography can be 
broken via brute-force search

What do we do?



Solution: Computational Security

Notice that a brute-force search 
takes a huge about of time

ElGamal with 2000-bit prime:                   trials

Every particle in visible universe replaced 
with the world’s fastest supercomputer years

Compare to life of universe: years



Solution: Computational Security

Notice that a brute-force search 
takes a huge about of time

Only ask for security against 
“efficient” adversaries



What is efficient?

In practice:

Time 

Total bitcoin network: 

operations/year

In theory:

Polynomial time



Beating Brute-Force Search

We can always make brute-force intractable by making keys long

However, brute-force may not be fastest algorithm

E.g. best attacks on ElGamal run in time 



Beating Brute-Force Search

Rule-of-thumb:

Symmetric crypto: due to lack of mathematical 
structure, best attacks typically run in time 

Public key crypto: Depends on underlying math, hope 
to get as close to        as possible 



(or even                      )

Cryptography and P vs NP

Polynomial-time adversaries Adversary 

(allow adversary random coins)

Therefore, (most) cryptography can only exist if 

Brute-force possible Breaking scheme is in 



Cryptography and P vs NP

As a consequence, (almost) all 
cryptosystems rely on unproven 

computational assumptions

Neet at least              , usually much more



The Fundamental Formula of Modern Cryptography

Secure 
Cryptosystem =

Computational 
Assumption P

Proof that P 
implies M

+

Formal Security 
Model M

+

Widely studied, concrete 
assumptions

Usually conservative modeling 
of adversary’s capabilities

Breaking M at least as 
hard as solving P

+
Protocol



Example: proving the security of ElGamal



Step 1: Define Public Key Encryption



Step 1a: Define Syntax, Correctness



Def (PKE, syntax): A public key encryption scheme is a triple of 
algorithms                                 satisfying the following:

•                     probabilistic polynomial-time (classical) procedure 
which takes as input a security parameter     (represented in 
unary), and samples a secret/key public pair

•                             PPT procedure which takes as input the public 
key         and message        , and samples a ciphertext 

•                         Deterministic PT procedure which takes as input 
the secret key       and ciphertext     , and outputs a message

• Correctness: in support of                 ,

<latexit sha1_base64="ExPOFqwgX7g7fJydxXWEELr0MCc=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqsH6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4AyfeM8g==</latexit>c

<latexit sha1_base64="ExPOFqwgX7g7fJydxXWEELr0MCc=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqsH6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4AyfeM8g==</latexit>c



The Security Parameter

Allow for tuning security level of protocol

In theory, can be any natural number; 
necessary for defining “polynomial time”

In practice, often only a couple 
parameters standardized (e.g. 128,256)

Represented in unary so that                runs in time  



Probabilistic algorithms

remember that the algorithm             is publicly known (Kerckhoff’s Principle)
<latexit sha1_base64="8Lm8MXbOjQrfPJ/PjeYn7wB2Snk=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqseiBz1WsB/ShrLZTtqlm03Y3Qgl9Fd48aCIV3+ON/+N2zYHrT4YeLw3w8y8IBFcG9f9cgorq2vrG8XN0tb2zu5eef+gpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPx9cxvP6LSPJb3ZpKgH9Gh5CFn1FjpIevpkNygnPbLFbfqzkH+Ei8nFcjR6Jc/e4OYpRFKwwTVuuu5ifEzqgxnAqelXqoxoWxMh9i1VNIItZ/ND56SE6sMSBgrW9KQufpzIqOR1pMosJ0RNSO97M3E/7xuasJLP+MySQ1KtlgUpoKYmMy+JwOukBkxsYQyxe2thI2ooszYjEo2BG/55b+kdVb1atXa3XmlfpXHUYQjOIZT8OAC6nALDWgCgwie4AVeHeU8O2/O+6K14OQzh/ALzsc3kVKQRg==</latexit>

Gen

is probabilistic so that each run gives different keys 
<latexit sha1_base64="8Lm8MXbOjQrfPJ/PjeYn7wB2Snk=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqseiBz1WsB/ShrLZTtqlm03Y3Qgl9Fd48aCIV3+ON/+N2zYHrT4YeLw3w8y8IBFcG9f9cgorq2vrG8XN0tb2zu5eef+gpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPx9cxvP6LSPJb3ZpKgH9Gh5CFn1FjpIevpkNygnPbLFbfqzkH+Ei8nFcjR6Jc/e4OYpRFKwwTVuuu5ifEzqgxnAqelXqoxoWxMh9i1VNIItZ/ND56SE6sMSBgrW9KQufpzIqOR1pMosJ0RNSO97M3E/7xuasJLP+MySQ1KtlgUpoKYmMy+JwOukBkxsYQyxe2thI2ooszYjEo2BG/55b+kdVb1atXa3XmlfpXHUYQjOIZT8OAC6nALDWgCgwie4AVeHeU8O2/O+6K14OQzh/ALzsc3kVKQRg==</latexit>

Gen

is probabilistic for security (see homework)
<latexit sha1_base64="FRpO2TzQxslhFFKi/5wwFuomCdk=">AAAB8HicbVDLSgMxFL1TX7W+qi7dBIvgqsyIVJdFEVxWsA9ph5JJM21okhmSjFCG+Qo3LhRx6+e4829Mx1lo64HA4Zx7yT0niDnTxnW/nNLK6tr6RnmzsrW9s7tX3T/o6ChRhLZJxCPVC7CmnEnaNsxw2osVxSLgtBtMr+d+95EqzSJ5b2Yx9QUeSxYygo2VHtKBDtGNJNmwWnPrbg60TLyC1KBAa1j9HIwikggqDeFY677nxsZPsTKMcJpVBommMSZTPKZ9SyUWVPtpfnCGTqwyQmGk7JMG5ervjRQLrWcisJMCm4le9Obif14/MeGlnzIZJ4baVPlHYcKRidA8PRoxRYnhM0swUczeisgEK0yM7ahiS/AWIy+Tzlnda9Qbd+e15lVRRxmO4BhOwYMLaMIttKANBAQ8wQu8Osp5dt6c95/RklPsHMIfOB/fi0OQQg==</latexit>

Enc

is deterministic since it should always just output
<latexit sha1_base64="WyzUGo32E0R0QK8lAbp9JjwEt68=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqseiHjxWsB/ShrLZTtqlu0nY3Qgl9Fd48aCIV3+ON/+N2zYHrT4YeLw3w8y8IBFcG9f9cgorq2vrG8XN0tb2zu5eef+gpeNUMWyyWMSqE1CNgkfYNNwI7CQKqQwEtoPx9cxvP6LSPI7uzSRBX9JhxEPOqLHSQ9bTIblBNu2XK27VnYP8JV5OKpCj0S9/9gYxSyVGhgmqdddzE+NnVBnOBE5LvVRjQtmYDrFraUQlaj+bHzwlJ1YZkDBWtiJD5urPiYxKrScysJ2SmpFe9mbif143NeGln/EoSQ1GbLEoTAUxMZl9TwZcITNiYgllittbCRtRRZmxGZVsCN7yy39J66zq1aq1u/NK/SqPowhHcAyn4MEF1OEWGtAEBhKe4AVeHeU8O2/O+6K14OQzh/ALzsc3fAaQOA==</latexit>

Dec



Correctness as a probability

Pedantic note: need to wrap in 
probability since         is not a function 

<latexit sha1_base64="FRpO2TzQxslhFFKi/5wwFuomCdk=">AAAB8HicbVDLSgMxFL1TX7W+qi7dBIvgqsyIVJdFEVxWsA9ph5JJM21okhmSjFCG+Qo3LhRx6+e4829Mx1lo64HA4Zx7yT0niDnTxnW/nNLK6tr6RnmzsrW9s7tX3T/o6ChRhLZJxCPVC7CmnEnaNsxw2osVxSLgtBtMr+d+95EqzSJ5b2Yx9QUeSxYygo2VHtKBDtGNJNmwWnPrbg60TLyC1KBAa1j9HIwikggqDeFY677nxsZPsTKMcJpVBommMSZTPKZ9SyUWVPtpfnCGTqwyQmGk7JMG5ervjRQLrWcisJMCm4le9Obif14/MeGlnzIZJ4baVPlHYcKRidA8PRoxRYnhM0swUczeisgEK0yM7ahiS/AWIy+Tzlnda9Qbd+e15lVRRxmO4BhOwYMLaMIttKANBAQ8wQu8Osp5dt6c95/RklPsHMIfOB/fi0OQQg==</latexit>

Enc



Def (PKE, syntax): A public key encryption scheme is a triple of 
algorithms                                 satisfying the following:

•                     probabilistic polynomial-time (classical) procedure 
which takes as input a security parameter     (represented in 
unary), and samples a secret/key public pair

•                             PPT procedure which takes as input the public 
key         and message        , and samples a ciphertext 

•                         Deterministic PT procedure which takes as input 
the secret key       and ciphertext     , and outputs a message

• Correctness: in support of                 ,

<latexit sha1_base64="ExPOFqwgX7g7fJydxXWEELr0MCc=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqsH6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4AyfeM8g==</latexit>c

<latexit sha1_base64="ExPOFqwgX7g7fJydxXWEELr0MCc=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqsH6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4AyfeM8g==</latexit>c



Step 1b: Define Security



Def (negligible): A function                         is negligible if, for all 
polynomials     ,                     such that for all                  ,

A function that is not negligible is called non-negligible  

“Negligible”

In practice: 

In theory: 



Def (PKE, security): A PKE scheme                               is 
indistinguishable under a chosen plaintext attack (IND-CPA-secure, 
or just CPA-secure) if, for all PPT adversaries      , there exists a 
negligible function       such that

where                is the event that       outputs 1 in the following:

• Run                                      , give        to       

•     produces two msgs                                        of the same length

• Run                                          and give      to

•     outputs an output guess  

<latexit sha1_base64="er3+TOgEQ6nWABHCzMHXoksamHk=">AAACCHicbZDLSsNAFIYn9VbrrerShYNFqCAlEakuixd0WcFeoC1lMj1ph04mYWYilJClG1/FjQtF3PoI7nwbpzELrf4w8PGfczhzfjfkTGnb/rRyc/MLi0v55cLK6tr6RnFzq6mCSFJo0IAHsu0SBZwJaGimObRDCcR3ObTc8fm03roDqVggbvUkhJ5PhoJ5jBJtrH5xtxx3lYevQCSHKV0KmtEF0OSgXyzZFTsV/gtOBiWUqd4vfnQHAY18EJpyolTHsUPdi4nUjHJICt1IQUjomAyhY1AQH1QvTg9J8L5xBtgLpHlC49T9ORETX6mJ75pOn+iRmq1Nzf9qnUh7p72YiTDSYA5MF3kRxzrA01TwgEmgmk8MECqZ+SumIyIJ1Sa7ggnBmT35LzSPKk61Ur05LtXOsjjyaAftoTJy0AmqoWtURw1E0T16RM/oxXqwnqxX6+27NWdlM9vol6z3LwTFmLg=</latexit>

(Gen,Enc,Dec)

<latexit sha1_base64="ExPOFqwgX7g7fJydxXWEELr0MCc=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqsH6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4AyfeM8g==</latexit>c



CPA security is conservative

CPA-security says that the adversary knows everything about 
the message except a single bit, and must learn that bit

The adversary may even choose everything about the 
message, except for the bit it is trying to learn

In real life, adversary may influence message, and may have 
side information, but unlikely to be that strong

By having a conservative definition, we don’t need to worry 
about exact abilities, and know we have security regardless



Restriction that                   have the same 
length is (unfortunately) necessary, since 

ciphertext length is revealed 

Otherwise, “Hello” vs, say, an entire movie 
would have ciphertexts of the same length



Def (PKE, security): A PKE scheme                               is 
indistinguishable under a chosen plaintext attack (IND-CPA-secure, 
or just CPA-secure) if, for all PPT adversaries      , there exists a 
negligible function       such that

where                is the event that       outputs 1 in the following:

• Run                                      , give        to       

•     produces two msgs                                        of the same length

• Run                                          and give      to

•     outputs an output guess  

<latexit sha1_base64="er3+TOgEQ6nWABHCzMHXoksamHk=">AAACCHicbZDLSsNAFIYn9VbrrerShYNFqCAlEakuixd0WcFeoC1lMj1ph04mYWYilJClG1/FjQtF3PoI7nwbpzELrf4w8PGfczhzfjfkTGnb/rRyc/MLi0v55cLK6tr6RnFzq6mCSFJo0IAHsu0SBZwJaGimObRDCcR3ObTc8fm03roDqVggbvUkhJ5PhoJ5jBJtrH5xtxx3lYevQCSHKV0KmtEF0OSgXyzZFTsV/gtOBiWUqd4vfnQHAY18EJpyolTHsUPdi4nUjHJICt1IQUjomAyhY1AQH1QvTg9J8L5xBtgLpHlC49T9ORETX6mJ75pOn+iRmq1Nzf9qnUh7p72YiTDSYA5MF3kRxzrA01TwgEmgmk8MECqZ+SumIyIJ1Sa7ggnBmT35LzSPKk61Ur05LtXOsjjyaAftoTJy0AmqoWtURw1E0T16RM/oxXqwnqxX6+27NWdlM9vol6z3LwTFmLg=</latexit>

(Gen,Enc,Dec)

<latexit sha1_base64="ExPOFqwgX7g7fJydxXWEELr0MCc=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqsH6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4AyfeM8g==</latexit>c



Step 2: Specify Protocol



Choose a random    -bit prime 

Choose random  generator      of 

Choose random

Let

 

How do we build public key encryption?



How do we build public key encryption?

Interpret          as an element of 

Choose random 

Let

Output



Proof: All algorithms polynomial time. Correctness:

Lemma: Toy ElGamal is a PKE scheme

How do we build public key encryption?

Output



Step 3: State assumptions



Assumption (Discrete Log): For any PPT algorithm      , 
there exists a negligible function      such that

where:
•   is a random    -bit prime
•   is a random generator of    
•                                        is random 

Necessary, but not necessarily sufficient for ElGamal to be secure



Assumption (Decisional Diffie-Hellman): For any PPT 
algorithm      , there exists a negligible function     such 
that

where:
•   is a random    -bit prime
•   is a random generator of    
•                                                    are random 



Despite decades of attempts at solving DDH, the 
best algorithms are sub-exponential time. The 
DDH assumption therefore is widely believed.



Step 4: Prove Security



Theorem: Assuming DDH, ElGamal is CPA-secure

Proof: Let      be a supposed adversary for the CPA-
security of ElGamal. 



Theorem: Assuming DDH, ElGamal is CPA-secure

Proof:
Define             as the event that       outputs 1 in the 
following:

• Run                                , give        to       

•     produces two msgs

• Run                                   and give     to  

•     outputs an output guess  

<latexit sha1_base64="ExPOFqwgX7g7fJydxXWEELr0MCc=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KolI9Vj04rEF+wFtKJvtpF272YTdjVBCf4EXD4p49Sd589+4bXPQ1gcDj/dmmJkXJIJr47rfztr6xubWdmGnuLu3f3BYOjpu6ThVDJssFrHqBFSj4BKbhhuBnUQhjQKB7WB8N/PbT6g0j+WDmSToR3QoecgZNVZqsH6p7FbcOcgq8XJShhz1fumrN4hZGqE0TFCtu56bGD+jynAmcFrspRoTysZ0iF1LJY1Q+9n80Ck5t8qAhLGyJQ2Zq78nMhppPYkC2xlRM9LL3kz8z+umJrzxMy6T1KBki0VhKoiJyexrMuAKmRETSyhT3N5K2IgqyozNpmhD8JZfXiWty4pXrVQbV+XabR5HAU7hDC7Ag2uowT3UoQkMEJ7hFd6cR+fFeXc+Fq1rTj5zAn/gfP4AyfeM8g==</latexit>c



Theorem: Assuming DDH, ElGamal is CPA-secure

Proof:
Define             as the event that       outputs 1 in the 
following:

• Run                            and give        to     , where…       

•     produces two msgs

• Give                    to      where 

•     outputs an output guess  

<latexit sha1_base64="slZmbyh3YAtEfKq7hyWxEQ0OjDA=">AAAB+XicbVBNSwMxEJ2tX7V+rXr0EixChVJ2RaoXoejFYwVrC20p2TTbhmazIckWytJ/4sWDIl79J978N6btHrT1wcDjvRlm5gWSM20879vJra1vbG7ltws7u3v7B+7h0ZOOE0Vog8Q8Vq0Aa8qZoA3DDKctqSiOAk6bwehu5jfHVGkWi0czkbQb4YFgISPYWKnnumlHh0iOpjclWR6Uh+c9t+hVvDnQKvEzUoQM9Z771enHJImoMIRjrdu+J003xcowwum00Ek0lZiM8IC2LRU4orqbzi+fojOr9FEYK1vCoLn6eyLFkdaTKLCdETZDvezNxP+8dmLC627KhEwMFWSxKEw4MjGaxYD6TFFi+MQSTBSztyIyxAoTY8Mq2BD85ZdXydNFxa9Wqg+XxdptFkceTuAUSuDDFdTgHurQAAJjeIZXeHNS58V5dz4WrTknmzmGP3A+fwAK/ZKj</latexit>

pk = (p, g, h)



Theorem: Assuming DDH, ElGamal is CPA-secure

Proof:
Define             as the event that       outputs 1 in the 
following:

• Run                            and give        to     , where…       

•     produces two msgs

• Give                    to      where 

•     outputs an output guess  

<latexit sha1_base64="slZmbyh3YAtEfKq7hyWxEQ0OjDA=">AAAB+XicbVBNSwMxEJ2tX7V+rXr0EixChVJ2RaoXoejFYwVrC20p2TTbhmazIckWytJ/4sWDIl79J978N6btHrT1wcDjvRlm5gWSM20879vJra1vbG7ltws7u3v7B+7h0ZOOE0Vog8Q8Vq0Aa8qZoA3DDKctqSiOAk6bwehu5jfHVGkWi0czkbQb4YFgISPYWKnnumlHh0iOpjclWR6Uh+c9t+hVvDnQKvEzUoQM9Z771enHJImoMIRjrdu+J003xcowwum00Ek0lZiM8IC2LRU4orqbzi+fojOr9FEYK1vCoLn6eyLFkdaTKLCdETZDvezNxP+8dmLC627KhEwMFWSxKEw4MjGaxYD6TFFi+MQSTBSztyIyxAoTY8Mq2BD85ZdXydNFxa9Wqg+XxdptFkceTuAUSuDDFdTgHurQAAJjeIZXeHNS58V5dz4WrTknmzmGP3A+fwAK/ZKj</latexit>

pk = (p, g, h)



Theorem: Assuming DDH, ElGamal is CPA-secure

Proof: Our goal is to prove that

for some negligible function 



Theorem: Assuming DDH, ElGamal is CPA-secure

Proof:
Define             as the event that       outputs 1 in the 
following:

• Run                            and give        to     , where…       

•     produces two msgs

• Give                    to      where 

•     outputs an output guess  

<latexit sha1_base64="slZmbyh3YAtEfKq7hyWxEQ0OjDA=">AAAB+XicbVBNSwMxEJ2tX7V+rXr0EixChVJ2RaoXoejFYwVrC20p2TTbhmazIckWytJ/4sWDIl79J978N6btHrT1wcDjvRlm5gWSM20879vJra1vbG7ltws7u3v7B+7h0ZOOE0Vog8Q8Vq0Aa8qZoA3DDKctqSiOAk6bwehu5jfHVGkWi0czkbQb4YFgISPYWKnnumlHh0iOpjclWR6Uh+c9t+hVvDnQKvEzUoQM9Z771enHJImoMIRjrdu+J003xcowwum00Ek0lZiM8IC2LRU4orqbzi+fojOr9FEYK1vCoLn6eyLFkdaTKLCdETZDvezNxP+8dmLC627KhEwMFWSxKEw4MjGaxYD6TFFi+MQSTBSztyIyxAoTY8Mq2BD85ZdXydNFxa9Wqg+XxdptFkceTuAUSuDDFdTgHurQAAJjeIZXeHNS58V5dz4WrTknmzmGP3A+fwAK/ZKj</latexit>

pk = (p, g, h)



Theorem: Assuming DDH, ElGamal is CPA-secure

Proof:

Now we will bound each term separately
     



Theorem: Assuming DDH, ElGamal is CPA-secure

Proof:

Let                             be the following DDH adversary:
• Give                                   to
• When      produces two messages                   , reply 

with
• Output whatever       outputs



Theorem: Assuming DDH, ElGamal is CPA-secure

Proof:

Observe that

which by DDH must be at most a negligible 



Theorem: Assuming DDH, ElGamal is CPA-secure

Proof:

vs
Only difference:

is uniform in are uniform



Theorem: Assuming DDH, ElGamal is CPA-secure

Proof:

By analogous arguments,

for some negligible  

     



Theorem: Assuming DDH, ElGamal is CPA-secure

Proof:

Sum of negligible funcs is negligible



Up Next: Quantum



The Fundamental Formula of Modern Cryptography

Secure 
Cryptosystem =

Computational 
Assumption P

Proof that P 
implies M

+

Formal Security 
Model M

+

+
Protocol

All of these 
fundamentally 

assume classical 
adversaries

Need to revisit 
everything with 

quantum 
computers 


