COS 597A: Quantum Cryptography Princeton University
Final Project

Final Project

1 Assignment

You final project will be to survey some research on post-quantum and/or quantum
cryptography that was not directly covered in the course. Specifically, you will read
2-3 research papers on a subject relating to both quantum and cryptography, write
a report, and give an in class presentation during the final week of class. You are
encouraged, but not required, to have some open problem in mind when selecting the
papers to survey — solving an open problem in quantum cryptography would make
for an excellent report!

1.1 Guidelines

The report should cover the most interesting or important parts of the papers sur-
veyed, and should not strive to cover all of the technical details. The goal is to distill
the papers down into a concise and easy-to-read report that delivers the main ideas.
You should take some time to think about what are the essential contributions of the
papers and how the papers relate to the broader study of quantum cryptography.

If you choose, you may work in pairs. Naturally, the scope of the project should be
correspondingly expanded.

1.2 Minutia

Project Proposal:

e Before starting your project, please send me an email stating which papers you
would like read and any open problems you would like to potentially explore
in this project. This way, I can give you feedback and suggestions before you
embark on your project.

Project Report:

e There is no page minimum or maximum for the report, but reports will probably
be in the range of 5-15 pages.



e The report should contain at least one precise theorem statement along with
corresponding proof for one of the main results of the papers surveyed. If you
are able to solve an important open problem, the statement of the problem and
proof can satisfy this item.

e The paper should be readable to anyone who has taken the course. This means
any concepts not covered in class should be properly defined.

e Your report should be typeset using IETEX.
Final Presentation:

e The presentation will be 20 minutes (40 minutes if working in pairs), including
a couple minutes at the end for questions.

e The presentation can be either slides or a chalkboad talk.

e As above, the presentation should be understandable to anyone who has taken
the course.

e The presentations will be held in class during the last week of class.
Deadlines and submission instructions:

e Proposals: Monday, November 12, 11:59pm. You are also encouraged to
discuss your project idea with me prior to the proposal deadline.

e Presentation: In class during the last week of class.

e Report: Dean’s Date, Tuesday, January 15, 11:59pm.

2 Project Ideas

The following are just a handful of papers/topics relating to quantum and cryptog-
raphy. You can select from these, or try to find others. The best way to find other
papers is to search the IACR eprint archives: https://eprint.iacr.org.

e [sogeny-based Cryptography:https://eprint.iacr.org/2006/145.pdf https:
//eprint.iacr.org/2011/506.pdf

e Multivariate Cryptography: https://en.wikipedia.org/wiki/Multivariate_
cryptography
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Hidden Subgroup Problem on non-abelian groups: https://arxiv.org/abs/
quant-ph/0401083, https://arxiv.org/abs/quant-ph/0302112, https://
arxiv.org/abs/cs/0304005

Quantum Oracle Interrogation: https://arxiv.org/abs/quant-ph/9805006,
https://arxiv.org/abs/1510.08352

Revocable time-released encryption: https://eprint.iacr.org/2013/606.pdf

Superposition attacks on classical cryptosystems: https://eprint.iacr.org/
2012/182, https://eprint.iacr.org/2012/606, https://eprint.iacr.org/
2013/088, https://arxiv.org/pdf/1603.07856.pdf

Quantum Indifferentiability: https://eprint.iacr.org/2018/276
Quantum one-time programs: https://arxiv.org/abs/1211.1080
Lower bounds for collision finding: https://arxiv.org/abs/1312.1027

Quantum Merkle Puzzles: https://arxiv.org/abs/1108.2316
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